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Concepts and workflow

This section describes some basic email concepts, how FortiMail works in general, and the
tools that you can use to configure your FortiMail unit.

This section includes:

e Email protocols

¢ (Client-server connections in SMTP
¢ The role of DNS in email delivery

e How FortiMail processes email

¢ FortiMail operation modes

¢ FortiMail high availability modes

¢ FortiMail management methods

Email protocols

There are multiple prevalent standard email protocols:

e SMTP

e POP3

e IMAP

e HTTP and HTTPS

SMTP

Simple Mail Transfer Protocol (SMTP) is the standard protocol for sending email between:
¢ two mail transfer agents (MTA)

e a mail user agent (MUA) and an MTA

For definitions of MTA and MUA, see “Client-server connections in SMTP” on page 8.

Y

SMTP communications typically occur on TCP port number 25.

When an email user sends an email, their MUA uses SMTP to send the email to an MTA, which
is often their email server. The MTA then uses SMTP to directly or indirectly deliver the email to
the destination email server that hosts email for the recipient email user.

When an MTA connects to the destination email server, it determines whether the recipient
exists on the destination email server. If the recipient email address is legitimate, then the MTA
delivers the email to the email server, from which email users can then use a protocol such as
POPS3 or IMAP to retrieve the email. If the recipient email address does not exist, the MTA
typically sends a separate email message to the sender, notifying them of delivery failure.
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While the basic protocol of SMTP is simple, many SMTP servers support a number of protocol
extensions for features such as authentication, encryption, multipart messages and
attachments, and may be referred to as extended SMTP (ESMTP) servers.

FortiMail units can scan SMTP traffic for spam and viruses, and support several SMTP
extensions.

POP3

Post Office Protocol version 3 (POP3) is a standard protocol used by email clients to retrieve
email that has been delivered to and stored on an email server.

POP3 communications typically occur on TCP port number 110.

Unlike IMAP, after a POP3 client downloads an email to the email user’s computer, a copy of the
email usually does not remain on the email server’s hard disk. The advantage of this is that it
frees hard disk space on the server. The disadvantage of this is that downloaded email usually
resides on only one personal computer. Unless all of their POP3 clients are always configured to
leave copies of email on the server, email users who use multiple computers to view email, such
as both a desktop and laptop, will not be able to view from one computer any of the email
previously downloaded to another computer.

FortiMail units do not scan POPS3 traffic for spam and viruses, but may use POP3 when
operating in server mode, when an email user retrieves their email.

IMAP

Internet Message Access Protocol (IMAP) is a standard protocol used by email clients to
retrieve email that has been delivered to and stored on an email server.

IMAP communications typically occur on TCP port number 143.

Unless configured for offline availability, IMAP clients typically initially download only the
message header. They download the message body and attachments only when the email user
selects to read the email.

Unlike POP3, when an IMAP client downloads an email to the email user’s computer, a copy of
the email remains on the email server’s hard disk. The advantage of this is that it enables email
users to view email from more than one computer. This is especially useful in situations where
more than one person may need to view an inbox, such where all members of a department
monitor a collective inbox. The disadvantage of this is that, unless email users delete email,
IMAP may more rapidly consume the server’s hard disk space.

FortiMail units do not scan IMAP traffic for spam and viruses, but may use IMAP when
operating in server mode, when an email user retrieves their email.

HTTP and HTTPS

Secured and non-secured HyperText Transfer Protocols (HTTP/HTTPS), while not strictly for the
transport of email, are often used by webmail applications to view email that is stored remotely.

HTTP communications typically occur on TCP port number 80; HTTPS communications
typically occur on TCP port number 443.

FortiMail units do not scan HTTP or HTTPS traffic for spam or viruses, but use them to display
quarantines and, if the FortiMail unit is operating in server mode, FortiMail webmail.
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Client-server connections in SMTP

MTA

MUA

Client-server connections and connection directionality in SMTP differ from how you may be
familiar with them in other protocols.

For example, in the SMTP protocol, an SMTP client connects to an SMTP server. This seems
consistent with the traditional client-server model of communications. However, due to the
notion of relay in SMTP, the SMTP client may be either:

e an email application on a user’s personal computer

¢ another SMTP server that acts as a delivery agent for the email user, relaying the email to its
destination email server

The placement of clients and servers within your network topology may affect the operation
mode you choose when installing a FortiMail unit. If your FortiMail unit will be operating in
gateway mode or server mode, SMTP clients — including SMTP servers connecting as clients
— must be configured to connect to the FortiMail unit.

Terms such as MTA and MUA describe server and client relationships specific to email
protocols.

A Mail Transfer Agent (MTA) is an SMTP server that relays email messages to another SMTP
server.

FortiMail units operating in gateway mode function as an MTA. FortiMail units operating in
server mode function as an MTA and full (SMTP, IMAP, POP3, webmail) email server.

In order to deliver email, unless the email is incoming and the email server has no domain name
and is accessed by IP address only, MTAs must query a DNS server for the MX record and the
corresponding A record. For more information, see “The role of DNS in email delivery” on

page 9.

A Mail User Agent (MUA), or email client, is software such as Microsoft Outlook that enables
users to send and receive email.

FortiMail units support SMTP connections for sending of email by a MUA.

FortiMail units operating in server mode support POP3 and IMAP connections for retrieval of
email by a MUA. For email users that prefer to use their web browsers to send and retrieve
email instead of a traditional MUA, FortiMail units operating in server mode also provide
FortiMail webmail.

Connection directionality vs email directionality

Many FortiMail features such as proxies and policies act upon the directionality of an SMTP
connection or email message.

¢ Incoming vs outgoing SMTP connections

Incoming SMTP connections consist of those destined for the SMTP servers that are
protected domains of the FortiMail unit. For example, if the FortiMail unit is configured to
protect the SMTP server whose IP address is 192.168.0.1, the FortiMail unit treats all SMTP
connections destined for 192.168.0.1 as incoming.

Outgoing connections consist of those destined for SMTP servers that the FortiMail unit has
not been configured to protect. For example, if the FortiMail unit is not configured to protect

Concepts and workflow Page 8 FortiMail 5.3.9 Administration Guide



the SMTP server whose IP address is 10.0.0.1, all SMTP connections destined for 10.0.0.1
will be treated as outgoing, regardless of their origin.

Figure 1: Incoming versus outgoing SMTP connections
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¢ Incoming vs outgoing email

Incoming email messages consist of messages sent to the protected domain recipients
(RCPT TO:). For example, if the FortiMail unit is configured to protect the SMTP server
whose domain name is example.com, the FortiMail unit treats all email messages sent to
example.com as incoming email.

Outgoing email messages consist of messages sent to recipients (RCPT TO:) on domains
that the FortiMail unit is not configured to protect. For example, if the FortiMail unit is not
configured to protect the domain example.com, all email messages sent to recipients at
example.com will be treated as outgoing email, regardless of their origin.

Directionality at the connection level may be different than directionality at the level of email
messages contained by the connection. It is possible that an incoming connection could
contain an outgoing email message, and vice versa.

For example, in the above figure, connections from the internal mail relays to the internal mail
servers are outgoing connections, but they contain incoming email messages. Conversely,

connections from remote MUAs to the internal mail relays are incoming connections, but may
contain outgoing email messages if the recipients’ email addresses (RCPT TO:) are external.

The role of DNS in email delivery

SMTP can be configured to operate without DNS, using IP addresses instead of domain names
for SMTP clients, SMTP servers, and recipient email addresses. However, this configuration is
rare.

SMTP as it is typically used relies upon DNS to determine the mail gateway server (MX) for a
domain name, and to resolve domain names into IP addresses. As such, you usually must
configure email servers and FortiMail units to be able to query a DNS server.

In addition, you may also be required to configure the DNS server with an MX record, an A
record, and a reverse DNS record for protected domain names and for the domain name of the
FortiMail unit itself.
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MX record

Mail Exchanger (MX) records are configured on a DNS server. MX records for a domain name
indicate designated email servers or email gateways that deliver email to that domain, and their
order of preference. In their most simple form, MX records use the following format:

example.com IN MX 10 mail.example.com
where:

e example.comis the name of the domain

¢ IN indicates the Internet protocol class

e MX indicates that the DNS resource record is of the MX type

e 10 indicates the order of preference (greater values indicate lower preference)
e mail.example.com is the host name of an email server or gateway

When an email client sends an email, the sender’s MTA queries a DNS server for the MX record
of the domain name in the recipient’s email address. To resolve the host name of the MTA
referenced by the MX record, it then queries for the A record of the destination MTA. That A
record provides the IP address of the email server or gateway. The sender’s MTA then attempts
to deliver the email to that IP address.

For example, if the recipient email address is user1@example.com, in order to deliver the email,
the sender’s MTA would query the MX and A records to determine the IP address of the email
gateway of example.com.

Often, the domain name and/or IP address of the email domain is different from that of its email
server or gateway. The fully qualified domain name (FQDN) of an email server or gateway may
be a subdomain or another domain name entirely, such as that of the MTA of an Internet service
provider (ISP). For example, the email gateways for the email domain example.com could be
mail1.example.com and mail2.example.com, or mail.isp.example.net.

If your FortiMail unit will operate in transparent mode, and you will configure it be fully
transparent at both the IP layer and in the SMTP envelope and message headers by enabling
“Hide this box from the mail server” in the session profile, “Hide the transparent box” in the
protected domain, and “Use client-specified SMTP server to send email” for the proxies, no MX
record changes are required.

If your FortiMail unit will operate in gateway mode or server mode, or in transparent mode while
not configured to be fully transparent, you must configure the public DNS server for your
domain name with an MX record that refers to the FortiMail unit which will operate as the email
gateway, such as:

example.com IN MX 10 fortimail.example.com

If your FortiMail unit will operate in gateway mode or server mode, or in transparent mode while
not fully transparent, configure the MX record to refer to the FortiMail unit, and remove other MX
records. If you do not configure the MX record to refer to the FortiMail unit, or if other MX

— records exist that do not refer to the FortiMail unit, external MTAs may not be able to deliver
email to or through the FortiMail unit, or may be able to bypass the FortiMail unit. If you have
configured secondary MX records for failover reasons, consider configuring FortiMail high
availability (HA) instead. For details, see “FortiMail high availability modes” on page 24.

Exceptions include if you are configuring a private DNS server for use with the Use MX Record
option. In that case, rather than referencing the FortiMail unit as the mail gateway and being
used by external SMTP servers to route mail, the MX record references the protected SMTP
server and is used by the FortiMail unit to define the SMTP servers for the protected domain.

Concepts and workflow Page 10 FortiMail 5.3.9 Administration Guide



A record

A records are configured on a DNS server. A records indicate the IP address to which a host
name resolves. In their most simple form, A records use the following format:

mail IN A 192.168.1.10
where:

e mail is the name of the host

¢ IN indicates the Internet protocol class

¢ Aindicates that the DNS resource record is of the IPv4 address type

e 192.168.1.10 indicates the IP address that hosts the domain name

When an email client sends an email, the sender’s MTA queries a DNS server for the MX record
of the domain name in the recipient’s email address. To resolve the host name of the MTA
referenced by the MX record, it then queries for the A record of the destination MTA. That A

record provides the IP address of the email server or gateway. The sender’s MTA then attempts
to deliver the email to that IP address.

You must configure the public DNS server for your host names with an A record to resolve the
host names referenced in MX records, and the host name of the FortiMail unit, if any. For
example, if an MX record is:

example.com IN MX 10 fortimail_example.com
the required A record in the example.com zone file might be:
fortimail IN A 192.168.1.15

Reverse DNS record

Because the SMTP protocol does not strictly require SMTP clients to use their own domain
name during the SMTP greeting, it is possible to spoof the origin domain. In an attempt to
bypass antispam measures against domain names known to be associated with spam,
spammers often exploit that aspect of SMTP by pretending to send email from legitimate
domains.

For example, the spammer spam.example.com might initiate an SMTP session with the
command:

EHLO nonspam.example.edu

To prevent this form of attack, many SMTP servers query reverse DNS records to verify that the
domain name provided in the SMTP greeting genuinely matches the IP address of the
connecting SMTP client.

You should configure the public DNS server for your protected domain names with a reverse
DNS record to resolve the IP addresses of your protected SMTP servers and/or FortiMail unit
into domain names.

For example, if the outgoing MTA for example.com is the FortiMail unit, fortimail.example.com,
and the public network IP address of the FortiMail unit is 10.10.10.1, a public DNS server’s
reverse DNS zone file for the 10.10.10.0/24 subnet might contain:

1 IN PTR fortimail _example.com.
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where fortimail .example.com is the FQDN of the FortiMail unit.

Reverse DNS records are required for FortiMail units operating in gateway mode or server
[ ,  mode. However, they are also required for FortiMail units operating in transparent mode, unless
\ /' they have been configured to be completely transparent. For more information on transparency,
&f/ see “Configuring proxies (transparent mode only)” on page 397.

How FortiMail processes email

FortiMail units receive email for defined email domains and control relay of email to other
domains. Email passing through the FortiMail unit can be scanned for viruses and spam.
Policies and profiles govern how the FortiMail unit scans email and what it does with email
messages containing viruses or spam. For information about policies, see “Configuring
policies” on page 432. For information about profiles, see “Configuring profiles” on page 464.

In addition to policies and profiles, other configured items, such as email domains, may affect
how your FortiMail unit processes email.

Email domains

An email domain is a set of email accounts that reside on a particular email server. The email
domain name is the portion of the user’s email address following the “@” symbol.

FortiMail units can be configured to protect email domains (referred to as “protected domains”
in this Administration Guide) by defining policies and profiles to scan and relay email that is
incoming to or outbound from protected domains.

If the FortiMail unit is operating in gateway mode or transparent mode, there is one local email
domain that represents the FortiMail unit itself. If the FortiMail unit is operating in server mode,
protected domains reside locally on the FortiMail unit’s built-in email server.

For information about creating protected domains, see “Configuring protected domains” on
page 362.

In transparent mode, each network interface includes a proxy and/or implicit MTA that receives
and relays email. By default, the proxy/implicit MTA responds to SMTP greetings (HELO/EHLO)
using the host name of the SMTP server of the protected domain. For information about
configuring the proxies, see “Configuring proxies (transparent mode only)” on page 397. For
information on configuring the SMTP greeting, see “Configuring protected domains” on

page 362.

Access control rules

The access control rules allow you to control how email messages move to, from, and through
the FortiMail unit. Using access control rules the FortiMail unit can analyze email messages and
take action based on the result. Messages can be examined according to the sender email
address, recipient email address, and the IP address or host name of the system delivering the
email message.

Each access control rule specifies an action to be taken for matching email.

For information about configuring access control rules, see “Configuring access control rules”
on page 436.
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Recipient address verification

Recipient address verification ensures that the FortiMail unit rejects email with invalid recipients
and does not scan or send them to the protected email server. This verification can reduce the
load on the FortiMail unit when a spammer tries to send messages to every possible recipient
name on the email server.

If you want to use recipient address verification, you need to verify email recipient addresses by
using either the email server or an LDAP server.

Usually you can use the email server to perform address verification. This works with most email
servers that provide a User unknown response to invalid addresses.

For instructions on configuring recipient address verification, see “Configuring protected
domains” on page 362.

Disclaimer messages and customized appearance
You can customize both the disclaimer and replacement messages, as well as the appearance
of the FortiMail unit interface.

The disclaimer message is attached to all email, generally warning the recipient the contents
may be confidential. See “Configuring global disclaimers” on page 355.

Replacement messages are messages recipients receive instead of their email. These can
include warnings about messages sent and incoming messages that are spam or infected with
a virus. See “Customizing replacement messages” on page 259.

You can customize the appearance of the FortiMail unit web pages visible to mail administrators
to better match a company look and feel. See “Customizing the GUI appearance” on page 256.

Advanced delivery features
Processing email takes time. That can cause delays that result in client and server timeouts. To
reduce this problem, you can:
e defer delivery to process oversized email at a time when traffic is expected to be light
¢ send delivery status notifications (DSN)

For detailed information, see “Configuring mail server settings” on page 346.

Antispam techniques

Spam detection is a key feature of the FortiMail unit. The feature is based on two tiers of spam
defense:

¢ FortiMail antispam techniques
e FortiGuard Antispam service

Each tier plays an important role in separating spam from legitimate email. FortiGuard Antispam
delivers a highly-tuned managed service for the classification of spam while the FortiMail unit
offers superior antispam detection and control technologies.

In addition to scanning incoming email messages, FortiMail units can also inspect the content
of outgoing email messages. This can help eliminate the possibility that an employee or a
compromised computer could send spam, resulting in the blocklisting of your organization’s
email servers.

For more information on FortiMail antispam techniques, see “Configuring profiles” on page 464
and “Configuring antispam settings” on page 578.
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FortiMail antispam techniques

The following table highlights some of the FortiMail antispam techniques. For information about
how these techniques are executed, see “Order of execution” on page 16.

Table 1: FortiMail antispam technique highlights

Greylist scanning See “Configuring greylisting” on page 599.

DNSBL scanning In addition to supporting Fortinet’s FortiGuard Antispam
DNSBL service, the FortiMail unit supports third-party DNS
Blocklist servers. See “Configuring SURBL options” on
page 490.

SURBL scanning In addition to supporting Fortinet’s FortiGuard Antispam
SURBL service, the FortiMail unit supports third-party Spam
URI Realtime Block Lists servers. See “Configuring SURBL
options” on page 490.

Bayesian scanning See “Training the Bayesian databases” on page 620.
Heuristic scanning See “Configuring heuristic options” on page 489.

Image spam scanning See “Configuring image spam options” on page 494.

PDF scanning See “Configuring scan conditions” on page 495.

Block/safe lists ¢ For information on global block/safe lists, see “Configuring

the global block and safe list” on page 592.

¢ For information on domain-wide block/safe lists, see
“Configuring the per-domain block lists and safe lists” on
page 594.

e For information on personal block/safe lists, see
“Configuring the personal block lists and safe lists” on
page 596.

¢ For information on session block/safe lists, see “Click the
arrow to expand Lists.” on page 480.

Banned word scanning See “Configuring banned word options” on page 491.
Safe list word scanning See “Configuring safelist word options” on page 492.
Sender reputation See “Viewing the sender reputation statuses” on page 188.

FortiGuard Antispam service

The FortiGuard Antispam service is a Fortinet-managed service that provides a three-element
approach to screening email messages.

e The first element is a DNS Block List (DNSBL) which is a “living” list of known spam origins.

e The second element is in-depth email screening based on a Uniform Resource Identifier
(URI) contained in the message body — commonly known as Spam URI Realtime Block Lists
(SURBLs).

¢ The third element is the FortiGuard Antispam Spam Checksum Blocklist (SHASH) feature.
Using SHASH, the FortiMail unit sends a hash of an email to the FortiGuard Antispam server
which compares the hash to hashes of known spam messages stored in the FortiGuard
Antispam database. If the hash results match, the email is flagged as spam.
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FortiGuard query results can be cached in memory to save network bandwidth. For information
on configuring caching and other FortiGuard Antispam services, see “Configuring FortiGuard
updates and antispam queries” on page 217.

FortiGuard Antispam DNSBL

To achieve up-to-date real-time identification, the FortiGuard Antispam service uses globally
distributed spam probes that receive over one million spam messages per day. The FortiGuard
Antispam service uses multiple layers of identification processes to produce an up-to-date list
of spam origins. To further enhance the service and streamline performance, the FortiGuard
Antispam service continuously retests each of the “known” identities in the list to determine the
state of the origin (active or inactive). If a known spam origin has been decommissioned, the
FortiGuard Antispam service removes the origin from the list, thus providing customers with
both accuracy and performance.

The FortiMail FortiGuard Antispam DNSBL scanning process works this way:

1. Incoming email (SMTP) connections are directed to the FortiMail unit.

2. Upon receiving the inbound SMTP connection request, the FortiMail unit extracts the source
information (sending server’s domain name and IP address).

3. The FortiMail unit transmits the extracted source information to Fortinet’s FortiGuard
Antispam service using a secure communication method.

4. The FortiGuard Antispam service checks the sender’s source information against its DNSBL
database of known spam sources and sends the results back to the FortiMail unit.

5. The results are cached on the FortiMail unit.

¢ |[f the results identify the source as a known spam source, the FortiMail unit acts
according to its configured policy.

¢ The cache on the FortiMail unit is checked for additional connection attempts from the
same source. The FortiMail unit does not need to contact the FortiGuard Antispam
service if the results of a previous connection attempt are cached.

¢ Additional connection requests from the same source do not need to be submitted to the
FortiGuard Antispam service again because the classification is stored in the system
cache.

Once the incoming connection has passed the first pass scan (DNSBL), and has not been
classified as spam, it will then go through a second pass scan (SURBL) if the administrator has
configured the service.

FortiGuard Antispam SURBL

To detect spam based on the message body URlIs (usually web sites), Fortinet uses FortiGuard
Antispam SURBL technology. Complementing the DNSBL component, which blocks messages
based on spam origin, SURBL technology blocks messages that have spam hosts mentioned in
message bodies. By scanning the message body, SURBL is able to determine if the message is
a known spam message regardless of origin. This augments the DNSBL technology by

detecting spam messages from a spam source that may be dynamic, or a spam source that is
yet unknown to the DNSBL service. The combination of both technologies provides a superior
managed service with higher detection rates than traditional DNSBLs or SURBLs alone.

The FortiMail FortiGuard Antispam SURBL scanning process works this way:

1. After accepting an incoming SMTP connection (passed first-pass scan), the email message
is received.

2. After an incoming SMTP connection has passed the DNSBL scan, the FortiMail unit accepts
delivery of email messages.

3. The FortiMail unit generates a signature (URI) based on the contents of the received email
message.

4. The FortiMail unit transmits the signature to the FortiGuard Antispam service.
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5. The FortiGuard Antispam service checks the email signature against its SURBL database of
known signatures and sends the results back to the FortiMail unit.

6. The results are cached on the FortiMail unit.

¢ |[f the results identify the signature as known spam email content, the FortiMail unit acts
according to its configured policy.
¢ Additional connection requests with the same email signature do not need to be

re-classified by the FortiGuard Antispam service, and can be checked against the
classification in the system cache.

¢ Additional messages with the same signature do not need to be submitted to the
FortiGuard Antispam service again because the signature classification is stored in the
system cache.

Once the message has passed both elements (DNSBL and SURBL), it goes to the next layer of
defense; the FortiMail unit that includes additional spam classification technologies.

Order of execution

FortiMail units perform each of the antispam scanning and other actions in the following
sequence, from the top of the table towards the bottom. Disabled scans are skipped. Note that

is this only a general sequence and the actions are taken based on the results of many factors.

This table does not include everything the FortiMail unit does when a client connects to deliver
[ email. Only the antispam techniques, and other functions having an effect on the antispam
‘. / techniques, are included. Other non-antispam functions may be running in parallel to the ones

ﬁl in the table.

FortiMail actions can be categorized as following:

¢ Final actions: Reject, discard, rewrite, personal quarantine, and system quarantine. If these
o actions are taken, no more further scanning will be processed.

=1
ﬁ ¢ Non-final actions: Tag, add header, replace, archive, notify, BCC, and encrypt. If one or
more of these actions have been taken, FortiMail will keeping process the email with other
scanners.

¢ Delivery actions: Original Host, Alternate Host, BCC
Exceptions:

e |f antivirus scanning is matched, antispam scanning will be skipped.

¢ [f antivirus and antispam scanning is matched with non-final actions, attachment scanning
will still be done but content monitor will not.

¢ |f Sandbox scanning is matched, content monitor will still be done.

The PDF file type scan does not appear in this table. When enabled, the PDF file type converts
[ the first page of any PDF attachments into to a format the heuristic, banned word, and image
./ spam scanners can scan. If any of these scanners are enabled, they will scan the first page of
ﬁl the PDF at the same time they examine the message body, according to the sequence in the
table below.

Table 2: Execution sequence of antispam techniques

Check Check Involves | Action If Positive Action If Negative

Client initiates communication with the FortiMail unit
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Table 2: Execution sequence of antispam techniques

Sender
reputation

Client IP address

If the client IP is in the sender
reputation database, check the
score and enable any appropriate
restrictions, if any.

Add the IP address
to the sender
reputation database
and keep a
reputation score
based on the email
received.

Proceed to the next
check.

FortiGuard
block IP check

Client IP address

If the “Check FortiGuard Block IP
at connection phase” is enabled
in a session profile, FortiMail will
check the client IP address
against the FortiGuard block IP
list. If positive, FortiMail rejects
the email.

Proceed to the next
check.

Endpoint
reputation

Client endpoint ID

If the client endpoint ID is in the
sender reputation database,
check the score and enable any
appropriate restrictions, if any.

Add the IP address
to the endpoint
reputation database
and keep a
reputation score
based on the email
received.

Proceed to the next
check.

Sender rate
control per
connection

Client IP address

Apply any connection limitations
specified in the session profile.
Proceed to the next check.

In there are no
connection
limitations, or if no
session profile
applies, proceed to
the next check.

HELO/EHLO received from SMTP clien

t

HELO/EHLO

Domain of the
HELO/EHLO
command

If invalid characters appear in the
domain, reject the HELO/EHLO
command. Session will not
continue until a proper
HELO/EHLO command is received.

Proceed to the next
check.

MAIL FROM: and

RCPT TO: command

s received from SMTP client

Sender rate
control per
message

Client IP address

Apply any connection limitations
specified in the session profile.
Proceed to the next check.

In there are no
connection
limitations, or if no
session profile
applies, proceed to
the next check.
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Table 2: Execution sequence of antispam techniques

Sender
domain check

Domain of
envelope sender
(MAIL FROM:)

If any of the domain checks (the
Check sender domain and
Reject empty domains checks
listed in Unauthenticated Session
Settings in the session profile) fail,
an error is returned to the SMTP
client. The error depends on
which particular check failed.

Proceed to the next
check.

System safe
list
(Phase )

Client IP address
and email
address/domain of
the envelope
sender

(MAIL FROM:)

If the client IP or email
address/domain of the sender
appear in the system safe list,
deliver the email and cancel
remaining antispam checks (but
not the antivirus and content
checks).

Proceed to the next
check.

System block
list
(Phase )

Client IP address
and email
address/domain of
the envelope
sender

(MAIL FROM:)

If the client IP or email
address/domain of the sender
appear in the system block list,
invoke the block list action for the
email.

Proceed to the next
check.

Session
sender

safe list
(Phase )

Client IP address
and email
address/domain of
the envelope
sender

(MAIL FROM:)

If the client IP or email
address/domain of the sender
appear in the session safe list,
deliver the message and cancel
remaining antispam checks (but
not the antivirus and content
checks).

Proceed to the next
check.

Session
sender block
list

(Phase )

Client IP address
and email
address/domain of
the envelope
sender

(MAIL FROM:)

If the client IP or email
address/domain of the sender
appear in the session block list,
invoke the block list action for the
message.

Proceed to the next
check.

Authentication
difference
check

Envelope sender
(MAIL FROM:)

Checks to see if the sender email
address in the SMTP envelope
matches the authenticated user
name. If not allowed in the
IP-based policy, the email will be
rejected.

Proceed to the next
check.

Bounce
Verification

Envelope recipient
(RCPT TO:)

Apply actions specified in the
bounce verification settings.

Proceed to the next
check.
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Table 2: Execution sequence of antispam techniques

Access control
rules

Client IP address,
envelope sender
and recipient
(MAIL FROM:
and RCPT TO:)

If the combination of client IP, the
domain/email address of the
sender, and the domain/email of
the recipient matches an access
control rule (Policy >

Access Control > Receive), the
FortiMail unit performs the action
selected in the access control
rule, which is one of the following:

e Safe: Accept and relay the
email, skipping all subsequent
antispam checks, except
greylisting, only if the
recipient belongs to a
protected domain or the
sender is authenticated.

e Safe & Relay: Accept and relay
the email, skipping all
subsequent antispam checks,
except greylisting.

e RELAY: Accept and relay the
email if it passes subsequent
antispam checks. Do not
apply greylisting.

e REJECT: Reject the email and
return SMTP reply code 550 to
the client.

e DISCARD: Accept the email,
but silently delete it instead of
delivering it. Neither the sender
nor the recipient are notified of
the deletion.

If a matching access
control rule does not
exist, and if the
recipient is a
member of a
protected domain,
the default action is
RELAY; if the
recipient is not a
member of a
protected domain,
the default action is
REJECT.

For more
information, see
“Configuring access
control rules” on
page 436.

Recipient
domain check

Domain of
envelope recipient
(RCPT TO:)

If any of the domain checks (the
Check recipient domain and
Reject if recipient and helo
domain match but sender domain
is different checks listed in
Unauthenticated Session Settings
in the session profile) fail, an error
is returned to the SMTP client.
The error depends on which
check failed.

Proceed to the next
check.

Session
recipient safe
list

Envelope recipient
(RCPT TO:)

If the recipient appears in the
session recipient safe list, deliver
the message and cancel
remaining antispam checks (but
not the antivirus and content
checks).

Proceed to the next
check.
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Table 2: Execution sequence of antispam techniques

Session
recipient block
list

Envelope recipient
(RCPT TO:)

If the recipient appears in the
session recipient block list, reject
the message.

Proceed to the next
check.

Recipient
verification

Envelope recipient
(RCPT TO:)

If the recipient is unknown, reject
the message.

Proceed to the next
check.

Greylist

Envelope sender
(MAIL FROM:),
envelope recipient
(RCPT TO:), and
client IP subnet
address

If the sender is in the greylist
database or if the client IP subnet
appears in the greylist exempt list,
the message is passed to the next
check.

Note: This check is omitted if the
access control rule’s action is
RELAY.

If the sender is not in
the greylist
database, a
temporary failure
code is returned to
the SMTP client.

DATA command received from SMTP client

System safe
list
(Phase ll)

Message header
sender (From:)

If the email address/domain of the
sender appears in the system safe
list, deliver the message and
cancel remaining antispam
checks (but not the antivirus and
content checks).

Proceed to the next
check.

System block
list
(Phase 1)

Message header
sender (From:)

If the email address/domain of the
sender appears in the system
block list, invoke the block list
action for the message.

Proceed to the next
check.

Domain safe
list

Client IP, envelope
sender

(MAIL FROM:)
and message
header sender
(From:)

If the client IP, email
address/domain of the sender
appears in the domain safe list,
deliver the message and cancel
remaining antispam checks (but
not the antivirus and content
checks).

Proceed to the next
check.

Domain block
list

Client IP, envelope
sender

(MAIL FROM:)
and message
header sender
(From:)

If the client IP, email
address/domain of the sender
appears in the domain block list,
invoke the block list action for the
message.

Proceed to the next
check.

Session
sender safe
list

(Phase 1)

Message header
sender (From:)

If the email address/domain of the
sender appears in the session
sender safe list, deliver the
message and cancel remaining
antispam checks (but not the
antivirus and content checks).

Proceed to the next
check.
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Table 2: Execution sequence of antispam techniques

Session
sender block
list

(Phase 1)

Message header
sender (From:)

If the email address/domain of the
sender appears in the session
sender block list, the block list
action is invoked.

Proceed to the next
check.

Personal safe
list

Client IP, envelope
sender

(MAIL FROM:)
and message
header sender
(From:)

If the client IP, email
address/domain of the sender
appears in the personal safe list,
deliver the message and cancel
remaining antispam checks (but
not the antivirus and content
checks).

Proceed to the next
check.

Personal block
list

Client IP, envelope
sender

(MAIL FROM:)
and message
header sender
(From:)

If the client IP, email
address/domain of the sender
appears in the personal block list,
the message is discarded.

Proceed to the next
check.

End of message (

EOM) command rece

ived from SMTP client

Antivirus

Message body
and attachments

If an infected message is
detected, and the antispam profile
is configured to treat viruses as
spam, the default spam action will
be invoked on the infected
message.

Proceed to the next
check.

Safe List Word

Message subject
and/or body

If the safelisted word scanner
determines that the message is
not spam, deliver the message
and cancel remaining antispam
checks.

Proceed to the next
check.

FortiGuard
Antispam

Message header
and body

If the FortiGuard scanner
determines that the message is
spam, the configured individual
action is invoked. If the individual
action is set to default, then the
antispam profile default action is
used.

Proceed to the next
check.

DMARC

Client IP address

DMARC performs email
authentication with SPF and
DKIM checking.

If failed, treat the email as spam.

Proceed to the next
check.

SPF check

Client IP address

This option compares the client IP
address to the IP addresses of
authorized senders in the DNS
record (RFC 4408).

If failed, treat the email as spam.

Proceed to the next
check.
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Table 2: Execution sequence of antispam techniques

Spam
outbreak
protection

Message header
and body

If the FortiGuard scanner
determines that the message is
spam, the configured individual
action is invoked. If the individual
action is set to default, then the
antispam profile default action is
used.

Proceed to the next
check.

Behavior
analysis

Message body

If the scanner determines the
message is spam, the configured
individual action is invoked. If the
individual action is set to default,
then the antispam profile default
action is used.

Proceed to the next
check.

Banned Word

Message subject
and/or body

If the banned word scanner
determines that the message is
spam, the configured individual
action is invoked. If the individual
action is set to default, then the
antispam profile default action is
used.

Proceed to the next
check.

Dictionary

Message body

If the dictionary scanner
determines that the message is
spam, the configured individual
action is invoked. If the individual
action is set to default, then the
antispam profile default action is
used.

Proceed to the next
check.

DNSBL

Client IP address

If the DNSBL scanner determines
that the message is spam, the
configured individual action is
invoked. If the individual action is
set to default, then the antispam
profile default action is used.

Proceed to the next
check.

SURBL

Every URI in the
message body

If the SURBL scanner determines
that the message is spam, the
configured individual action is
invoked. If the individual action is
set to default, then the antispam
profile default action is used.

Proceed to the next
check.

Heuristic

Message body

If the heuristic antispam scanner
determines that the message is
spam, the configured individual
action is invoked. If the individual
action is set to default, then the
antispam profile default action is
used.

Proceed to the next
check.
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Table 2: Execution sequence of antispam techniques

Image Spam

Embedded images

If Aggressive scan
is enabled,
attached images
are also examined.

If the image spam scanner
determines that the message is
spam, the configured individual
action is invoked. If the individual
action is set to default, then the
antispam profile default action is
used.

Proceed to the next
check.

Header
analysis

Message header

If the header analysis scan
determines that the message is
spam, the configured individual
action is invoked. If the individual
action is set to default, then the
antispam profile default action is
used.

Proceed to the next
check.

Bayesian

Message body

If the Bayesian scanner
determines that the message is
spam, the configured individual
action is invoked. If the individual
action is set to default, then the
antispam profile default action is
used.

Proceed to the next
check.

Suspicious
Newsletter

Message header
and body

If the newsletter scan determines
that the message is a newsletter,
the configured individual action is
invoked. If the individual action is
set to default, then the antispam
profile default action is used.

Proceed to the next
check.

Content

Attachments (for
content scan) and
message body (for
content monitor
scan)

If the content scanner determines
that the message is spam or
prohibited, the action configured
in the content profile individual
action is invoked. If the individual
action is set to default, then the
antispam profile default action is
used.

Proceed to the next
check.

FortiMail operation modes

FortiMail units can run in one of three operation modes: gateway mode, transparent mode, and
server mode.

Gateway mode

Concepts and workflow

The FortiMail unit acts as a mail transfer agent (MTA), or email gateway, relaying email to
and from the email servers that it protects.

Simple DNS MX record change redirects email to FortiMail for antispam and antivirus

scanning.

FortiMail does not locally store email unless queued or quarantined.
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Transparent mode
¢ The FortiMail unit transparently proxies or relays email traffic to and from the email
servers that it protects.
¢ Eliminates the need to change existing mail server network configuration.
¢ FortiMail does not locally store email unless queued or quarantined.

Server mode

¢ The FortiMail unit operates as a standalone, full-featured email server and MTA.

e The FortiMail unit locally stores email for delivery to its email users. Email users can
access their email using FortiMail webmail, POP3, or IMAP.

All operation modes can scan email traffic for viruses and spam, and can quarantine suspicious
email and attachments.

FortiMail high availability modes

FortiMail units can be configured to operate in high availability (HA) clusters. FortiMail HA has
two modes: active-passive and config-only.

¢ Active-passive HA: Two FortiMail units operate as an HA cluster, synchronizing both
configuration and data, providing failover protection.

e Config-only HA: Up to 25 FortiMail units use an identical configuration, but do not
synchronize data, and therefore operate as independent FortiMail units.

Fortinet recommends HA to achieve uninterrupted service.

For more information on HA, see “Using high availability (HA)” on page 284.

FortiMail management methods

After you install the FortiMail unit, you can configure and manage it with either of:
¢ the web-based manager

e and/or the command line interface (CLI)

The CLI is only available to administrator accounts whose Domain is System. It is not available
to domain (tiered) administrator accounts. For more information on domain administrators, see
“About administrator account permissions and domains” on page 270.

Depending on the FortiMail unit’s model number, you may also be able to reset the
configuration and to configure basic settings such as operation mode and IP addresses using
the buttons and LCD on the front panel. For details, see “Configuring system options” on

page 247.

This Administration Guide describes the web Ul. For equivalent documentation of the CLI, see
the FortiMail CLI Reference.
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Basic mode versus advanced mode

The web Ul enables you to configure the FortiMail unit by connecting to the FortiMail unit
through a web browser. The web Ul has two modes: basic mode and advanced mode.

e Basic mode

Provides easy navigation using a simplified set of menu options that allow for many, but not
all, typical FortiMail unit configurations. Less frequently used options are hidden, and some
configurations are simplified by providing you with pre-defined configuration sets.

Basic mode is only available to administrator accounts whose Domain is System. It is not
. available to domain (tiered) administrator accounts. For more information on domain
\ /' administrators, see “About administrator account permissions and domains” on page 270.

e Advanced mode

Provides the full set of menu options which allows you to achieve more complex
configurations.

You can switch between the basic mode and advanced mode of the web Ul at any time with no
configuration loss. If, for example, you prefer basic mode but need to configure an item
available only in advanced mode, you could switch to advanced mode, configure the item, then
switch back to basic mode. To switch between the two modes, click either Basic Mode >> or
Advanced Mode >>.
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Setting up the system

These instructions in this chapter will guide you to the point where you have a simple, verifiably
working installation. From there, you can begin to use optional features and fine-tune your
configuration.

FortiMail initial setup involves the following steps:

e Connecting to the Web Ul or CLI

¢ (Choosing the operation mode

¢ Running the Quick Start Wizard

e Connecting to FortiGuard services
¢ Gateway mode deployment

¢ Transparent mode deployment

e Server mode deployment

¢ Initial configuration in basic mode
¢ Testing the installation

e Backing up the configuration

Connecting to the Web Ul or CLI

To configure, maintain, and administer the FortiMail unit, you need to connect to it. There are
three methods for these tasks:

e using the web UlI, a graphical user interface (GUI), from within a current web browser (see
“Connecting to the FortiMail web Ul for the first time”)

e using the command line interface (CLI), a command line interface similar to DOS or UNIX
commands, from a Secure Shell (SSH) or Telnet terminal (see “Connecting to the FortiMail
CLI for the first time” on page 28)

e using the front panel’s LCD display and control buttons available on some models (see
“Using the front panel’s control buttons and LCD display” on page 30).

Connecting to the FortiMail web Ul for the first time

To use the web Ul for the initial configuration, you must have:

e a computer with an Ethernet port

e asupported web browser (Microsoft Internet Explorer 11, Firefox 21 to 26, Safari 5 to 7, and
Chrome 26 to 35)

¢ Adobe Flash Player 9 or higher plug-in to display statistic charts
® acrossover Ethernet cable

Table 3: Default settings for connecting to the web Ul

Network Interface port1

URL https://192.168.1.99/admin
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Table 3: Default settings for connecting to the web Ul

Administrator admin
Account
Password (none)

To connect to the web Ul

1.

Configure the management computer to be on the same subnet as the port 1 interface of the
FortiMail unit.

For example, in Microsoft Windows 7, from the Windows Start menu, go to Control Panel >
Network and Sharing Center > Change Adapter Settings > Local Area Connection Properties
> Internet Protocol Version 4 (TCP/IPv4) Properties and change the management computer
IP address to 192.168.1.2 and the netmask to 255.255.255.0.

Using the Ethernet cable, connect your computer’s Ethernet port to the FortiMail unit’s port1.

Start your web browser and enter the URL https://192.168.1.99/admin. (Remember to
include the “s” in https:// and “/admin” at the end of the URL.)

If you are connecting to FortiMail-VM with a trial license or to a LENC version of FortiMail, you
may not be able to see the logon page due to an SSL cipher error during the connection. In this
case, you must configure your browser to accept low encryption.

For example, in Mozilla Firefox, if you receive this error message:
ssl_error_no_cypher_overlap

you may need to enter about:config in the URL bar, then set
security.ssl3.rsa.rc4_40_md5 to true.

To support HTTPS authentication, the FortiMail unit ships with a self-signed security
certificate, which it presents to clients whenever they initiate an HTTPS connection to the
FortiMail unit. When you connect, depending on your web browser and prior access of the
FortiMail unit, your browser might display two security warnings related to this certificate:

¢ The certificate is not automatically trusted because it is self-signed, rather than being
signed by a valid certificate authority (CA). Self-signed certificates cannot be verified with
a proper CA, and therefore might be fraudulent. You must manually indicate whether or
not to trust the certificate.

¢ The certificate might belong to another web site. The common name (CN) field in the
certificate, which usually contains the host name of the web site, does not exactly match
the URL you requested. This could indicate server identity theft, but could also simply
indicate that the certificate contains a domain name while you have entered an IP
address. You must manually indicate whether this mismatch is normal or not.

Both warnings are normal for the default certificate.

Verify and accept the certificate, either permanently (the web browser will not display the
self-signing warning again) or temporarily. You cannot log in until you accept the certificate.

For details on accepting the certificate, see the documentation for your web browser.
The Login dialog appears.

In the Name field, type admin, then select Login. (In its default state, there is no password
for this account.)

Login credentials entered are encrypted before they are sent to the FortiMail unit. If your
login is successful, the web Ul appears.

To log out from the web Ul

Click the Log Out button at the upper right corner of the web UI.
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Connecting to the FortiMail CLI for the first time

For the initial configuration, you can access the CLI from your management computer using
either of these two ways:

¢ alocal serial console connection
e an SSH connection, either local or through the network

To connect to the CLI using a local serial console connection, you must have:

e a computer with a serial communications (COM) port

¢ the RJ-45-t0-DB-9 serial or null modem cable included in your FortiMail package
¢ terminal emulation software, such as HyperTerminal for Microsoft Windows

To connect to the CLI using an SSH connection, you must have:

¢ a computer with an Ethernet port

¢ acrossover Ethernet cable

e an SSH client, such as PuTTY

Table 4: Default settings for connecting to the CLI by SSH

Network Interface port1

IP Address 192.168.1.99

SSH Port Number 22

Administrator admin
Account
Password (none)

To connect to the CLI using a local serial console connection

The following procedure uses Microsoft HyperTerminal. Steps may vary with other terminal
emulators.

1. Using the RJ-45-to0-DB-9 or null modem cable, connect your computer’s serial
communications (COM) port to the FortiMail unit’s console port.

Verify that the FortiMail unit is powered on.
On your management computer, start HyperTerminal.
On Connection Description, enter a Name for the connection, and select OK.

a Db

On Connect To, from Connect using, select the communications (COM) port where you
connected the FortiMail unit.

Select OK.
7. Select the following Port settings and select OK.

o

Bits per second 9600

Data bits 8

Setting up the system Page 28 FortiMail 5.3.9 Administration Guide


http://www.chiark.greenend.org.uk/~sgtatham/putty/

Parity None
Stop bits 1

Flow control None

Press Enter.
The terminal emulator connects to the CLI, and the CLI displays a login prompt.

Type admin and press Enter twice. (In its default state, there is no password for this
account.)

The CLI displays the following text:
Welcome!
Type ? for a list of commands.

You can now enter commands. For information about how to use the CLI, including how to
connect to the CLI using SSH or Telnet, see the FortiMail CLI Reference.

To connect to the CLI using an SSH connection

The following procedure uses PuTTY. Steps may vary with other SSH clients.

© NOoO O RN

On your management computer, configure the Ethernet port with the static IP address
192.168.1.2 with a netmask of 255.255.255.0.

Using the Ethernet cable, connect your computer’s Ethernet port to the FortiMail unit’s port1.
Verify that the FortiMail unit is powered on.

On your management computer, start your SSH client.

In Host Name (or IP Address), type 192.168.1.99.

In Port, type 22.

From Connection type, select SSH.

Select Open.

The SSH client connects to the FortiMail unit.

The SSH client may display a warning if this is the first time you are connecting to the
FortiMail unit and its SSH key is not yet recognized by your SSH client, or if you have
previously connected to the FortiMail unit but it used a different IP address or SSH key. If
your management computer is directly connected to the FortiMail unit with no network hosts
between them, this is normal.

Click Yes to verify the fingerprint and accept the FortiMail unit’s SSH key. You will not be able
to log in until you have accepted the key.

The CLI displays a login prompt.

10.Type admin and press Enter. (In its default state, there is no password for this account.)

Setting up the system

The CLI displays the following text:
Type ? for a list of commands.

You can now enter commands. For information about how to use the CLI, including how to
connect to the CLI using SSH or Telnet, see the FortiMail CLI Reference.
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To log out from the CLI console

e Enter the Exit command.

Using the front panel’s control buttons and LCD display

On some FortiMail models, you can use the front panel’s control buttons and LCD display to
configure:

e |P addresses and netmasks for each of the network interfaces

e the default gateway

¢ the operating mode

You can also use the front panel to reset the FortiMail unit to the default settings for its firmware
version.

After using the front panel to configure these basic settings, you must still connect to the web Ul
to complete additional setup. To continue, see “Connecting to the FortiMail web Ul for the first
time” on page 26.

Choosing the operation mode

Setting up the system

Once the FortiMail unit is mounted and powered on, and you have completed initial
configuration, you can configure the operation mode of the FortiMail unit using the CLI or web
UL

FortiMail units can run in one of three operation modes: gateway mode, transparent mode, or
server mode. Requirements of each operation mode vary.

Table 5: Comparison of gateway, transparent, and server mode of operation

Gateway Transparent Server
SMTP role MTA/relay Transparent Server
proxy/relay
FortiMail unit is hidden No Yes, if enabled No
Email user accounts Preferences and Preferences and |Yes
per-recipient per-recipient
quarantine only quarantine only
Requires DNS record change | Yes No, if hidden with |Yes
no per-recipient
quarantines or
Bayesian scan
May require changes to Yes No Yes
SMTP client configurations
or other infrastructure
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Table 5: Comparison of gateway, transparent, and server mode of operation

Requires FortiMail unit No Yes N/A
located between external
MTAs and protected email
servers

(FortiMail unit acts
as email server)

Protected email servers Separate Separate Integrated

(FortiMail unit acts
as email server)

In addition, some FortiMail features are specific to the operation mode. As a result, changing
the operation mode may reset your FortiMail configuration.

You will usually choose the operation mode that is appropriate for your topology and
requirements and configure the operation mode only once, just after physical installation and
initial configuration, and before using the Quick Start Wizard.

This section describes each operation mode, assisting you in choosing the mode that best suits
your requirements.

This section contains the following topics:
* Deployment guidelines

e Characteristics of gateway mode

e Characteristics of transparent mode

¢ Characteristics of server mode

e Changing the operation mode

Deployment guidelines

Generally speaking, gateway mode is suitable for most deployment environments. It is usually
easier to implement and better understood. Exceptions are situations where neither DNS MX
records nor IP addresses cannot be modified.

Transparent mode was developed for the purpose of implementing FortiMail in carrier
environments to combat outgoing spam. It is suitable for certain environments but needs more
careful routing handling and good understanding of network and application layer transparency.

Transparent mode is the best choice for combatting outgoing spam in carrier environments.
You use server mode to set up a standalone email server or to replace an existing email server.

After you set the operation mode, run the Quick Start Wizard to set up a basic system. Then
deploy your FortiMail unit. The details vary depending on the operation mode you chose. For
instructions, consult the applicable sections:

+ Gateway mode deployment
* Transparent mode deployment
* Server mode deployment

Characteristics of gateway mode
When operating in gateway mode, the FortiMail unit acts as a mail transfer agent (MTA),
sometimes known as an email gateway or relay. The FortiMail unit receives email messages,

scans for viruses and spam, then relays email to its destination email server for delivery.
External MTAs connect to the FortiMail unit, rather than directly to the protected email server.
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FortiMail units operating in gateway mode provide a web-based user interface from which email
users can access personal preferences and their per-recipient quarantined email. However,
FortiMail units operating in gateway mode do not locally host mailboxes such as each email
user’s inbox. Mailboxes are stored on the protected email servers.

Gateway mode requires some changes to an existing network. Requirements include MX
records on public DNS servers for each protected domain, which must refer to the FortiMail unit
instead of the protected email servers. You may also need to configure firewalls or routers to
direct SMTP traffic to the FortiMail unit rather than your email servers.

Figure 2: Example gateway mode topology
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For example, an Internet service provider (ISP) could deploy a FortiMail unit to protect their
customers’ email servers. For security reasons, customers do not want their email servers to be
directly visible to external MTAs. Therefore, the ISP installs the FortiMail unit in gateway mode,
and configures its network such that all email traffic must pass through the FortiMail unit before
reaching customers’ email servers.

For sample deployment scenarios, see “Gateway mode deployment” on page 51.

Characteristics of transparent mode

Setting up the system

When operating in transparent mode, the FortiMail acts as either an implicit relay or a proxy. The
FortiMail unit intercepts email messages, scans for viruses and spam, then transmits email to its
destination email server for delivery. External MTAs connect through the FortiMail unit to the
protected email server.

Transparency at both the network and application layers is configurable, but not required. When
hiding, the FortiMail unit preserves the IP address and domain name of the SMTP client in IP
headers and the SMTP envelope and message headers, rather than replacing them with its
own.

FortiMail units operating in transparent mode provide a web-based user interface from which
email users can access personal preferences and email quarantined to their per-recipient
quarantine. However, FortiMail units operating in transparent mode do not locally host
mailboxes such as each email user’s inbox. These mailboxes are stored on the protected email
servers.

By default, FortiMail units operating in transparent mode are configured as a bridge, with all
network interfaces on the same subnet. You can configure out-of-bridge network interfaces if
you require them, such as if you have some protected email servers that are not located on the
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same subnet. If you set an interface to route mode, you must assign the interface a local IP
address that belongs to a different subnet from that of the management IP.

Port 1 is the only port permanently attached to the built-in bridge and thus cannot be set in
route mode.

Transparent mode usually requires no changes to an existing network. Requirements include
that the FortiMail unit must be physically inline between the protected email server and all
SMTP clients—unlike gateway mode. Because FortiMail units operating in transparent mode
are invisible, clients cannot be configured to route email directly to the FortiMail unit; so, it must
be physically placed where it can intercept the connection.

Figure 3: Example transparent mode topology
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Do not connect two ports to the same VLAN on a switch or the same hub. Some Layer 2
switches become unstable when they detect the same media access control (MAC) address
originating on more than one network interface on the switch, or from more than one VLAN.

For example, a school might want to install a FortiMail unit to protect its mail server, but does
not want to make any changes to its existing DNS and SMTP client configurations or other
network topology. Therefore, the school installs the FortiMail unit in transparent mode.

For sample deployment scenarios, see “Transparent mode deployment” on page 78.

Characteristics of server mode

Setting up the system

When operating in server mode, the FortiMail is a standalone email server. The FortiMail unit
receives email messages, scans for viruses and spam, and then delivers email to its email
users’ mailboxes. External MTAs connect to the FortiMail unit, which itself is also the protected
email server.
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FortiMail units operating in server mode provide a web-based user interface from which email
users can access:

e personal preferences
¢ email quarantined to their per-recipient quarantine
¢ their locally hosted mailboxes such as each email user’s inbox.

In addition, email users can retrieve email using POP3 or IMAP.

Server mode requires some changes to an existing network. Requirements include MX records
on public DNS servers for each protected domain. The records must refer to the FortiMail unit.
You may also need to configure firewalls or routers to direct SMTP traffic to the FortiMail unit.

Figure 4: Example server mode topology
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For example, a company might be creating a network, and does not have an existing email

server. The company wants the convenience of managing both their email server and email
security on one network device. Therefore, the company deploys the FortiMail unit in server
mode.

For sample deployment scenarios, see “Server mode deployment” on page 100.

Changing the operation mode

By default, FortiMail units operate in gateway mode. If you do not want your FortiMail unit to
operate in gateway mode, before configuring the FortiMail unit or using the Quick Start Wizard,

select the operation mode.

The default mode is gateway. If that is your chosen mode, you can skip the following procedure.

To select the operation mode
1. Open the web Ul. (See “Connecting to the FortiMail web Ul for the first time”.)

Setting up the system Page 34 FortiMail 5.3.9 Administration Guide



2. The dashboard appears on the System Status > Status tab.

3. In the System Information widget, select either Gateway, Server, or Transparent from the
Operation mode drop-down list.

A confirmation dialog appears, warning you that many settings will revert to their default
value for the version of your FortiMail unit’s firmware.

4. Select OK.

The FortiMail unit changes the operation mode and restarts. The Login dialog of the web Ul
appears.

Do not change the operation mode once you have committed resources to configuring
FortiMail. Changing the operation mode resets most configurations to the factory defaults.

Running the Quick Start Wizard

The Quick Start Wizard leads you through required configuration steps, helping you to quickly
set up your FortiMail unit.

While al settings configured by the Quick Start Wizard can also be configured through the basic
and advanced modes of the web Ul, the wizard presents each setting in the necessary order.
The wizard also provides descriptions to assist you in configuring each setting. These
descriptions are not available in the web Ul.

Before running the Quick Start Wizard, select the operation mode of the FortiMail unit, such as
gateway mode, transparent mode, or server mode. Failure to select the operation mode before
running the Quick Start Wizard may require you to run the Quick Start Wizard again after
changing the operation mode, as changing the operation mode may reset or change part of the
configuration performed by the Quick Start Wizard. For more information on selecting the
operation mode, see “Choosing the operation mode” on page 30.

The following topics describe how to use the Quick Start Wizard:
e Starting the wizard

e Step 1: Changing the “admin” password

e Step 2: Configuring the network settings and system time

e Step 3: Configuring local host settings

e Step 4: Adding protected domains

e Step 5: Configuring incoming antispam and antivirus settings
e Step 6: Configuring access control rules and outgoing settings
e Step 7: Reviewing and saving the configuration

¢ Continuing the installation

Starting the wizard

Setting up the system

Open the web Ul in a browser.

In either basic mode or advanced mode, select Quick Start Wizard in the top-right button row of
the web UL.

Select Yes when prompted to continue. The first page of the wizard appears in a new window
over the web Ul. You cannot access the web Ul when the wizard is open.
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You can navigate through the wizard using the Next and Back buttons at the lower corners of
the window.

None of the settings you make on the wizard take effect until you click OK on the last step.

Step 1: Changing the “admin” password

Step 1 of the Quick Start Wizard configures the password of the default and most privileged
administrator account, admin. By default, it has no password. Adding a password is optional

for this account, but for security reasons, you should provide a password.

Failure to configure a strong administrator password could compromise the security of your

A FortiMail unit.

To change the password

1. Select Change password.

2. Enter and confirm a new password.
3. Select Next to move to the next step.

Step 2: Configuring the network settings and system time

Step 2 of the Quick Start Wizard configures basic system time and network settings.
Available settings vary by whether or not the FortiMail unit is operating in transparent mode.

To configure network and time settings
1. Configure the following, as applicable to you operation mode.

Port1

IP Address Enter the IP address of the port1 network interface,
such as 192.168.1.99.

This option does not appear if the FortiMail unit is
operating in transparent mode.

Netmask Enter the netmask of the port1 network interface,
such as 255.255.255.0.

This option does not appear if the FortiMail unit is
operating in transparent mode.

Management
IP
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IP Address Enter the IP address which FortiMail administrators
will use to access the web Ul and CLI through port1
and other bridging network interfaces, and which
the FortiMail unit will use when connecting to the
Fortinet Distribution Network (FDN), such as
192.168.1.99.

This option appears only if the FortiMail unit is
operating in transparent mode.

Netmask Enter the netmask of the management IP address,
such as 255.255.255.0.

This option appears only if the FortiMail unit is
operating in transparent mode.

DNS
Primary DNS Enter the IP address of the primary server to which
the FortiMail unit will make DNS queries.
Caution: Verify connectivity with the DNS servers.
Failure to verify connectivity could result in many
issues, including the inability of the FortiMail unit to
process email.
Secondary DNS Enter the IP address of the secondary server to
which the FortiMail unit will make DNS queries.
Default
Gateway
IP Address Enter the IP address of the default gateway router.
Time Settings
Time Zone Select the time zone of the FortiMail unit.
Set Time Select to manually set the system time, then select
the:
e Second
e Minute
e Hour
e Date
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Step 3:

Setting up the system

Automatically Select to automatically set the system time by
synchronize system periodically synchronizing with an NTP server, then
time using the configure the NTP Server Name/IP.

Network Time

Protocol (NTP)

server

NTP Server Name/IP If you have selected to automatically synchronize
the system time with an NTP server, enter the
domain name or IP address of an NTP server. For a
list of public NTP servers, see http://www.ntp.org/.

Note: Verify connectivity with the NTP server.
Failure to set the correct time could result in issues
such as inaccurate log message times and inability
to make secure connections, including downloading
FortiGuard Antivirus updates from the FDN.

2. When done, select Next to move to the next step.

Configuring local host settings

Step 3 of the Quick Start Wizard configures the fully qualified domain name (FQDN) of the
FortiMail unit, its listening port numbers, and whether to use SSL/TLS with SMTP clients that
request secure connections.

You usually should configure the FortiMail unit with a local domain name that is different from
that of protected email servers, such as mail.example.com for the FortiMail unit and
server.mail.example.com for the protected email server. The local domain name of the FortiMail
unit will be used in many features such as email quarantine, Bayesian database training, spam
report, and delivery status notification (DSN) email messages, and if the FortiMail unit uses the
same domain name as your mail server, it may become difficult to distinguish email messages
that originate from the FortiMail unit.

The local domain name must be globally DNS-resolvable only if the FortiMail unit is used as a
relay server for outgoing email.
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To configure the local host
1. Configure the following.

Local Host

Host name

Local domain
name

POP3 server port
number

SMTP server port
number

SMTP over
SSL/TLS

SMTPS server
port number

Enter the host name of the FortiMail unit.

You should use a different host name for each FortiMail unit,
especially when you are managing multiple FortiMail units of
the same model, or when configuring a FortiMail high
availability (HA) cluster. This will enable you to distinguish
between different members of the cluster. If the FortiMail unit is
in HA mode:

¢ when you connect to the web Ul, your web browser will
display the host name of that cluster member in its status
bar.

¢ the FortiMail unit will add the host name to the subject line
of alert email messages.

Enter the local domain name to which the FortiMail unit
belongs.The FortiMail unit’s fully qualified domain name (FQDN)
is in the format:

<Host Name>.<Local Domain Name>

This option does not appear if the FortiMail unit is operating in
server mode.

Note: The local domain name can be a subdomain of an
internal domain if the MX record for the domain on the DNS
server can direct the mail destined for the subdomain to the
intended FortiMail unit.

Enter the port number on which the FortiMail unit’s POP3
server will listen for POP3 connections. The default port
number is 110.

Enter the port number on which the FortiMail unit’'s SMTP
server will listen for SMTP connections. The default port
number is 25.

Enable to allow SSL- and TLS-secured connections from
servers and clients requesting SSL/TLS.

When disabled, SMTP connections with the FortiMail unit’s
SMTP server will occur as clear text, unencrypted.

This option must be enabled to use SMTPS.
Enter the port number on which the FortiMail unit’s SMTP

server listens for secure SMTP connections. The default port
number is 465.

This option is unavailable if SMTP over SSL/TLS is disabled.

2. When done, select Next to move to the next step.
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Step 4: Adding protected domains

Step 4 of the Quick Start Wizard configures the protected domains.

Protected domains define connections and email messages for which the FortiMail unit can
perform protective email processing by describing both:

e the IP address of an SMTP server

e the domain name portion (the portion which follows the “@” symbol) of recipient email
addresses in the envelope

both of which the FortiMail unit compares to connections and email messages when looking for
traffic that involves the protected domain.

For example, if you wanted to scan email from email addresses such as user.one@example.com
that are hosted on the SMTP server 10.10.10.10, you would configure a protected domain of
example.com whose SMTP server is 10.10.10.10.

You usually must configure at least one protected domain. FortiMail units can be configured to
protect one or more email domains that are hosted on one or more email servers.

Exceptions include if you will not apply recipient-based policies or authentication profiles, such
as in “Example 3: FortiMail unit for an ISP or carrier” on page 89.

To add a protected domain
1. Select New.

A dialog appears that enables you to configure the protected domain. Its appearance varies
by the operating mode of the FortiMail unit.

2. Configure the following as applicable to your operation mode:

Domain name Enter the fully qualified domain name (FQDN) of the protected domain.

For example, if you want to protect email addresses such as
user1@example.com, you would enter the protected domain name
example.com.

Use MX record Select to enable the FortiMail unit to query the DNS server’s MX record

(transparent mode for the FQDN or IP address of the SMTP server for this domain name.

and gateway mode Note: If enabled, you may also be required to configure the FortiMalil

only) unit to use a private DNS server whose MX and/or A records differ
from that of a public DNS server. Requirements vary by the topology of
your network and by the operating mode of the FortiMail unit. For
details, see “Configuring DNS records” on page 52 (gateway mode) or
“Configuring DNS records” on page 100 (transparent mode).
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SMTP server Enter the fully qualified domain name (FQDN) or IP address of the
primary SMTP server for this protected domain, then also configure
(transparent mode

Port.

and gateway mode

only) If you have an internal mail relay that is located on a physically
separate server from your internal mail server, this could be your
internal mail relay, instead of your internal mail server. Consider your
network topology, directionality of the mail flow, and the operation
mode of the FortiMail unit.

Port Enter the port number on which the SMTP server listens.

(transparent mode The default SMTP port number is 25.
and gateway mode
only)

3. Select Create.
4. Repeat the previous three steps for each domain that the FortiMail unit will protect.

5. To change a domain configuration, select it and click Edit. To delete one, select it and click
Delete.

6. When done, select Next to move to the next step.

Step 5: Configuring incoming antispam and antivirus settings

Step 5 of the Quick Start Wizard enables or disables antivirus scanning and configures the
intensity level of antispam scanning for email incoming to protected domains.

Each antispam level (Off, Low, Medium, and High) is a default antispam profile that groups
settings for many antispam features. After completing the Quick Start Wizard, if you want to
enable, disable, or differently configure those features, you can use the advanced mode of the
web Ul to create and/or modify the antispam profiles.

To enable spam and virus checking for incoming mail
1. Select an antispam scan level for incoming email from the drop-down list.
¢ Off: No scanning
e [ ow: Good detection rate
e Medium: Better detection rate with a small impact on system performance
e High: Best detection rate with an additional impact on system performance

2. Select or clear Enable AntiVirus scan for incoming email. (For security reasons, leave this
option enabled.)

3. When done, select Next to move to the next step.

Step 6: Configuring access control rules and outgoing settings

Step 6 of the Quick Start Wizard enables or disables antivirus scanning and configures the
intensity level of antispam scanning for email outgoing from protected domains.

Step 6 also configures access control rules. Access control rules specify whether the FortiMail
unit will process and relay, reject, or discard email messages for SMTP sessions that are
initiated by SMTP clients.

Without any configured access control rules, the FortiMail unit’s access control prevents SMTP
clients from using your protected server or FortiMail unit as an open relay: senders can deliver
email incoming to protected domains, but cannot deliver email outgoing to unprotected
domains.
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Usually, you must configure at least one access control rule to allow SMTP clients such as your
email users or email servers to send email to unprotected domains.

Exceptions include if you have not configured any protected domains, such as in “Example 3:
FortiMail unit for an ISP or carrier” on page 89.

Access control rules can also match SMTP sessions based upon the use of TLS. To configure
[ | access control rules with TLS, after using the Quick Start Wizard, use the advanced mode of
/the web Ul to create TLS profiles and select them in access control rules. For details, see
ﬁ{ “Controlling SMTP access and delivery” on page 435.

To enable spam and virus checking for outgoing mail
1. Select an antispam scan level for incoming email from the drop-down list.
e Off: No scanning
e [ ow: Good detection rate
e Medium: Better detection rate with a small impact on system performance
e High: Best detection rate with an additional impact on system performance
2. Select or clear Enable AntiVirus scan. (For security reasons, leave this option enabled.)

To add an access control rule
1. Select New under Access Control for SMTP Relay.
A dialog appears, enabling you to create an access control rule.

For example, if your protected domain, example.com, contains email addresses in the
format of user1i@example.com, user2@example.com, etc., and you want to allow those
email addresses to send email to any external domain as long as they authenticate their
identities, you might configure the following access control rule:

Table 6: Example access control rule

Sender Pattern user*@example.com
Recipient Pattern *

Sender IP/Netmask 0.0.0.0/0

Reverse DNS Pattern *

Authentication Status authenticated
Action RELAY

2. Configure the following:
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Sender Pattern

Regular
expression

Recipient Pattern

Regular
expression

Sender IP/Netmask

Enter a complete or partial envelope sender (MAIL FROM:) email
address to match.

Wildcard characters allow you to enter partial patterns that can
match multiple sender email addresses. The asterisk (*) represents
one or more characters and the question mark (?) represents any
single character.

For example, the sender pattern ??@* . com will match messages
sent by any email user with a two letter email user name from any
“.com” domain name.

Mark this check box to use regular expression syntax instead of
wildcards to specify the sender pattern.

Enter a complete or partial envelope recipient (RCPT TO:) email
address to match.

Wildcard characters allow you to enter partial patterns that can
match multiple recipient email addresses. The asterisk (*)
represents one or more characters and the question mark (?)
represents any single character.

For example, the recipient pattern *@example.??? will match
messages sent to any email user at example.com, example.net,
example.org, or any other “example” domain ending with a
three-letter top-level domain name.

Mark this check box to use regular expression syntax instead of
wildcards to specify the recipient pattern.

Enter the IP address and netmask of the SMTP client attempting to
deliver the email message. Use the netmask, the portion after the
slash (/), to specify the matching subnet.

For example, enter 10.10.10.10/24 to match a 24-bit subnet, or
all addresses starting with 10.10.10. This will appear as
10.710.70.0/24 in the access control rule table, with the O indicating
that any value is matched in that position of the address.

Similarly, 10.10.10.10/32 will appear as 10.10.10.10/32 and
match only the 10.10.10.10 address.

To match any address, enter 0.0.0.0/0.
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Reverse DNS Pattern Enter a pattern to compare to the result of a reverse DNS look-up

Regular
expression

of the IP address of the SMTP client delivering the email message.

Because domain names in the SMTP session are self-reported by
the connecting SMTP server and easy to fake, the FortiMail unit
does not trust the domain name that an SMTP server reports.
Instead, the FortiMail does a DNS lookup using the SMTP server’s
IP address. The resulting domain name is compared to the reverse
DNS pattern for a match. If the reverse DNS query fails, the access
control rule match will also fail. If no other access control rule
matches, the connection will be rejected with SMTP reply code 550
(Relaying denied).

Wildcard characters allow you to enter partial patterns that can
match multiple reverse DNS lookup results. An asterisk (*)
represents one or more characters; a question mark (?) represents
any single character.

For example, the recipient pattern mai 1*.com will match
messages delivered by an SMTP server whose domain name starts
with “mail” and ends with “.com”.

Note: Reverse DNS queries for access control rules require that the
domain name be a valid top level domain (TLD). For example, “.lab”
is not a valid top level domain name, and thus the FortiMail unit
cannot successfully perform a reverse DNS query for it.

Mark this check box to use regular expression syntax instead of
wildcards to specify the reverse DNS pattern.
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Authentication Status Select whether or not to match this access control rule based upon
client authentication.

Any: Match or do not match this access control rule regardless
of whether the client has authenticated with the FortiMail unit.

Authenticated: Match this access control rule only for clients
that have authenticated with the FortiMail unit.

Not Authenticated: Clients do not need to authenticate with the
FortiMail unit.

Action Select which action the FortiMail unit will perform for SMTP
sessions matching this access control rule.

3. Click OK.

DISCARD: Accept the email, but silently delete it and do not
deliver it. Do not inform the SMTP client.

RELAY: Relay or proxy, process, and deliver the email normally
if it passes all configured scans.

REJECT: Reject delivery of the email and respond to the SMTP
client with SMTP reply code 550 (Relaying denied).

SAFE: Relay or proxy and deliver the email, only if the recipient
belongs to a protected domain or the sender is authenticated.
All antispam profile processing will be skipped; but antivirus,
content, greylisting and other scans will still occur. If the email
recipient does not belong to any prectected domain, the email
will be rejected.

SAFE & RELAY: Relay or proxy and deliver the email. All
antispam profile processing will be skipped; but antivirus,
content, greylisting and other scans will still occur.

When you click OK, a new access control rule appears at the bottom of the list of access
control rules. The FortiMail unit evaluates each new rule as a match for the SMTP session
only if no previous access control rule matches. If you want your new rule to be evaluated
before another rule, move your new access control rule to its intended position in the list.

4. Repeat the previous three steps step for any additional access control rules.

5. To change an access control rule, select it and click Edit. To delete one, select it and click

Delete.

6. When done, select Next to move to the last step.

Step 7: Reviewing and saving the configuration

Setting up the system

Step 7 presents a list of all settings you have made in the wizard.

¢ Review the configuration.

¢ To change a setting, click Back until you reach the applicable step.

e If all settings are correct, select OK.

None of the settings you made on the wizard take effect until you click OK on the final page.
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The wizard and the dashboard disappear, and FortiMail prompts you to log in.

Continuing the installation

After using the Quick Start Wizard:

1. If you have multiple FortiMail units, and you want to configure them in high availability (HA)
mode, configure the HA settings before physically connecting the FortiMail units to your
network.

For instructions on configuring HA, see “Using high availability (HA)” on page 284

2. If you have subscribed to FortiGuard Antivirus or FortiGuard Antispam services, connect the
FortiMail unit to the Fortinet Distribution Network (FDN) to update related packages. For
details, see “Connecting to FortiGuard services” on page 46.

3. You may need to configure additional features that may be specific to your operation mode
and network topology, such as configuring your router or firewall, and records on your public
DNS server. For instructions applicable to your operation mode, see:

+ Gateway mode deployment
* Transparent mode deployment
* Server mode deployment

4. Expand your basic configuration using basic mode. See “Initial configuration in basic mode”
on page 119.

5. Verify that email clients can connect to or through the FortiMail unit. For details, see “Testing
the installation” on page 157.

Connecting to FortiGuard services

Setting up the system

After the FortiMail unit is physically installed and configured to operate in your network, if you
have subscribed to FortiGuard Antivirus and/or FortiGuard Antispam services, connect the
FortiMail unit to the Fortinet Distribution Network (FDN).

Connecting your FortiMail unit to the FDN or override server ensures that your FortiMail unit
can:

e download the most recent FortiGuard Antivirus and FortiGuard Antispam definitions and
engine packages

e query the FDN for blocklisted servers and other real-time information during FortiGuard
Antispam scans, if configured

This way, you scan email using the most up-to-date protection.

The FDN is a world-wide network of Fortinet Distribution Servers (FDS). When a FortiMail unit
connects to the FDN to download FortiGuard engine and definition updates, by default, it
connects to the nearest FDS based on the current time zone setting. You can override the FDS
to which the FortiMail unit connects.

Your FortiMail unit may be able to connect using the default settings. However, you should
confirm this by verifying connectivity.

FortiMail units use multiple connection types with the FDN. To completely verify connectivity,
you should test each connection type by performing both of the following procedures.
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You must first register the FortiMail unit with the Fortinet Technical Support web site,
https://support.fortinet.com/, to receive service from the FDN. The FortiMail unit must also have
a valid Fortinet Technical Support contract which includes service subscriptions, and be able to
connect to the FDN or the FDS that you will configure to override the default FDS addresses.

For port numbers required for license validation and update connections, see the FortiMail
Administration Guide.

Before performing the next procedure, if your FortiMail unit connects to the Internet using a
proxy, use the CLI command config system fortiguard antivirus to enable the

FortiMail unit to connect to the FDN through the proxy. For more information, see the FortiMail
CLI Reference.

To override the default FDS server

1.

Go to Maintenance > FortiGuard > Update in the advanced mode of the web UI.

2. In the FortiGuard Update Options area, select Use override server address,

U I

7.

Enter the fully qualified domain name (FQDN) or IP address of the FDS.
Click Apply.

Click Refresh.

A dialog appears, notifying you that the process could take a few minutes.

The FortiMail unit tests the connection to the FDN and, if any, the override server. Time
required varies by the speed of the FortiMail unit’s network connection, and the number of
timeouts that occur before the connection attempt is successful or the FortiMail unit
determines that it cannot connect. When the connection test completes, the page refreshes.
Test results are displayed in the FortiGuard Distribution Network field.

¢ Available: The FortiMail unit successfully connected to the FDN or override server.

¢ Not available: The FortiMail unit could not connect to the FDN or override server, and
will not be able to download updates from it. For CLI commands that may be able to
assist you in troubleshooting, see “To verify rating query connectivity” on page 47.

When successful connectivity has been verified, continue by configuring the FortiMail unit to
receive engine and definition updates from the FDN or the override server using one or more
of the following methods:

e scheduled updates (see “Configuring scheduled updates” on page 49)

e push updates (see “Configuring push updates” on page 49)

e manually initiated updates (see “Manually requesting updates” on page 51)
Click Apply to save your settings.

To verify rating query connectivity

1.
2.

Go to Maintenance > FortiGuard > AntiSpam in the advanced mode of the web UL.
Make sure the Enable Service check box is marked. If it is not, mark it and click Apply.

If the FortiMail unit can reach the DNS server, but cannot successfully resolve the domain
name of the FDS, a message appears notifying you that a DNS error has occurred.
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Figure 5: DNS error when resolving the FortiGuard Antispam domain name
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Verify that the DNS servers contain A records to resolve service.fortiguard.net and other FDN
servers. You may be able to obtain additional insight into the cause of the query failure by
manually performing a DNS query from the FortiMail unit using the following CLI command:

execute nslookup name service.fortiguard.net

If the FortiMail unit cannot successfully connect, or if your FortiGuard Antispam license does
not exist or is expired, a message appears notifying you that a connection error has
occurred.

Figure 6: Connection error when verifying FortiGuard Antispam rating query connectivity
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Verify that:
¢ your FortiGuard Antispam license is valid and currently active
e the default route (located in System > Network > Routing) is correctly configured

¢ the FortiMail unit can connect to the DNS servers you configured during the Quick Start
Wizard (located in System > Network > DNS), and to the FDN servers

¢ firewalls between the FortiMail unit and the Internet or override server allow FDN traffic
(For configuration examples specific to your operation mode, see “Gateway mode
deployment” on page 51, “Transparent mode deployment” on page 78, or “Server mode
deployment” on page 100.)

Obtain additional insight into the point of the connection failure by tracing the connection
using the following CLI command:

execute traceroute <address_ipv4>
where <address_ipv4> is the IP address of the DNS server or FDN server.

When query connectivity is successful, antispam profiles can use the FortiGuard-AntiSpam
scan option.

If FortiGuard Antispam scanning is enabled, you can use the antispam log to analyze any
query connectivity interruptions caused because FortiMail cannot connect to the FDN
and/or its license is not valid. To enable the antispam log, go to Log and Report >

Log Settings > Local Log Settings in the advanced mode of the web Ul. To view the
antispam log, go to Monitor > Log > AntiSpam, then mark the check box of a log file and
click View.

If FortiMail cannot connect with the FDN server, the log Message field contains:
FortiGuard-Antispam: No Answer from server.

Verify that the FortiGuard Antispam license is still valid, and that network connectivity has
not been disrupted for UDP port 53 traffic from the FortiMail unit to the Internet.
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You can configure the FortiMail unit to periodically request FortiGuard Antivirus and FortiGuard
Antispam engine and definition updates from the FDN or override server.

You can use push updates or manually initiate updates as alternatives or in conjunction with
scheduled updates. If protection from the latest viral threats is a high priority, you could
configure both scheduled updates and push updates, using scheduled updates as a failover
method to increase the likelihood that the FortiMail unit will still periodically retrieve updates if
connectivity is interrupted during a push notification. While using only scheduled updates could
potentially leave your network vulnerable to a new virus, it minimizes short disruptions to
antivirus scans that can occur if the FortiMail unit applies push updates during peak volume
times. For additional/alternative update methods, see “Configuring push updates” on page 49
and “Manually requesting updates” on page 51.

For example, you might schedule updates every night at 2 AM or weekly on Sunday, when email
traffic volume is light.

Before configuring scheduled updates, first verify that the FortiMail unit can connect to the FDN
or override server. For details, see “To override the default FDS server” on page 47.

To configure scheduled updates

1. Go to Maintenance > FortiGuard > Update in the advanced mode of the web UI.

2. Enable Scheduled Update.

3. Select one of the following:

Every Select to request updates once per interval, then configure the
number of hours and minutes between each request.

Daily Select to request updates once a day, then configure the time of day.

Weekly Select to request updates once a week, then configure the day of the
week and the time of day.

Updating FortiGuard Antivirus definitions can cause a short disruption in traffic currently being
[ | scanned while the FortiMail unit applies the new signature database. To minimize disruptions,
/' update when traffic is light, such as during the night.

&(

4. Click Apply.

The FortiMail unit starts the next scheduled update according to the configured update
schedule. If you have enabled logging, when the FortiMail unit requests a scheduled update,
the event is recorded in the event log.

Configuring push updates

You can configure the FortiMail unit to receive push updates from the FDN or override server.

When push updates are configured, the FortiMail unit first notifies the FDN of its IP address, or
the IP address and port number override. (If your FortiMail unit’s IP address changes, including
if it is configured with DHCP, the FortiMail unit automatically notifies the FDN of the new IP
address.) As soon as new FortiGuard Antivirus and FortiGuard Antispam packages become
available, the FDN sends an update availability notification to that IP address and port number.
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Within 60 seconds, the FortiMail unit then requests the package update as if it were a
scheduled or manually initiated update.

You can use scheduled updates or manually initiate updates as alternatives or in conjunction
with push updates. If protection from the latest viral threats is a high priority, you could
configure both scheduled updates and push updates, using scheduled updates as a failover
method to increase the likelihood that the FortiMail unit will still periodically retrieve updates if
connectivity is interrupted during a push notification. Using push updates, however, can
potentially cause short disruptions to antivirus scans that can occur if the FortiMail unit applies
push updates during peak volume times. For additional/alternative update methods, see
“Configuring scheduled updates” on page 49 and “Manually requesting updates” on page 51.

Before configuring push updates, first verify that the FortiMail unit can connect to the FDN or
override server. For details, see “To override the default FDS server” on page 47.

To configure push updates
1. Go to Maintenance > FortiGuard > Update in the advanced mode of the web UI.
2. Enable Allow push update.

3. If the FortiMail unit is behind a firewall or router performing NAT, enable Use override push IP
and enter the external IP address and port number of the NAT device.

You must also configure the NAT device with port forwarding or a virtual IP to forward push
notifications (UDP port 9443) to the FortiMail unit.

For example, if the FortiMail unit is behind a FortiGate unit, configure the FortiGate unit with
a virtual IP that forwards push notifications from its external network interface to the private
network IP address of the FortiMail unit. Then, on the FortiMail unit, configure Use override
push IP with the IP address and port number of that virtual IP. For details on configuring
virtual IPs and/or port forwarding, see the documentation for the NAT device.

Push updates require that the external IP address of the NAT device is not dynamic (such as an
IP address automatically configured using DHCP). If dynamic, when the IP address changes,
the override push IP will become out-of-date, causing subsequent push updates to fail.

If you do not enable Use override push IP, the FDN will send push notifications to the IP
address of the FortiMail unit, which must be a public network IP address routable from the
Internet.

4. Click Apply.

The FortiMail unit notifies the FDN of its IP address or, if configured, the override push IP.
When an update is available, the FDN will send push notifications to this IP address and port
number.

5. Click Refresh.
A dialog appears, notifying you that the process could take a few minutes.

The FDN tests the connection to the FortiMail unit. Time required varies by the speed of the
FortiMail unit’s network connection, and the number of timeouts that occur before the
connection attempt is successful or the FortiMail unit determines that it cannot connect.
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When the connection test completes, the page refreshes. Test results are displayed in the
Push Update field.

¢ Available: The FDN successfully connected to the FortiMail unit.

¢ Not available: The FDN could not connect to the FortiMail unit, and will not be able to
send push notifications to it. Verify that intermediary firewalls and routers do not block
push notification traffic (UDP port 9443). If the FortiMail unit is behind a NAT device, verify
that you have enabled and configured Use override push IP, and that the NAT device is
configured to forward push notifications to the FortiMail unit.

Manually requesting updates

% i

You can manually trigger the FortiMail unit to connect to the FDN or override server to request
available updates for its FortiGuard Antivirus and FortiGuard Antispam packages.

You can manually initiate updates as an alternative or in addition to other update methods. For
details, see “Configuring push updates” on page 49 and “Configuring scheduled updates” on
page 49.

To manually request updates

Before manually initiating an update, first verify that the FortiMail unit can connect to the FDN or
override server. For details, see “To override the default FDS server” on page 47.

1. Go to Maintenance > FortiGuard > Update in the advanced mode of the web UL.

2. Click Update Now.

Updating FortiGuard Antivirus definitions can cause a short disruption in traffic currently being
scanned while the FortiMail unit applies the new signature database. To minimize disruptions,
update when traffic is light, such as during the night.

The web Ul displays a message similar to the following:

Your update request has been sent. Your database will be updated in a
few minutes. Please check your update page for the status of the
update.

3. Click RETURN.

4. After a few minutes, select the Update tab to refresh the page, or go to Monitor >
System Status > Status.

If an update was available, new version numbers appear for the packages that were
updated. If you have enabled logging, messages are recorded to the event log indicating
whether the update was successful or not.

Gateway mode deployment

Setting up the system

After completing the Quick Start Wizard, you may need to configure some items that are
specific to your network topology or the operation mode of your FortiMail unit.

This section contains examples of how to deploy a FortiMail unit operating in gateway mode.
Other sections discuss deployment in the other two modes.
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This section includes the following topics:

e Configuring DNS records

e Example 1: FortiMail unit behind a firewall

e Example 2: FortiMail unit in front of a firewall
e Example 3: FortiMail unit in DMZ

Configuring DNS records

You must configure public DNS records for the protected domains and for the FortiMail unit
itself.

If you are unfamiliar with configuring DNS and related MX and A records, first read “The role of
DNS in email delivery” on page 9.

For performance reasons, and to support some configuration options, you may also want to
provide a private DNS server for exclusive use by the FortiMail unit.

This section includes the following:

e Configuring DNS records for the protected domains
e Configuring DNS records for the FortiMail unit itself
¢ Configuring a private DNS server

Configuring DNS records for the protected domains

Regardless of your private network topology, in order for external MTAs to deliver email through
the FortiMail unit, you must configure the public MX record for each protected domain to
indicate that the FortiMail unit is its email gateway.

For example, if the fully qualified domain name (FQDN) of the FortiMail unit is
fortimail.example.com, and example.com is a protected domain, the MX record for
example.com would be:

example.com IN MX 10 fortimail_example.com

If your FortiMail unit will operate in gateway mode, configure the MX record to refer to the
FortiMail unit, and remove other MX records. If you fail to do so, external MTAs may not be able
A to deliver email to or through the FortiMail unit, or may be able to bypass the FortiMail unit by
———==using the other MX records. If you have configured secondary MX records for failover reasons,

consider configuring FortiMail high availability (HA) instead. For details, see “FortiMail high
availability modes” on page 24.

An A record must also exist to resolve the host name of the FortiMail unit into an IP address.

For example, if the MX record indicates that fortimail.example.com is the email gateway for a
domain, you must also configure an A record in the example.com zone file to resolve
fortimail.example.com into a public IP address:

fortimail IN A 10.10.10.1

where 10.10.10.1 is either the public IP address of the FortiMail unit, or a virtual IP address
on a firewall or router that maps to the private IP address of the FortiMail unit.

If your FortiMail unit will relay outgoing email, you should also configure the public reverse DNS
record. The public IP address of the FortiMail unit, or the virtual IP address on a firewall or router
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that maps to the private IP address of the FortiMail unit, should be globally resolvable into the
FortiMail unit’s FQDN. If it is not, reverse DNS lookups by external SMTP servers will fail.

For example, if the public network IP address of the FortiMail unit is 10.10.10.1, a public DNS
server’s reverse DNS zone file for the 10.10.10.0/24 subnet might contain:

1 IN PTR fortimail _example.com.

where fortimail .example.com is the FQDN of the FortiMail unit.

Configuring DNS records for the FortiMail unit itself

In addition to that of protected domains, the FortiMail unit must be able to receive web
connections, and send and receive email, for its own domain name. Dependent features
include:

e delivery status notification (DSN) email

® spam reports

¢ email users’ access to their per-recipient quarantined mail

¢ FortiMail administrators’ access to the web Ul by domain name
e alert email

e report generation notification email

For this reason, you should also configure public DNS records for the FortiMail unit itself.

Appropriate records vary by whether or not you configured Web release host name/IP (located
in AntiSpam > Quarantine > Quarantine Report in the advanced mode of the web Ul).

See the following:

¢ (Case 1: Web Release Host Name/IP is empty/default
e Case 2: Web Release Host Name/IP is configured

Case 1: Web Release Host Name/IP is empty/default

When Web release host name/IP is not configured (the default), the web release/delete links that
appear in spam reports use the fully qualified domain name (FQDN) of the FortiMail unit.

For example, if the FortiMail unit’s host name is Fortimail, and its local domain name is
example.net, resulting in the FQDN fortimail .example.net, a spam report’s default web
release link might look like (FQDN highlighted in bold):

https://fortimail.example.net/releasecontrol?release=0%3Auser2%40examp
le.com%3AMT IyMDUzOTQzOC43NDJIFNjcOMzE1LkZvcnRpTWFpbCOOMDAS 10Y jUyM2N
TkjRSxVMzoyLA%3D%3D%3AbF3db63dab53a291ab53a291ab53a291

In the DNS configuration to support this and the other DNS-dependent features, you would
configure the following three records:

example.net IN MX 10 fortimail.example.net
fortimail IN A 10.10.10.1
1 IN PTR fortimail _example.net.

where:

e example_net is the local domain name to which the FortiMail unit belongs; in the MX
record, it is the local domain for which the FortiMail is the mail gateway
e fortimail_example.net is the FQDN of the FortiMail unit

e Tortimail is the host name of the FortiMail unit; in the A record of the zone file for
example.net, it resolves to the IP address of the FortiMail unit for the purpose of
administrators’ access to the web Ul, email users’ access to their per-recipient quarantines,
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to resolve the FQDN referenced in the MX record when email users send Bayesian and
quarantine control email to the FortiMail unit, and to resolve to the IP address of the FortiMail
unit for the purpose of the web release/delete hyperlinks in the spam report

e 10.10.10.1 is the public IP address of the FortiMail unit

Case 2: Web Release Host Name/IP is configured

You could configure Web release host name/IP to use an alternative fully qualified domain name
(FQDN) such as webrelease.example. info instead of the configured FQDN, resulting in the
following web release link (web release FQDN highlighted in bold):

https://webrelease.example.info/releasecontrol?release=0%3Auser2%40exa
mple.com%3AMT IyMDUzOTQzOC43NDJFNjcOMzE1LkZvcnRpTWFpbCOOMDAS10Y jUyM
2NTkjRSxVMzoyLA%3D%3D%3AbF3db63dab53a291ab53a291ab53a291

Then, in the DNS configuration to support this and the other DNS-dependent features, you
would configure the following MX record, A records, and PTR record (unlike “Case 1: Web
Release Host Name/IP is empty/default” on page 53, in this case, two A records are required;
the difference is highlighted in bold):

example.net IN MX 10 fortimail.example.net

fortimail IN A 10.10.10.1

webrelease IN A 10.10.10.1

1 IN PTR fortimail.example.net.

where:

e example.net is the local domain name to which the FortiMail unit belongs; in the MX
record, it is the local domain for which the FortiMail is the mail gateway
e fortimail._example.net is the FQDN of the FortiMail unit

e fTortimail is the host name of the FortiMail unit; in the A record of the zone file for
example.net, it resolves to the IP address of the FortiMail unit for the purpose of
administrators’ access to the web Ul and to resolve the FQDN referenced in the MX record
when email users send Bayesian and quarantine control email to the FortiMail unit

¢ webrelease is the web release host name; in the A record of the zone file for example.info,
it resolves to the IP address of the FortiMail unit for the purpose of the web release/delete
hyperlinks in the spam report

e 10.10.10.1 is the public IP address of the FortiMail unit

Configuring a private DNS server

In addition to the public DNS server, consider providing a private DNS server on your local
network to improve performance with features that use DNS queries.
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Figure 7: Public and private DNS servers (gateway mode)
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In some situations, a private DNS server may be required. A private DNS server is required if you
enable the Use MX record option. Because gateway mode requires that public DNS servers
have an MX record that routes mail to the FortiMail unit, but Use MX record requires an MX
record that references the protected SMTP server, if you enable that option, you must configure
the records of the private DNS server and public DNS server differently.

For example, if both a FortiMail unit (Fortimail .example.com) operating in gateway mode
and the SMTP server reside on your private network behind a router or firewall as illustrated in
Figure 7 on page 55, and the Use MX Record option is enabled, Table 8 on page 81 illustrates
differences between the public and private DNS servers for the authoritative DNS records of
example.com.

Table 7: Public versus private DNS records when “Use MX record” is enabled

Private DNS server Public DNS server
example.com IN MX 10 example.com IN MX 10
mail .example.com fortimail.example.com
mail IN A 172.16.1.10 fortimail IN A 10.10.10.1
1 IN PTR fortimail._example.com

If you choose to add a private DNS server, to configure the FortiMail unit to use it, go to System
> Network > DNS in the advanced mode of the web UlI.

Example 1: FortiMail unit behind a firewall

In this example, a FortiMail unit operating in gateway mode, a protected email server, a private
DNS server, and email users’ computers are all positioned within a private network, behind a
firewall. Remote email users’ computers and external email servers are located on the Internet,
outside of the network protected by the firewall. The FortiMail unit protects accounts for email
addresses ending in “@example.com”, which are hosted on the local email server.
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Figure 8: FortiMail unit behind a NAT device
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The private DNS server is configured to locally replicate records from public DNS servers for
most domains, with the exception of records for protected domains, which instead have been
configured differently locally in order to support the Use MX record option.

To deploy the FortiMail unit behind a NAT device such as a firewall or router, you must complete
the following:

e Configuring the firewall
¢ Configuring the MUAs

¢ Testing the installation

This example assumes you have already completed the Quick Start Wizard and configured
records on the DNS server for each protected domain. For details, see “Running the Quick Start
Wizard” on page 35 and “Configuring DNS records” on page 52.

Configuring the firewall

With the FortiMail unit behind a FortiGate unit, you must configure firewall policies to allow
traffic between the internal network and the Internet.

To create the required policies, complete the following:
e Configuring the firewall address

¢ Configuring the service groups

¢ Configuring the virtual IPs

e Configuring the firewall policies

The following procedures use a FortiGate unit running FortiOS v3.0 MRY7. If you are using a
different firewall appliance, consult the appliance’s documentation for completing similar
configurations.
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Configuring the firewall address

In order to create the outgoing firewall policy that governs the IP address of the FortiMail unit,
you must first define the IP address of the FortiMail unit by creating a firewall address entry.
To add a firewall address for the FortiMail unit

1. Access FortiGate.

2. Go to Firewall > Address > Address.

3. Select Create New.

4. Complete the following and then click OK.

Name Enter a name to identify the firewall address entry, such as
FortiMail _address.

Type Select Subnet/IP Range.
Subnet /IP Range Enter 172.16.1.5.

Interface Select internal.

Configuring the service groups

In order to create firewall policies that govern only email and FortiMail-related traffic, you must
first create groups of services that define protocols and port numbers used in that traffic.

Because FortiGuard-related services for FortiMail units are not predefined, you must define
them before you can create a service group that contains those services.

For more information on protocols and port numbers used by FortiMail units, see the Fortinet
Knowledge Base article FortiMail Traffic Types and TCP/UDP Ports.

To add a custom service for FortiGuard Antivirus push updates
1. Access FortiGate.

2. Go to Firewall > Service > Custom.

3. Select Create New.

4. Configure the following and then click OK:

Name Enter a name to identify the custom service entry, such as
FortiMail_antivirus_push_updates.

Protocol Type Select TCP/UDP.

Protocol Select UDP.

Destination Port
Low Enter 9443.
High Enter 9443.

To add a custom service for FortiGuard Antispam rating queries
1. Access FortiGate.
2. Go to Firewall > Service > Custom.
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3. Select Create New.

4. Configure the following and then click OK.

Name Enter a name to identify the custom service entry, such as
FortiMail_antispam_rating_queries.

Protocol Type Select TCP/UDP.
Protocol Select UDP.
Destination Port

Low Enter 8889.

High Enter 8889.

To add a service group for incoming FortiMail traffic

1

2
3
4

o

6.

Access FortiGate.
Go to Firewall > Service > Group.
Select Create New.

. In Group Name, enter a name to identify the service group entry, such as

FortiMail _incoming_services.

In the Available Services area, select HTTP, HTTPS, SMTP, and your custom service for
FortiGuard Antivirus push updates, FortiMail_antivirus_push_updates, then select the right
arrow to move them to the Members area.

Select OK.

To add a service group for outgoing FortiMail traffic

1.

6.

Access FortiGate.

2. Go to Firewall > Service > Group.
3.
4. In Group Name, enter a name to identify the service group entry, such as

Select Create New.

FortiMail_outgoing_services.

In the Available Services area, select DNS, NTP, HTTPS, SMTP, and your custom service for
FortiGuard Antispam rating queries, FortiMail_antispam_rating_queries, then select the right
arrow to move them to the Members area.

Select OK.

To add a service group for email user traffic

1.

Access FortiGate.

2. Go to Firewall > Service > Group.
3.
4

. In Group Name, enter a name to identify the service group entry, such as

Select Create New.

PO3_IMAP_services.

In the Available Services area, select POP3 and IMAP, then select the right arrow to move
them to the Members area.

Select OK.
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Configuring the virtual IPs

In order to create the firewall policy that forwards email-related traffic to the FortiMail unit, you
must first define a static NAT mapping from a public IP address on the FortiGate unit to the
private IP address of the FortiMail unit by creating a virtual IP entry.

Similarly, in order to create the firewall policy that forwards POP3/IMAP-related traffic to the
protected email server, you must first define a static NAT mapping from a public IP address on
the FortiGate unit to the private IP address of the protected email server by creating a virtual IP
entry.

To add virtual IPs, the FortiGate unit must be operating in NAT mode. For more information, see
the FortiGate Administration Guide.

To add a virtual IP for the FortiMail unit

1. Access FortiGate.

2. Go to Firewall > Virtual IP > Virtual IP.

3. Select Create New.

4. Complete the following and then click OK.

Name Enter a name to identify the virtual IP entry, such as
FortiMail _VIP.

External Interface Select wan'.

Type Select Static NAT.
External IP Enter 10.10.10.1.
Address/Range

Mapped IP Enter 172.16.1.5.
Address/Range

To add a virtual IP for the protected email server
1. Access FortiGate.

2. Go to Firewall > Virtual IP > Virtual IP.

3. Select Create New.

4. Complete the following and then click OK.

Name Enter a name to identify the virtual IP entry, such as
protected_email_server_ VIP.

External Interface Select wan'.

Type Select Static NAT.
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External IP Enter 10.10.10.1.
Address/Range

Mapped IP Enter 172.16.1.10.
Address/Range

Configuring the firewall policies

First, create a firewall policy that allows incoming FortiMail services that are received at the
virtual IP address, then applies a static NAT when forwarding the traffic to the private network IP
address of the FortiMail unit.

Second, create a firewall policy that allows outgoing email and other FortiMail connections from
the FortiMail unit to the Internet.

Last, create a firewall policy that allows incoming POP3 and IMAP traffic that is received at the
virtual IP address, then applies a static NAT when forwarding the traffic to the private network IP
address of the protected email server.

To add the Internet-to-FortiMail policy

1. Access FortiGate.

2. Go to Firewall > Policy > Policy.

3. Select Create New.

4. Complete the following and then click OK.

Source Interface/zone Select wan1i.
Source Address Name Select all.

Destination Select internal.
Interface/zone

Destination Address  Select FortiMail _VIP.

Name

Schedule Select ALWAYS.

Service Select FortiMail_incoming_services.
Action Select ACCEPT.

To add the FortiMail-to-Internet policy
1. Access FortiGate.

2. Go to Firewall > Policy > Policy.

3. Select Create New.

4. Complete the following:

Source Interface/zone Select internal.
Source Address Name Select FortiMail_address.

Destination Select wan1.
Interface/zone
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Destination Address  Select all.

Name
Schedule Select ALWAYS.
Service Select FortiMail_outgoing_services.
Action Select ACCEPT.
5. Select NAT.
6. Select OK.

To add the Internet-to-email-server policy
1. Access FortiGate.

2. Go to Firewall > Policy > Policy.

3. Select Create New.

4. Complete the following and then click OK.

Source Interface/zone Select wan1i.
Source Address Name Select all.

Destination Select internal.
Interface/zone

Destination Address  Select protected_email_server_VIP.

Name

Schedule Select ALWAYS.

Service Select PO3_IMAP_services.
Action Select ACCEPT.

Configuring the MUAs

Configure the email clients of local and remote email users to use the FortiMail unit as their
outgoing mail (SMTP) server/MTA. For local email users, this is the private network IP address of
the FortiMail unit, 172.16.1.5; for remote email users, this is the virtual IP on the FortiGate unit
that maps to the FortiMail unit, 10.10.10.1 or fortimail.example.com.

If you do not configure the email clients to send email through the FortiMail unit, incoming email
delivered to your protected email server can be scanned, but email outgoing from your email
users cannot.

Also configure email clients to authenticate with the email user’s user name and password for
outgoing mail. The user name is the email user’s entire email address, including the domain
name portion, such as user1@example.com.

If you do not configure the email clients to authenticate, email destined for other email users in
the protected domain may be accepted, but email outgoing to unprotected domains will be
denied by the access control rule.
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Basic configuration is now complete, and the installation may be tested. For testing
instructions, see “Testing the installation” on page 157.

Example 2: FortiMail unit in front of a firewall

"\Er)

Setting up the system

In this example, a FortiMail unit operates in gateway mode within a private network, but is
separated from the protected email server and local email users’ computers by a firewall. The
protected email server is located on the demilitarized zone (DMZ) of the firewall. The local email
users are located on the internal network of the firewall. Remote email users’ computers and
external email servers are located on the Internet, outside of the private network. The FortiMail
unit protects accounts for email addresses ending in “@example.com,” which are hosted on the
local email server.

Figure 9: FortiMail unit in front of a NAT device

Local Email Users .
Email Domain:

example.com )
" Internal Email Server Remate Email Users
) 192.168.1.10

External @
Email Server
dmz
192.168.1.1 10\':3”110 1
1010, Switch
T Internet
internal Z \_A
172.16.1.1 2 FoRTIGATE port1
(virtual IP: 10.10.10.5
172.16.1.2) i ﬁ
L FommimAL. DNS Server

Protected Domain:  gxample.com IN Mi 1 10 fortimail.example.com

example.com fortimail INA 10.10.10.5

To deploy the FortiMail unit in front of a NAT device such as a firewall or router, you must
complete the following:

¢ Configuring the firewall
¢ Configuring the MUAs

e Testing the installation

This example assumes you have already completed the Quick Start Wizard and configured
records on the DNS server for each protected domain. For details, see “Running the Quick Start
Wizard” on page 35 and “Configuring DNS records” on page 52.

Configuring the firewall

With the FortiMail unit in front of a FortiGate unit, the internal network located behind the
FortiGate unit, and the protected email server located on the DMZ, you must configure firewall
policies to allow traffic:

e between the internal network and the FortiMail unit

¢ between the internal network and protected email server
e between the protected email server and the FortiMail unit
e between the protected email server and the Internet
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To create the required policies, complete the following:

e Configuring the firewall addresses

e Configuring the service groups

¢ Configuring the virtual IPs

e Configuring the firewall policies

The following procedures use a FortiGate unit running FortiOS v3.0 MRY7. If you are using a
different firewall appliance, consult the appliance’s documentation for completing similar

configurations.

Configuring the firewall addresses

In order to create the firewall policies that governs traffic from the IP addresses of local email
users, the protected email server, and the IP address of the FortiMail unit, you must first define
the IP addresses of those hosts by creating firewall address entries.

To add a firewall address for local email users

1. Access FortiGate.

. Go to Firewall > Address > Address.

2
3. Select Create New.
4. Complete the following:

Name

Type
Subnet /IP Range

Interface

5. Select OK.

Enter a name to identify the firewall address
entry, such as
local _email _users_address.

Select Subnet/IP Range.
Enter 172.16.1.0/24.

Select internal.

To add a firewall address for the protected email server

1. Access FortiGate.

2. Go to Firewall > Address > Address.

3. Select Create New.
4. Complete the following:

Name

Type

Subnet /IP Range

Interface

Enter a name to identify the firewall address
entry, such as
protected_email_server_address.

Select Subnet/IP Range.
Enter 192.168.1.10/32.

Select dmz.
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5.

Select OK.

To add a firewall address for the FortiMail unit

1.

5.

Access FortiGate.

2. Go to Firewall > Address > Address.
3.
4. Complete the following:

Select Create New.

Name Enter a name to identify the firewall address
entry, such as FortiMail_address.

Type Select Subnet/IP Range.
Subnet /IP Range Enter 10.10.10.5/32.
Interface Select wan'.

Select OK.

Configuring the service groups

In order to create firewall policies that governs email and FortiMail-related traffic, you must first
create service groups that contain services that define protocols and port numbers used in that
traffic.

To add a service group for internal email user and protected server traffic to the FortiMail
unit

1.

6.

Access FortiGate.

2. Go to Firewall > Service > Group.
3.
4. In Group Name, enter a name to identify the service group entry, such as

Select Create New.

SMTP_quar_services.

In the Available Services area, select HTTP, HTTPS, and SMTP, then select the right arrow to
move them to the Members area.

Select OK.

To add a service group for POP3 and IMAP traffic to the protected email server

1.

2
3.
4

6.

Access FortiGate.

. Go to Firewall > Service > Group.

Select Create New.

. In Group Name, enter a name to identify the service group entry, such as

PO3_IMAP_services.

In the Available Services area, select POP3 and IMAP, then select the right arrow to move
them to the Members area.

Select OK.

Configuring the virtual IPs

In order to create the firewall policies that forward from the FortiMail unit and local and remote
email users to the protected email server, you must first define static NAT mappings from a
public IP address on the FortiGate unit to the IP address of the protected email server, and from
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an internal IP address on the FortiGate unit to the IP address of the protected email server, by
creating virtual IP entries.

Note: To add virtual IPs, the FortiGate unit must be operating in NAT mode. For more information, see the
FortiGate Administration Guide.

To add a wan1 virtual IP for the protected email server
1. Access FortiGate.

2. Go to Firewall > Virtual IP > Virtual IP.

3. Select Create New.

4. Complete the following:

Name Enter a name to identify the virtual IP entry,
such as
protected_email_server_VIP_wanl.

External Interface Select wanT.
Type Select Static NAT.
External IP Enter 10.10.10.1.
Address/Range
Mapped IP Enter 192.168.1.10.
Address/Range

5. Select OK.

To add an internal virtual IP for the protected email server
1. Access FortiGate.

2. Go to Firewall > Virtual IP > Virtual IP.

3. Select Create New.

4. Complete the following:

Name Enter a name to identify the virtual IP entry,
such as
protected_email_server_VIP_interna
1.

External Interface Select internal.
Type Select Static NAT.
External IP Enter 172.16.1.2.
Address/Range
Mapped IP Enter 192.168.1.10.
Address/Range

5. Select OK.
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Configuring the firewall policies

Create the following firewall policies:

Allow SMTP connections from the protected email server to the FortiMail unit.
Allow SMTP_quar_services from the local email users to the FortiMail unit.

allow SMTP connections that are received at the wan1 virtual IP address from the FortiMail
unit, then apply a static NAT when forwarding the traffic to the private network IP address of
the protected email server.

Allow PO3_IMAP_services that are received at the internal virtual IP address, then apply a
static NAT when forwarding the traffic to the private network IP address of the protected
email server.

Allow PO3_IMAP_services that are received at the wan1 virtual IP address, then apply a
static NAT when forwarding the traffic to the private network IP address of the protected
email server.

To add the email-server-to-FortiMail policy

1.

5.
6.

Access FortiGate.

2. Go to Firewall > Policy > Policy.
3.
4. Complete the following:

Select Create New.

Source Interface/zone Select dmz.
Source Address Name Select protected_email_server_address.

Destination Select wan1.
Interface/zone

Destination Address  Select FortiMail_address.

Name

Schedule Select ALWAYS.
Service Select SMTP.
Action Select ACCEPT.
Select NAT.

Select OK.

To add the local-users-to-FortiMail policy

1.

Access FortiGate.
2. Go to Firewall > Policy > Policy.
3.

4. Complete the following:

Select Create New.

Source Interface/zone Select internal.

Source Address Name Select local_email_users_address.
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Destination Select wan1.
Interface/zone

Destination Address  Select FortiMail_address.

Name
Schedule Select ALWAYS.
Service Select SMTP_quar_services.
Action Select ACCEPT.
5. Select NAT.
6. Select OK.

To add the FortiMail-to-email-server policy
1. Access FortiGate.

2. Go to Firewall > Policy > Policy.

3. Select Create New.

4. Complete the following:

Source Interface/zone Select wan1i.
Source Address Name Select FortiMail_address.

Destination Select wan1.
Interface/zone

Destination Address  Select protected_email_server_VIP_wan1.

Name
Schedule Select ALWAYS.
Service Select SMTP.
Action Select ACCEPT.
5. Select NAT.
6. Select OK.

To add the local-users-to-email-server policy
1. Access FortiGate.

2. Go to Firewall > Policy > Policy.

3. Select Create New.

4. Complete the following:

Source Interface/zone Select internal.
Source Address Name Select Jocal_email_users_address.

Destination Select internal.
Interface/zone
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Destination Address  Select protected_email_server_VIP_internal.

Name
Schedule Select ALWAYS.
Service Select PO3_IMAP_services.
Action Select ACCEPT.
5. Select NAT.
6. Select OK.

To add the remote-users-to-email-server policy
1. Access FortiGate.

2. Go to Firewall > Policy > Policy.

3. Select Create New.

4. Complete the following:

Source Interface/zone Select wan1i.
Source Address Name Select all.

Destination Select dmz.
Interface/zone

Destination Address  Select protected_email_server_VIP_wan1.

Name
Schedule Select ALWAYS.
Service Select PO3_IMAP_services.
Action Select ACCEPT.
5. Select NAT.
6. Select OK.

Configuring the MUAs

Configure the email clients of local and remote email users to use the FortiMail unit as their
outgoing mail (SMTP) server/MTA. For both local and remote email users, this is 10.10.10.5 or
fortimail.example.com.

If you do not configure the email clients to send email through the FortiMail unit, incoming email
delivered to your protected email server can be scanned, but email outgoing from your email
users cannot.

Also configure email clients to authenticate with the email user’s user name and password for
outgoing mail. The user name is the email user’s entire email address, including the domain
name portion, such as user1i@example.com.

If you do not configure the email clients to authenticate, email destined for other email users in
the protected domain may be accepted, but email outgoing to unprotected domains will be
denied by the access control rule.

Page 68 FortiMail 5.3.9 Administration Guide



Testing the installation

Basic configuration is now complete, and the installation may be tested. For testing
instructions, see “Testing the installation” on page 157.

Example 3: FortiMail unit in DMZ

Setting up the system

In this example, a FortiMail unit operating in gateway mode, a protected email server, and email
users’ computers are all positioned within a private network, behind a firewall. However, the
FortiMail unit is located in the demilitarized zone (DMZ) of the firewall, separated from the local
email users and the protected email server, which are located on the internal network of the
firewall. Remote email users’ computers and external email servers are located on the Internet,
outside of the network protected by the firewall. The FortiMail unit protects accounts for email
addresses ending in “@example.com”, which are hosted on the local email server.

Figure 10:FortiMail unit in DMZ
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To deploy the FortiMail unit in the DMZ of a firewall, you must complete the following:
e Configuring the firewall
Configuring the MUAs

Testing the installation

This example assumes you have already completed the Quick Start Wizard and configured
records on the DNS server for each protected domain. For details, see “Running the Quick Start
Wizard” on page 35 and “Configuring DNS records” on page 52.

Configuring the firewall

With the FortiMail unit in front of a FortiGate unit, and local email users and protected email
server located behind the FortiGate unit on its internal network, you must configure firewall
policies to allow traffic:

e Dbetween the internal network and the FortiMail unit

e between the protected email server and the Internet

e Dbetween the FortiMail unit and the Internet

Page 69 FortiMail 5.3.9 Administration Guide



Setting up the system

To create the required policies, complete the following:
e Configuring the firewall addresses

e Configuring the service groups

¢ Configuring the virtual IPs

e Configuring the firewall policies

The following procedures use a FortiGate unit running FortiOS v3.0 MRY7. If you are using a
different firewall appliance, consult the appliance’s documentation for completing similar
configurations.

Configuring the firewall addresses

In order to create the firewall policies that governs traffic from the IP addresses of local email
users and the protected email server, and the IP address of the FortiMail unit, you must first
define the IP addresses of those hosts by creating firewall address entries.

To add a firewall address for local email users

1. Access FortiGate.

2. Go to Firewall > Address > Address.

3. Select Create New.

4. Complete the following:

Name Enter a name to identify the firewall address
entry, such as
local _email _users_address.

Type Select Subnet/IP Range.
Subnet /IP Range Enter 172.16.1.0/24.

Interface Select internal.

5. Select OK.

To add a firewall address for the FortiMail unit
1. Access FortiGate.

2. Go to Firewall > Address > Address.

3. Select Create New.

4. Complete the following:

Name Enter a name to identify the firewall address
entry, such as FortiMail_address.

Type Select Subnet/IP Range.
Subnet /IP Range Enter 192.168.1.5/32.
Interface Select dmz.
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5. Select OK.

Configuring the service groups

In order to create firewall policies that govern only email and FortiMail-related traffic, you must
first create groups of services that define protocols and port numbers used in that traffic.

Because FortiGuard-related services for FortiMail units are not predefined, you must define
them before you can create a service group that contains those services.

For more information on protocols and port numbers used by FortiMail units, see the Fortinet

Knowledge Base article FortiMail Traffic Types and TCP/UDP Ports.

To add a custom service for FortiGuard Antivirus push updates

1.

5.

Access FortiGate.

Select Create New.

Name

Protocol Type
Protocol
Destination Port

Low

High

Select OK.

2. Go to Firewall > Service > Custom.
3.
4. Configure the following:

Enter a name to identify the custom service entry, such as
FortiMail_antivirus_push_updates.

Select TCP/UDP.

Select UDP.

Enter 9443.

Enter 9443.

To add a custom service for FortiGuard Antispam rating queries

1.

2
3.
4

Setting up the system

Access FortiGate.

Select Create New.

. Configure the following:

Name

Protocol Type
Protocol

Destination Port

. Go to Firewall > Service > Custom.

Enter a name to identify the custom service entry, such as
FortiMail_antispam_rating_queries.

Select TCP/UDP.

Select UDP.
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5.

Low Enter 8889.

High Enter 8889.

Select OK.

To add a service group for remote incoming FortiMail traffic

1.

6.

Access FortiGate.

2. Go to Firewall > Service > Group.
3.
4. In Group Name, enter a name to identify the service group entry, such as

Select Create New.

FortiMail_incoming_services.

In the Available Services area, select HTTP, HTTPS, SMTP, and your custom service for
FortiGuard Antivirus push updates, FortiMail_antivirus_push_updates, then select the right
arrow to move them to the Members area.

Select OK.

To add a service group for outgoing FortiMail traffic

1.

6.

Access FortiGate.

2. Go to Firewall > Service > Group.
3.
4. In Group Name, enter a name to identify the service group entry, such as

Select Create New.

FortiMail _outgoing_services.

In the Available Services area, select DNS, NTP, HTTPS, SMTP, and your custom service for
FortiGuard Antispam rating queries, FortiMail_antispam_rating_queries, then select the right
arrow to move them to the Members area.

Select OK.

To add a service group for internal email user traffic to the FortiMail unit

1.

6.

Access FortiGate.

2. Go to Firewall > Service > Group.
3.
4. In Group Name, enter a name to identify the service group entry, such as

Select Create New.

SMTP_quar_services.

In the Available Services area, select HTTP, HTTPS, and SMTP, then select the right arrow to
move them to the Members area.

Select OK.

To add a service group for POP3 and IMAP traffic to the protected email server

1.

Access FortiGate.

2. Go to Firewall > Service > Group.
3.
4. In Group Name, enter a name to identify the service group entry, such as

Select Create New.

PO3_IMAP_services.

In the Available Services area, select POP3 and IMAP, then select the right arrow to move
them to the Members area.

Select OK.
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Configuring the virtual IPs

In order to create the firewall policy that forwards email-related traffic to the FortiMail unit, you
must first define a static NAT mapping from a public IP address on the FortiGate unit to the IP
address of the FortiMail unit by creating a virtual IP entry.

You must also create virtual IPs to define static NAT mappings:

from a public IP address on the FortiGate unit to the IP address of the protected email server

from an IP address on the internal network of the FortiGate unit to the IP address of the
FortiMail unit

from an IP address on the DMZ of the FortiGate unit to the IP address of the protected email
server

To add virtual IPs, the FortiGate unit must be operating in NAT mode. For more information, see
the FortiGate Administration Guide.

To add a wan1 virtual IP for the FortiMail unit

1.

5.

Access FortiGate.

2. Go to Firewall > Virtual IP > Virtual IP.
3.
4. Complete the following:

Select Create New.

Name Enter a name to identify the virtual IP entry,
such as FortiMail_VIP_wanl.

External Interface Select wan'.

Type Select Static NAT.
External IP Enter 10.10.10.1.
Address/Range

Mapped IP Enter 192.168.1.5.
Address/Range

Select OK.

To add a wan1 virtual IP for the protected email server

1.

Access FortiGate.

2. Go to Firewall > Virtual IP > Virtual IP.
3.
4. Complete the following:

Select Create New.

Name Enter a name to identify the virtual IP entry,
such as
protected_email_server_VIP_wanl.

External Interface Select wan'.
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Type Select Static NAT.

External IP Enter 10.10.10.1.
Address/Range
Mapped IP Enter 172.16.1.10.
Address/Range

5. Select OK.

To add a internal virtual IP for the FortiMail unit
1. Access FortiGate.

2. Go to Firewall > Virtual IP > Virtual IP.

3. Select Create New.

4. Complete the following:

Name Enter a name to identify the virtual IP entry,
such as FortiMail_VIP_internal.

External Interface Select internal.
Type Select Static NAT.
External IP Enter 172.16.1.2.
Address/Range
Mapped IP Enter 192.168.1.5.
Address/Range

5. Select OK.

To add a dmz virtual IP for the protected email server
1. Access FortiGate.

2. Go to Firewall > Virtual IP > Virtual IP.

3. Select Create New.

4. Complete the following:

Name Enter a name to identify the virtual IP entry,
such as
protected_email_server_VIP_dmz.

External Interface Select dmz.
Type Select Static NAT.
External IP Enter 192.168.1.2.
Address/Range
Mapped IP Enter 172.16.1.10.
Address/Range

5. Select OK.
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Configuring the firewall policies

Create the following firewall policies:

Allow SMTP_quar_services that are received at the internal virtual IP address, then apply a
static NAT when forwarding the traffic to the private network IP address of the FortiMail unit.

Allow FortiMail_incoming_services that are received at the wan1 virtual IP address that maps
to the FortiMail unit, then apply a static NAT when forwarding the traffic to the private
network IP address of the FortiMail unit.

Allow FortiMail_outgoing_services from the FortiMail unit to the Internet.

Allow SMTP traffic that is received at the DMZ virtual IP address, then apply a static NAT
when forwarding the traffic to the private network IP address of the protected email server.

Allow PO3_IMAP_services that are received at the wan1 virtual IP address that maps to the
protected email server, then apply a static NAT when forwarding the traffic to the private
network IP address of the protected email server.

To add the internal-to-FortiMail policy

1.

5.
6.

Access FortiGate.

2. Go to Firewall > Policy > Policy.
3.
4. Complete the following:

Select Create New.

Source Interface/zone Select internal.
Source Address Name Select internal_address.

Destination Select dmz.
Interface/zone

Destination Address  Select FortiMail _VIP_internal.

Name

Schedule Select ALWAYS.

Service Select SMTP_quar_services.
Action Select ACCEPT.

Select NAT.

Select OK.

To add the Internet-to-FortiMail unit policy

1.

Access FortiGate.

2. Go to Firewall > Policy > Policy.
3.
4. Complete the following:

Select Create New.

Source Interface/zone Select want.

Source Address Name Select all.
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Destination
Interface/zone

Destination Address
Name

Schedule
Service

Action

5. Select OK.

Select dmz.

Select FortiMail _VIP_wan1.

Select ALWAYS.

Select FortiMail_incoming_services.

Select ACCEPT.

To add the FortiMail-to-Internet policy

1. Access FortiGate.

. Go to Firewall > Policy > Policy.

2
3. Select Create New.
4

. Complete the following:

Source Interface/zone Select dmz.

Source Address Name Select FortiMail_address.

Destination
Interface/zone

Destination Address
Name

Schedule
Service

Action

5. Select NAT.
6. Select OK.

Select wan1.

Select all.

Select ALWAYS.
Select FortiMail_outgoing_services.

Select ACCEPT.

To add the FortiMail-to-email-server policy

1. Access FortiGate.

2. Go to Firewall > Policy > Policy.

3. Select Create New.

4. Complete the following:

Source Interface/zone Select dmz.

Source Address Name Select FortiMail_address.

Destination
Interface/zone

Select internal.
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Destination Address  Select protected_email_server_VIP_dmz.

Name
Schedule Select ALWAYS.
Service Select SMTP.
Action Select ACCEPT.
5. Select NAT.
6. Select OK.

To add the remote-users-to-email-server policy
1. Access FortiGate.

2. Go to Firewall > Policy > Policy.

3. Select Create New.

4. Complete the following:

Source Interface/zone Select wan1i.
Source Address Name Select all.

Destination Select internal.
Interface/zone

Destination Address  Select protected_email_server_VIP_wan1.

Name
Schedule Select ALWAYS.
Service Select PO3_IMAP_services.
Action Select ACCEPT.
5. Select OK.

Configuring the MUAs

Configure the email clients of local and remote email users to use the FortiMail unit as their
outgoing mail (SMTP) server/MTA. For local email users, this is 172.16.1.2, the virtual IP on the
internal network interface of the FortiGate unit that is mapped to the IP address of the FortiMail
unit; for remote email users, this is 10.10.10.1 or fortimail.example.com, the virtual IP on the
wan1 network interface of the FortiGate unit that is mapped to the FortiMail unit.

If you do not configure the email clients to send email through the FortiMail unit, incoming email
delivered to your protected email server can be scanned, but email outgoing from your email
users cannot.

Also configure email clients to authenticate with the email user’s user name and password for
outgoing mail. The user name is the email user’s entire email address, including the domain
name portion, such as user1@example.com.

If you do not configure the email clients to authenticate, email destined for other email users in
the protected domain may be accepted, but email outgoing to unprotected domains will be
denied by the access control rule.
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Testing the installation

Basic configuration is now complete, and the installation may be tested. For testing
instructions, see “Testing the installation” on page 157.

Transparent mode deployment

The following procedures and examples show you how to deploy the FortiMail unit in
transparent mode.

e Configuring DNS records

e Example 1: FortiMail unit in front of an email server
e Example 2: FortiMail unit in front of an email hub

e Example 3: FortiMail unit for an ISP or carrier

Configuring DNS records

If the FortiMail unit is operating in transparent mode, in most cases, configuring DNS records for
protected domain names is not required. Proper DNS records for your protected domain names
are usually already in place. However, you usually must configure public DNS records for the
FortiMail unit itself.

If you are unfamiliar with configuring DNS and related MX and A records, first read “The role of
DNS in email delivery” on page 9.

"\Er)

For performance reasons, and to support some configuration options, you may also want to
provide a private DNS server for exclusive use by the FortiMail unit.

This section includes the following:

e Configuring DNS records for the FortiMail unit itself
¢ Configuring a private DNS server

Configuring DNS records for the FortiMail unit itself

In addition to that of protected domains, the FortiMail unit must be able to receive web
connections, and send and receive email, for its own domain name. Dependent features
include:

e delivery status notification (DSN) email

® spam reports

e email users’ access to their per-recipient quarantined mail

¢ FortiMail administrators’ access to the web Ul by domain name
e alert email

¢ report generation notification email

For this reason, you should also configure public DNS records for the FortiMail unit itself.
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Appropriate records vary by whether or not Web release host name/IP (located in AntiSpam >
Quarantine > Quarantine Report in the advanced mode of the web Ul) is configured:

¢ (Case 1: Web Release Host Name/IP is empty/default
e Case 2: Web Release Host Name/IP is configured

Unless you have enabled both Hide the transparent box in each protected domain and Hide this
box from the mail server in each session profile, the FortiMail unit is not fully transparent in
SMTP sessions: the domain name and IP address of the FortiMail unit may be visible to SMTP
servers, and they might perform reverse lookups. For this reason, public DNS records for the
FortiMail unit usually should include reverse DNS (RDNS) records.

Case 1: Web Release Host Name/IP is empty/default

When Web release host name/IP is not configured (the default), the web release/delete links that
appear in spam reports use the fully qualified domain name (FQDN) of the FortiMail unit.

For example, if the FortiMail unit’s host name is Fortimail, and its local domain name is
example.net, resulting in the FQDN fortimail .example.net, a spam report’s default web
release link might look like (FQDN highlighted in bold):

https://fortimail.example.net/releasecontrol?release=0%3Auser2%40examp
le.com%3AMT IyMDUzOTQzOC43NDJIFNjcOMzE1LkZvcnRpTWFpbCOOMDAS 10Y jUyM2N
TkjRSxVMzoyLA%3D%3D%3AbF3db63dab53a291ab53a291ab53a291

In the DNS configuration to support this and the other DNS-dependent features, you would
configure the following three records:

example.net IN MX 10 fortimail.example.net

fortimail IN A 10.10.10.1
1 IN PTR fortimail _example.net.

where:

e example._net is the local domain name to which the FortiMail unit belongs; in the MX
record, it is the local domain for which the FortiMail is the mail gateway

e fortimail_example.net is the FQDN of the FortiMail unit

e Tortimail is the host name of the FortiMail unit; in the A record of the zone file for
example.net, it resolves to the IP address of the FortiMail unit for the purpose of
administrators’ access to the web Ul, email users’ access to their per-recipient quarantines,
to resolve the FQDN referenced in the MX record when email users send Bayesian and
quarantine control email to the FortiMail unit, and to resolve to the IP address of the FortiMail
unit for the purpose of the web release/delete hyperlinks in the spam report

e 10.10.10.1 is the public IP address of the FortiMail unit

Case 2: Web Release Host Name/IP is configured

You could configure Web release host name/IP to use an alternative fully qualified domain name
(FQDN) such as webrelease .example. info instead of the configured FQDN, resulting in the
following web release link (web release FQDN highlighted in bold):

https://webrelease.example.info/releasecontrol?release=0%3Auser2%40exa
mple.com%3AMT 1yMDUzOTQzOC43NDJITNjcOMzE1LkZvcnRpTWFpbCOOMDAS 10Y jUyM
2NTkJRSxVMzoyLA%3D%3D%3Ab¥3db63dab53a291ab53a291ab53a291

Then, in the DNS configuration to support this and the other DNS-dependent features, you
would configure the following MX record, A records, and PTR record (unlike “Case 1: Web
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Release Host Name/IP is empty/default” on page 53, in this case, two A records are required;

the difference is highlighted in bold):

example_net IN MX 10 fortimail_example.net
fortimail IN A 10.10.10.1

webrelease IN A 10.10.10.1

1 IN PTR fortimail _example.net.

where:

e example_net is the local domain name to which the FortiMail unit belongs; in the MX
record, it is the local domain for which the FortiMail is the mail gateway

e fortimail_example.net is the FQDN of the FortiMail unit

e Tortimail is the host name of the FortiMail unit; in the A record of the zone file for
example.net, it resolves to the IP address of the FortiMail unit for the purpose of
administrators’ access to the web Ul and to resolve the FQDN referenced in the MX record
when email users send Bayesian and quarantine control email to the FortiMail unit

e webrelease is the web release host name; in the A record of the zone file for example.info,
it resolves to the IP address of the FortiMail unit for the purpose of the web release/delete

hyperlinks in the spam report
e 10.10.10.1 is the public IP address of the FortiMail unit

Configuring a private DNS server

Consider providing a private DNS server on your local network to improve performance with

features that use DNS queries.

Figure 11:Public and private DNS servers (transparent mode)
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In some situations, a private DNS server may be required. If:

Remote Email Users

e you configure the FortiMail unit to use a private DNS server, and
e both the FortiMail unit and the protected SMTP server reside on the internal network, with

private network IP addresses, and
¢ you enable the Use MX record option

you should configure the A records on the private DNS server and public DNS server differently:
the private DNS server must resolve to the domain names of the SMTP servers into private IP
addresses, while the public DNS server must resolve them into public IP addresses.
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For example, if both a FortiMail unit (fortimail.example.com) operating in transparent mode and
the SMTP server reside on your private network behind a router or firewall as illustrated in
Figure 7 on page 55, and the Use MX record option is enabled, Table 8 on page 81 illustrates
differences between the public and private DNS servers for the authoritative DNS records of

example.com.

Table 8: Public versus private DNS records when “Use MX Record” is enabled

Private DNS server

Public DNS server

example.com IN MX 10
mail .example.com

example.com IN MX 10
mail _.example.com

mail IN A 172.16.1.10

mail IN A 10.10.10.1

10 IN PTR fortimail.example.com

1 IN PTR fortimail._example.com

If you choose to add a private DNS server, to configure the FortiMail unit to use it, go to System
> Network > DNS in the advanced mode of the web UI.

Example 1: FortiMail unit in front of an email server

In this example, a FortiMail unit operating in transparent mode is positioned in front of one email
server.

This example assumes that the FortiMail unit is protecting a single email server. If your FortiMalil
unit is protecting multiple email servers and they are not on the same subnet, you must first
remove some network interfaces from the bridge and configure static routes. For an example of
configuring out-of-bridge network interfaces, see “Removing the network interfaces from the
bridge” on page 94.

kE(J

Figure 12:Transparent mode deployment to protect an email server
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To deploy the FortiMail unit in front of an email server, you must complete the following:
¢ Configuring the protected domains and session profiles
¢ Configuring the proxies and implicit relay

e Testing the installation

This example assumes you have already completed the Quick Start Wizard. For details, see
“Running the Quick Start Wizard” on page 35.

Configuring the protected domains and session profiles

When configuring the protected domain and session profiles, you can select transparent mode
options to hide the existence of the FortiMail unit.

To configure the transparent mode options of the protected domain

1. Go to Mail Settings > Domains > Domains in the advanced mode of the web UI.
2. Select the domain and then click Edit.

3. Configure the following:

Transparent Mode Options

This server is on Select the network interface (port) to which the protected

SMTP server is connected.
(transparent mode only)

Note: Selecting the wrong network interface will result in
the FortiMail sending email traffic to the wrong network
interface.
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Hide the transparent
box

(transparent mode only)

Use this domain’s SMTP
server to deliver the
mail

(transparent mode only)

4. Select OK.

Enable to preserve the IP address or domain name of the
SMTP client for incoming email messages in:

e the SMTP greeting (HELO/EHLO) in the envelope and in
the Received: message headers of email messages

e the IP addresses in the IP header

This masks the existence of the FortiMail unit to the
protected SMTP server.

Disable to replace the SMTP client’s IP address or domain
name with that of the FortiMail unit.

Note: If the protected SMTP server applies rate limiting
according to IP addresses, enabling this option can
improve performance. The rate limit will then be separate
for each client connecting to the protected SMTP server,
rather than shared among all connections handled by the
FortiMail unit.

Note: Unless you have enabled Take precedence over
recipient based policy match in the IP-based policy, this
option has precedence over the Hide this box from the mail
server option in the session profile, and may prevent it from
applying to incoming email messages.

Enable to allow SMTP clients to send outgoing email
directly through the protected SMTP server.

Disable to, instead of allowing a direct connection, proxy
the connection using the incoming proxy, which queues
email messages that are not immediately deliverable.

To configure the transparent mode options of the session profile

1. Go to Policy > Policies > IP Policies in the advanced mode of the web UL.
2. In the Session column for an IP-based policy, select the name of the session profile to edit

the profile.
A dialog appears.
3. Configure the following:
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Connection Settings

Hide this box from the
mail server

(transparent mode only)

4. Select OK.

Enable to preserve the IP address or domain name of the
SMTP client in:

e the SMTP greeting (HELO/EHLO) and in the Received:
message headers of email messages
¢ the IP addresses in the IP header

This masks the existence of the FortiMail unit.

Disable to replace the IP addresses or domain names with
that of the FortiMail unit.

Note: Unless you have enabled Take precedence over
recipient based policy match in the IP-based policy, the
Hide the transparent box option in the protected domain
has precedence over this option, and may prevent it from
applying to incoming email messages.

5. Repeat the previous three steps for each IP-based policy.

Configuring the proxies and implicit relay

When operating in transparent mode, the FortiMail unit can use either transparent proxies or an
implicit relay to inspect SMTP connections. If connection pick-up is enabled for connections on
that network interface, the FortiMail unit can scan and process the connection. If not enabled,
the FortiMail unit can either block or permit the connection to pass through unmodified.

Exceptions to SMTP connections that can be proxied or relayed include SMTP connections
destined for the FortiMail unit itself. For those local connections, such as email messages from
email users requesting deletion or release of their quarantined email, you must choose to either

allow or block the connection.

You configure proxy/relay pick-up separately for incoming and outgoing connections.

For information on determining directionality, see “Connection directionality vs emalil

directionality” on page 8.

In this deployment example, incoming connections arriving on port2 must be scanned before
traveling to the main email server, and therefore are configured to be Proxy — that is, picked up

by the implicit relay.

Outgoing connections arriving on port1 will contain email that has already been scanned once,
during SMTP clients’ relay to the main email server. Scanning outgoing connections again using
either the outgoing proxy or the implicit relay would waste resources. Therefore outgoing

connections will be Pass through.

To configure SMTP proxy and implicit relay pick-up

1. Go to System > Network in the advanced mode of the web UI.
2. Edit SMTP proxy settings on both Port 1 and Port 2:
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Port 1

Incoming connections Drop
Outgoing connections Pass through
Local connections Allow

Port 2
Incoming connections Proxy
Outgoing connections Drop
Local connections Disallow

If Use client-specified SMTP server to send email is disabled under Mail Settings > Proxies, and
an SMTP client is configured to authenticate, you must configure and apply an authentication
profile. Without the profile, authentication with the built-in MTA will fail. Also, the mail server
must be explicitly configured to allow relay in this case.

Testing the installation

Basic configuration is now complete, and the installation may be tested. For testing
instructions, see “Testing the installation” on page 157.

Example 2: FortiMail unit in front of an email hub

Setting up the system

In this example, a FortiMail unit operating in transparent mode is positioned between an email
gateway and other internal email servers.

When sending email with external recipients, the email servers (Relay A and Relay B) in each
WAN location are required to deliver through the main email server, which encrypts outgoing
SMTP connections. The firewall will only allow SMTP traffic from the main email server.
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Figure 13:Transparent mode deployment to protect an email hub

Local Email Users

Remote Email Users 1? i‘g

External
Email Server

Router

\\\\\\\\\\\
AN

2

. . Ct- I=C||[TI|=1|L,
Main Internal Email Server Protected D -
172.16.1.10 rotected Domain:  Internal SMTP

@example.com Relay A

Internal SMTP

Relay B
Email Domain:

@example.com

To deploy the FortiMail unit in front of one or more email servers, you must complete the
following:

¢ Configuring the protected domains and session profiles
¢ Configuring the proxies and implicit relay

e Testing the installation

This example assumes you have already completed the Quick Start Wizard. For details, see
“Running the Quick Start Wizard” on page 35.

Configuring the protected domains and session profiles

When configuring the protected domain and session profiles, you can select transparent mode
options to hide the existence of the FortiMail unit.

To configure the transparent mode options of the protected domain
1. Go to Mail Settings > Domains > Domains in the advanced mode of the web Ul.

2. In the row corresponding to the protected domain, select Edit.
3. Configure the following:

Transparent Mode Options

This server is on Select the network interface (port) to which the protected

SMTP server is connected.
(transparent mode only)

Note: Selecting the wrong network interface will result in
the FortiMail sending email traffic to the wrong network
interface.
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Hide the transparent
box

(transparent mode only)

Use this domain’s SMTP
server to deliver the
mail

(transparent mode only)

4. Select OK.

Enable to preserve the IP address or domain name of the
SMTP client for incoming email messages in:

e the SMTP greeting (HELO/EHLO) in the envelope and in
the Received: message headers of email messages

e the |IP addresses in the IP header

This masks the existence of the FortiMail unit to the
protected SMTP server.

Disable to replace the SMTP client’s IP address or domain
name with that of the FortiMail unit.

Note: If the protected SMTP server applies rate limiting
according to IP addresses, enabling this option can
improve performance. The rate limit will then be separate
for each client connecting to the protected SMTP server,
rather than shared among all connections handled by the
FortiMail unit.

Note: Unless you have enabled Take precedence over
recipient based policy match in the IP-based policy, this
option has precedence over the Hide this box from the mail
server option in the session profile, and may prevent it from
applying to incoming email messages.

Enable to allow SMTP clients to send outgoing email
directly through the protected SMTP server.

Disable to, instead of allowing a direct connection, proxy
the connection using the incoming proxy, which queues
email messages that are not immediately deliverable.

To configure the transparent mode options of the session profile

1. Go to Policy > Policies > IP Policies in the advanced mode of the web UL.

2. In the Session column for an IP-based policy, select the name of the session profile to edit

the profile.
3. Configure the following:
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Connection Settings

Hide this box from the
mail server

(transparent mode only)

4. Select OK.

Enable to preserve the IP address or domain name of the
SMTP client in:

e the SMTP greeting (HELO/EHLO) and in the Received:
message headers of email messages
¢ the IP addresses in the IP header

This masks the existence of the FortiMail unit.

Disable to replace the IP addresses or domain names with
that of the FortiMail unit.

Note: Unless you have enabled Take precedence over
recipient based policy match in the IP-based policy, the
Hide the transparent box option in the protected domain
has precedence over this option, and may prevent it from
applying to incoming email messages.

5. Repeat the previous three steps for each IP-based policy.

Configuring the proxies and implicit relay

When operating in transparent mode, the FortiMail unit can use either transparent proxies or an
implicit relay to inspect SMTP connections. If connection pick-up is enabled for connections on
that network interface, the FortiMail unit can scan and process the connection. If not enabled,
the FortiMail unit can either block or permit the connection to pass through unmodified.

Exceptions to SMTP connections that can be proxied or relayed include SMTP connections
destined for the FortiMail unit itself. For those local connections, such as email messages from
email users requesting deletion or release of their quarantined email, you must choose to either

allow or block the connection.

Proxy/relay pick-up is configured separately for incoming and outgoing connections.

For information on determining directionality, see “Connection directionality vs emalil

directionality” on page 8.

In this deployment example, incoming connections arriving on port2 must be scanned before
traveling to the main email server, and therefore are configured to be Proxy — that is, picked up

by the implicit relay.

Outgoing connections arriving on port1 will contain email that has already been scanned once,
during SMTP clients’ relay to the main email server. In addition, outgoing connections by the
main mail server will be encrypted using TLS. Encrypted connections cannot be scanned.
Therefore outgoing connections will be passed through, and neither proxied nor implicitly

relayed.

To configure SMTP proxy and implicit relay pick-up

1. Go to System > Network in the advanced mode of the web UI.
2. Edit SMTP proxy settings on both Port 1 and Port 2:
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Port 1

Incoming connections Drop
Outgoing connections Pass through
Local connections Allow

Port 2
Incoming connections Proxy
Outgoing connections Drop
Local connections Disallow

Testing the installation

Basic configuration is now complete, and the installation may be tested. For testing
instructions, see “Testing the installation” on page 157.

Example 3: FortiMail unit for an ISP or carrier

Setting up the system

In this example, a FortiMail unit operating in transparent mode is positioned as an offshoot from
the backbone or other primary traffic flow between the internal and external network. A router
uses policy-based routes to redirect only SMTP connections to the FortiMail unit, which scans
the traffic before allowing legitimate connections to return the overall flow. The FortiMail unit
does not receive non-SMTP traffic. (This would result in unnecessary processing and resource

usage.)

For increased session-handling capacity, multiple FortiMail units could be clustered into a
config-only HA group and deployed behind a load balancer that is attached to the router.
Connections to the same source IP address would be handled by the same FortiMail unit to
avoid sessions split among multiple units, and to maintain the accuracy of IP statistics.
Otherwise, attach a single FortiMail unit to the router.

Service providers often fundamentally require transparent mode. Requiring subscribers to
explicitly configure a mail relay can be problematic, and in the case of 3G mobile subscribers,
impossible. Therefore gateway mode is not suitable. Transparent mode makes SMTP scanning
possible without configuration by the subscriber.

A dual-arm attachment is used. This provides natural isolation of traffic before and after
inspection, which can be useful if traffic requires further analysis such as packet traces by a
sniffer. (If you use a load balancer and it does not support the same session on two different
ports, deploy the FortiMail unit using a single-arm attachment instead. For example, Foundry
IronServer has been known to require single-arm attachment.)
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Figure 14:Transparent mode deployment at an ISP or carrier (with HA cluster)
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Each network interface in the dual-arm attachment (port2 and port3) is removed from the
Layer 2 bridge, and is configured with its own IP address. This reduces the possibility of
Ethernet loops and improves compatibility with other filtering devices.

Because port1 cannot be removed from the bridge, and the management IP is accessible from
any bridging network interface, port1 is reserved for direct connections from the administrator's
computer. (If the administrator’s computer is not directly connected but is instead part of a
management LAN, a route must also be configured for port1.)

Network address translation (NAT) must not occur on any device between the FortiMail unit and
SMTP clients, such as subscribers and external MTAs. Antispam scans involving the SMTP
client’s IP address, such as sender reputation, carrier endpoint reputation, session rate limits,
and mail rate limits, require the ability to correctly identify each source of email by its unique IP
address in order to operate correctly. NAT would interfere with this requirement.

Full transparency is configured. Popular email services such as Microsoft Hotmail may rate limit
by an SMTP client’s IP address in order to reduce spam. If the FortiMail unit were not
transparent to those mail servers, all SMTP connections from your subscribers would appear to
come from the FortiMail unit. The result is that external mail servers could throttle the
connections of all subscribers behind the FortiMail unit. To prevent this, each individual SMTP
client’s IP address should be visible to external MTAs. NAT therefore would also interfere with
the requirement of transparency.
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Protected domains and access control rules (sometimes called access control lists or ACLs) are
not configured. Instead, administrators will configure ACLs on their own internal or external
MTAs.

You could configure ACLs to reject SMTP connections from specific IP addresses if required by
your security policy.However, in this example, because no protected domains are configured,
ACLs are not required. For connections to unprotected SMTP servers, the implicit ACL permits
the connection if no other ACL is configured.

To prevent SMTP clients’ access to open relays, the outgoing proxy will require all connections
to be authenticated using the SMTP AUTH command, but will not apply authentication profiles
on behalf of the SMTP servers, as no protected domains are configured. It will also not interfere
with command pipelining. However, the outgoing proxy will be configured to block TLS
connections, whose encryption would prevent the FortiMail unit from being able to scan the
connection.

The outgoing proxy is enabled. Unlike other transparent mode deployments, because no
protected domains are defined, all connections will be considered to be outgoing — that is,
destined for an SMTP server whose IP address is not configured in the SMTP server field in a
protected domain. As a result, all connections will be handled by the outgoing proxy. The
built-in MTA will never be implicitly used, and the incoming proxy will never be used. If a
destination SMTP server is unavailable, the outgoing proxy will refuse the connection. The
FortiMail unit will not queue undeliverable mail. Instead, each SMTP client will be responsible
for retrying its own delivery attempts.

Unlike other FortiMail deployments, because the ISP or carrier uses a RADIUS server to
authenticate and/or track the currently assigned IP addresses of subscribers, the FortiMail unit
can combat spam using the carrier endpoint reputation feature.

The FortiMail unit scans SMTP connections originating from both the internal and external
network.

e Scanning connections from the external network protects subscribers from viruses and
spam.

e Scanning connections from the internal network protects subscribers’ service levels and
reduces cost of operation to the ISP or carrier by preventing its public IP addresses from
being added to DNS block list (DNSBL) servers.

Why should you scan email originating from the internal network?

Spammers often use a subscriber account to send spam, either by purchasing temporary
Internet access or, increasingly, by infecting subscriber’s computers or phones. Infected
devices become part of a botnet that can be used to infect more devices, and to send spam.

Because many mail servers use DNSBL to combat spam, if a subscriber’s IP address is added
to a DNSBL, it can instantly cause email service interruption. If the subscriber’s IP address is
dynamic rather than static, when the spammer’s IP address is reassigned to another subscriber,
this can cause problems for an innocent subscriber. Even worse, if many subscribers on your
network share a single public IP address, if that single IP address is blocklisted, all of your
customers could be impacted.

Protecting the public range of IP addresses from being blocklisted is essential for service
providers to be able to guarantee a service level to subscribers.

In addition to jeopardizing customer retention, spam originating from your internal network can
also cost money and time. Spam consumes bandwidth and network resources. Tracking which
in your block of IPs is currently blocklisted, and paying to have them de-listed, can be a
significant recurring cost.
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By scanning email destined for the Internet, you can thereby reduce your own costs and
maximize customers’ satisfaction with your service levels.

To deploy the FortiMail unit at an ISP or carrier, you must complete the following:

¢ Configuring the connection with the RADIUS server
¢ Removing the network interfaces from the bridge

¢ Configuring the session profiles

e Configuring the IP-based policies

e Configuring the outgoing proxy

e Testing the installation

This example assumes you have already completed the Quick Start Wizard. For details, see
“Running the Quick Start Wizard” on page 35.

Configuring the connection with the RADIUS server

FortiMail units can use your RADIUS accounting records to combat spam and viruses. This
reduces spam and viruses originating from your network, and reduces the likelihood that your
public IP addresses will be blocklisted.

Unlike MTAs, computers in homes and small offices and mobile devices such as laptops and
cellular phones that send email may not have a static IP address. Cellular phones’ IP addresses
especially may change very frequently. After a device leaves the network or changes its IP
address, its dynamic IP address may be reused by another device. Because of this, a sender
reputation score that is directly associated with an SMTP client’s IP address may not function
well. A device sending spam could start again with a clean sender reputation score simply by
rejoining the network to get another IP address, and an innocent device could be accidentally
blocklisted when it receives an IP address that was previously used by a spammer.

To control spam from SMTP clients with dynamic IP addresses, you may be able to use the
endpoint reputation score method instead.

The endpoint reputation score method does not directly use the IP address as the SMTP client’s
unique identifier. Instead, it uses the subscriber ID, login ID, MSISDN, or other identifier. (An
MSISDN is the number associated with a mobile device, such as a SIM card on a cellular phone
network.) The IP address is only temporarily associated with this identifier while the device is
joined to the network.

When a device joins the network of its service provider, such as a cellular phone carrier or DSL
provider, it may use a protocol such as PPPoE or PPPoA which supports authentication. The
network access server (NAS) queries the remote authentication dial-in user (RADIUS) server for
authentication and access authorization. If successful, the RADIUS server then creates a record
which associates the device’s MSISDN, subscriber ID, or other identifier with its current IP
address.

The server, next acting as a RADIUS client, sends an accounting request with the mapping to
the FortiMail unit. (The FortiMail unit acts as an auxiliary accounting server if the endpoint
reputation daemon is enabled.) The FortiMail unit then stores the mappings, and uses them for
the endpoint reputation feature.

When the device leaves the network or changes its IP address, the RADIUS server acting as a
client requests that the FortiMail unit stop accounting (that is, remove its local record of the
IP-to-MSISDN/subscriber ID mapping). The FortiMail unit keeps the reputation score
associated with the MSISDN or subscriber ID, which will be re-mapped to the new IP address
upon the next time that the mobile device joins the network.
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The endpoint reputation feature can be used with traditional email, but it can also be used with
MMS text messages.

The multimedia messaging service (MMS) protocol transmits graphics, animations, audio, and
video between mobile phones. There are eight interfaces defined for the MMS standard,
referred to as MM1 through MM8. MMS3 uses SMTP to transmit text messages to and from
mobile phones. Because it can be used to transmit content, spammers can also use MMS to
send spam.

You can blocklist MSISDNs or subscriber IDs to reduce MMS and email spam.

In addition to manually blocklisting or exempting MSISDNs and subscriber IDs, you can
configure automatic blocklisting based upon endpoint reputation scores. If a carrier end point
sends email or text messages that the FortiMail unit detects as spam, the endpoint reputation
score increases. You can configure session profiles to log or block, for a period of time, email
and text messages from carrier end points whose endpoint reputation score exceeds the
threshold during the automatic blocklisting window.

To configure your RADIUS server

1. On your RADIUS server, configure the FortiMail unit as an auxiliary RADIUS server, to which
it will send copies when its accounting records change.

2. Specify that it should send the Calling-Station-1d and Framed-1P-Address
attributes to the FortiMail unit.

The data type of the value of Cal l ing-Station-1d may vary. For 3G subscribers, the
RADIUS server typically uses Cal ling-Station-1d to contain an MSISDN. For ADSL
subscribers, the RADIUS server typically uses to contain a login ID, such as an email
address.

3. Determine whether your RADIUS server sends the Framed- IP-Address attribute’s value in
network order (e.g. 192.168.1.10) or host order (e.g. 10.1.168.192).

4. Verify that routing and firewall policies permit RADIUS accounting records to reach the
FortiMail unit.

To enable the FortiMail unit to receive RADIUS records
1. Connect to the CLI.

This feature cannot be configured through the web UI. For instructions on how to connect to
the CLlI, see “Connecting to the Web Ul or CLI” on page 26.

2. Enter the following command to enable the FortiMail unit to receive RADIUS records by
starting the endpoint reputation daemon:
config antispam settings
set carrier-endpoint-status enable
end
3. Enter the following command to configure the RADIUS secret:
config antispam settings
set carrier-endpoint-acc-secret <secret_str>
end
where <secret_str> is the secret configured on the RADIUS server.
4. Enter the following command to configure whether to enable or disable the FortiMail unit to
validate RADIUS requests using the RADIUS secret:
config antispam settings
set carrier-endpoint-acc-validate <enable | disable>
end

where {enable | disable} indicates your choice.
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5. Enter the following command to configure whether or not the FortiMail unit will acknowledge
accounting records:

config antispam settings

set carrier-endpoint-acc-response {enable | disable}
end

where {enable | disable} indicates your choice.

6. Enter the following command to indicate that the RADIUS server will send the value of the
Framed-1P-Address attribute in network order:

config antispam settings

set carrier-endpoint-framed-ip-order {host-order | network-order}
end

where {host-order | network-order} indicates your choice. (Most RADIUS servers
use network order.)

Removing the network interfaces from the bridge

In transparent mode, by default, network interfaces are members of a Layer 2 bridge, and have
no IP addresses of their own. To connect to the web Ul, administrators connect to any network
interface that is a member of the bridge, using the management IP.

In this deployment example, only port1 will remain a member of the bridge. Administrators will
directly connect their computer to that network interface in order to access the web Ul or CLI.
The network interfaces through which SMTP traffic passes, port2 and port3, will have their own
IP addresses, and will not act as a Layer 2 bridge. As a result, the management IP will not be
accessible from port2 and port3. In addition, all administrative access protocols will be disabled
on port2 and port3 to prevent unauthorized administrative access attempts from the subscriber
and external networks.

Both port2 and port3 will be connected to the same router, and do not require additional static
routes.

To remove port2 and port3 from the bridge

1. Go to System > Network > Interface in the advanced mode of the web UL.
2. Double-click on port2 to edit it.

3. Select Do not associate with management IP.

The network interface will be removed from the bridge, and may be configured with its own
IP address.

4. In IP/Netmask, type the IP address and netmask of the network interface.

5. Next to Access, disable all administrative access protocols, including HTTPS, SSH, and
PING.

6. Next to Administrative status, select Up.
7. Select OK.
8. Repeat this procedure for port3.

Configuring the session profiles

When configuring the protected domain and session profiles, you can select transparency,
encryption, authentication, and antispam IP-based reputation settings that will be applied by an
IP-based policy.

In this deployment example, you configure two session profiles:

¢ a profile for connections from subscribers
e a profile for connections from SMTP clients on the external network
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FortiMail applies each profile in the IP-based policy that governs connections from either the
subsurface or external network.

In both profiles, TLS-encrypted connections are not allowed in order to prevent viruses from
entering or leaving the subscriber network, since encrypted connections cannot be scanned.
Authentication is required to prevent spammers from connecting to open relays. No protected
domains are configured, and so transparency will be configured through the session profiles
alone. This will hide the existence of the FortiMail unit to all SMTP clients.

Because subscribers use dynamic IP addresses, instead of sender reputation, endpoint
reputation is used in the subscribers’ session profile to score their trustworthiness. Endpoint
reputation scans use RADIUS accounting notices from your RADIUS server to map subscriber
end point identifiers or MSISDNSs to their current IP address. Subscribers who have a reputation
for sending spam or viruses will be blocked, thereby reducing the risk that your public IP
addresses could be blocklisted by DNS block list (DNSBL) services.

Sender reputation, which functions best with static IP addresses and does not require a
RADIUS server, will be used in the external networks’ session 