AV Allied Telesis
AT-9000 Series

Gigabit Ethernet Switches

AT-9000/ 1 2PoE
AT-9000/28
AT-9000/28PoE
AT-9000/285P
AT-9000/52

g o o a a

Management Software Command Line Interface
User’s Guide

AlliedWare Plus Version 2.4.1.0

the solution : the network

613-002176 Rev. A



Copyright

Copyright © 2015, Allied Telesis, Inc.
All rights reserved.

This product includes software licensed under the BSD License. As such, the following language applies for those
portions of the software licensed under the BSD License:

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

* Neither the name of Allied Telesis, Inc. nor the names of the respective companies above may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright 1989, 1991, 1992 by Carnegie Mellon University. Derivative Work - 1996, 1998-2000. Copyright 1996, 1998-
2000 by The Regents of the University of California - All rights reserved. Copyright (c) 2001-2003 by Networks
Associates Technology, Inc. - All rights reserved. Copyright (c) 2001-2003 by Cambridge Broadband Ltd. - All rights
reserved. Copyright (c) 2003 by Sun Microsystems, Inc. - All rights reserved. Copyright (c) 2003-2005 by Sparta, Inc. -
All rights reserved. Copyright (c) 2004 by Cisco, Inc. and Information Network Center of Beijing University of Posts and
Telecommunications. - All rights reserved. Copyright (c) 2003 by Fabasoft R&D Software GmbH & Co KG - All rights
reserved. Copyright (c) 2004-2006 by Internet Systems Consortium, Inc. (“ISC”) - All rights reserved. Copyright (c)
1995-2003 by Internet Software Consortium - All rights reserved. Copyright (c) 1992-2003 by David Mills - All rights
reserved. Copyright (c) 1995 by Tatu Ylonen <ylo@ecs.hut.fi>, Espoo, Finland - All rights reserved. Copyright (c) 1998
by CORE SDI S.A., Buenos Aires, Argentina - All rights reserved. Copyright 1995, 1996 by David Mazieres - All rights
reserved. Copyright 1983, 1990, 1992, 1993, 1995 by The Regents of the University of California - All rights reserved.
Copyright (c) 1995 Patrick Powell - All rights reserved. Copyright (c) 1998-2005 The OpenSSL Project - All rights
reserved. Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com) - All rights reserved. Copyright (c) 2008, Henry
Kwok - All rights reserved. Copyright (c) 1995, 1998, 1999, 2000, 2001 by Jef Poskanzer <jef@mail.acme.com>. - All
rights reserved.

Some components of the SSH software are provided under a standard 2-term BSD license with the following names as
copyright holders: Markus Friedl, Theo de Raadt, Niels Provos, Dug Song, Aaron Campbell, Damien Miller, Kevin
Steves, Daniel Kouril, Wesley Griffin, Per Allansson, Nils Nordman, and Simon Wilkinson,

Portable OpenSSH includes code from the following copyright holders, also under the 2-term BSD license: Ben
Lindstrom, Tim Rice, Andre Lucas, Chris Adams, Corinna Vinschen, Cray Inc., Denis Parker, Gert Doering, Jakob
Schlyter, Jason Downs, Juha Yrjola, Michael Stone, Network Associates, Solar Designer, Todd C. Miller, Wayne
Schroeder, William Jones, Darren Tucker, Sun Microsystems, The SCO Group.

Some Portable OpenSSH code is licensed under a 3-term BSD style license to the following copyright holders: Todd C.
Miller, Theo de Raadt, Damien Miller, Eric P. Allman, The Regents of the University of California, and Constantin S.
Svintsoff. Some Portable OpenSSH code is licensed under an ISC-style license to the following copyright holders:
Internet Software Consortium, Todd C. Miller, Reyk Floeter, and Chad Mynhier. Some Portable OpenSSH code is
licensed under a MIT-style license to the following copyright holder: Free Software Foundation, Inc.

This product also includes software licensed under the GNU General Public License available from:

http://www.gnu.org/licenses/gpl2.html



Allied Telesis is committed to meeting the requirements of the open source licenses including the GNU General Public
License (GPL) and will make all required source code available.

If you would like a copy of the GPL source code contained in this product, please send us a request by registered mail
including a check for US$15 to cover production and shipping costs, and a CD with the GPL code will be mailed to you.

GPL Code Request

Allied Telesis, Inc.

3041 Orchard Parkway
San Jose, California 95134

No part of this publication may be reproduced without prior written permission from Allied Telesis, Inc.

Allied Telesis, AlliedWare Plus, and the Allied Telesis logo are trademarks of Allied Telesis, Incorporated. Microsoft and
Internet Explorer are registered trademarks of Microsoft Corporation. All other product names, company names, logos or
other designations mentioned herein are trademarks or registered trademarks of their respective owners.

Allied Telesis, Inc. reserves the right to make changes in specifications and other information contained in this document
without prior written notice. The information provided herein is subject to change without notice. In no event shall Allied
Telesis, Inc. be liable for any incidental, special, indirect, or consequential damages whatsoever, including but not limited
to lost profits, arising out of or related to this manual or the information contained herein, even if Allied Telesis, Inc. has
been advised of, known, or should have known, the possibility of such damages.






Contents

DOCUMENE CONVENTIONS ... .ottt e et et et e et e e e et e e e s e e ea s e e aa e sesan e sasaneessanseanansaas 38
Where to FiNd Web-bDased GUIAES..........oouuie et e e e et e e e e e e e e e naaas 39
Contacting AllIEd TeIESIS .......uueieiii ittt ettt et e e et e e s ae e e e aanneeee s 40

Section I: Getting Started ........eeiciicniicnvnnienscsnnicsssniccsssnsiessssssessssssssssssssssssnssessssss 41

Chapter 1: AlliedWare Plus Command Line Interface ...................cccccoii oo 43
MaNAGEMENT SESSIONS.....eeiiiiiiii ettt e e e eee e e e e s se e abb e baeeeeaaaeeeseeaaaasasbesaaereaaaeeeeasaannsnns 44
[ oTo= 1INV, E=T g E=To =T o =Y oL RPNt 44
RemOote ManagemENt ..........coo oot e e ettt e e e e e e e e e aaaeaeaeeaaaaaeranaaa, 44

[ =T a= Te =Yg =Y o1 [ (=Y £ Tt PP PUPPRR 47
[IoTo= 1|V, =T g =T =Y ot o 0T [ o | 48
AlliedWare Plus Command MOAES .........oooiiiiiiiiieeiiiii ettt e et e e e et e e e e s sntae e e e e sntaeeeenneeas 49
MoVING DOWN the HIEIArCRY ..o e e e e e e e e e e e et e e e e e e e et e e e e e e eeeeas 52
ENABLE COMMANG......iiiiiiiiiiiiii ettt e e ettt e e st e et e e e s nae e e e e s ansaeeeeesanssaeeesannseeeaens 52
CONFIGURE TERMINAL COMMANG .....coiiiiiiiiiieeiiiiie et e ettt e et e e et ee e e e st e e e e esnneeeeeeenneees 52
LINE CONSOLE O COMMENG ....eiiiiiiiiiiiieeiiiiiee ettt e e sttt e e sttt e e e snte e e e e snnteeeeeeansneeeesannnneeean 52
[T = I 4 @724 o = 1o o PRI 53
INTERFACE Command - Dynamic POrt TIrUNK..........cccciiuiiiiiiiiiiieee et e e e e ee e 53
INTERFACE COomMmand = POIMS ...ttt ettt e e ettt e e e st e e e e e nbe e e e e snteeeeeannes 53
INTERFACE Command - Static POrt TrUNK..........ooiiiiiiiii e e 54
INTERFACE VLAN COMMANG .....iiiiiieiiiiiiie e ctteeee ettt e ettt e e e e eabte e e e s asteeeeessanteeeeeesnbeeeeeeannneeeaeeanes 54
VLAN DATABASE COMMANG ...eoiiiiiiiiiiiee ittt ee e sttt e e e ettt e e e s ettt eeeesasteeeeesanteeeeeesasteeeaesaneeeeeesanes 55
LOCATION CIVIC-LOCATION COMMANG ....eotiiiiiiiiiieiiiiiieeeeaiieeeaesaseeeeaesaneeeeaessnsseeeeesannsseeeesannnneeeas 55
LOCATION COORD-LOCATION COMMANG......cittiiiieiiiiiiieeeiiieeeeeeaieeeeeesanieeeeasssnsaeeeeesaneaeeesaannnneeens 55

Y oYY aTo IO oI (g TN o 1T=T = o ) 56
EXIT and QUIT COMMANGS........uuiiiiiiiiiiiie et ee ettt e e e sttt e e et eeeesanbaeeeeesaneeeeeaeanseeeeeeaansneeeesaneneeens 56
1N I 0o g o £ =1 o T R 56

[ IS =T = 0o o1 o 1 =1 o Vo U 57
Port NUMDErs in COMMEANGS........uuiiiieiiiiiiie ettt et e e e sttt e e e sttt ee e e eabeeeeeeeanbeeeeeesanbeeeeeeanseeeeeeeane 58
1070) a0l o Yol w o T4 (30 A TR (o 0 TSRS 60
1070) 001 aaF= o To I o] oy =1 O SRR 61
Command Line Interface FEAtUIES ..........ooi e 61
Command Formatting CONVENLIONS ...........uuiiiiiiiiiiee e e e e e e e e e s s eeeeaaaaaean 61
ComMMANA EXAMPIES .....oeieiiiiiiee ettt e e e e e e e e e e s e ae e e e e eaaee e e e s e e aa—rreaaaaaeaaaan 61
STAMTUD MESSAQES ...ttt ettt e e e e e e e e e e e et aeaeeeeaeaeeeeeeeaaabaabaaeeeeeaaaeeeeanaanbrararaaaaaaaaaaan 62
Chapter 2: Starting a Management SESSION ... e 65
Starting a Local Management SESSION ........eeiiiiiiiii it e e e e e e e s e e e e e e e e e an 66
Starting a Remote Telnet or SSH Management SESSION ........uuiiiiiiiee i a e 68
RV I [ V= SRR 69
What t0 CONfIGUIE FFSt ...t e e et e e e s e n e e e e nbe e e e e e neeas 70
Creating a Boot Configuration File ... 70
Changing the Login PasSWOId. .........oo ittt e e e s e e e 71
Assigning @ Name 10 the SWItCN .........ooii i 71
Adding @ Management 1P AQAIESS .....oooi ittt e et e e e et e e e e e annreeeeeane 72
SN g Te I o 10 G g F=T o = OSSR 74



Contents

ENding @ Management SESSION......ccii ittt e e e e e e e e e e e e e e e e e e e e e e e eeaeaae s 75
Chapter 3: Basic Command Line Management ...................oooiiiiiiiiiii i 77
L0 1CT= Ty TaTo R g TSI Tod (=T=Y o PSP RTSPP 78
Displaying the ON-lNE HEIP ....uuuiiiiiiiiieee et e e e e e e e e e e e e e e e e e e e sranreraeeeaaaaeeas 79
Saving Your Configuration ChangES ..........occcuuiiiiiiiieece e e e et e e e e e e e e e e e e e s nanreeaeees 81
ENding @ Management SESSION........iiiiii ittt e e e e e e e e e e e s e s et e e e e aaaeee e e e e e —araaaaaaaeas 82
Chapter 4: Basic Command Line Management Commands .................cccoiiiiiiiiiiiie e 83
P (QUESTEION MAIK KBY ).ttt ettt e e e e et e e e e b et e e e e be e e e e abb e e e e e e nanees 85
L0 I Y o S 0 ] = SR 87
CONFIGURE TERMINAL ...ttt ettt ettt sttt e et e e e me e e e amte e e e aeeeemneeeemneeeeneeeaaeeeeanneeennes 88
COPY RUNNING-CONFIG STARTUP-CONFIG .....coeiiiieiiieeii ettt seee e 89
D S = OSSR 90
50 SO 91
o = SO R 92
] SO S 93
QSO 94
=L I SO R 95
0 1 1 N SO S 97
L SRR 98
L L =SSR SUPRRRRIN 99
Chapter 5: Temperature and Fan Control OVEervIEW ................cccooiiiiiiiiiiiiiiiie e 101
OVBIVIBW. ..ottt ettt ettt e e ettt e e e e ettt e e e sttt e e e e e ettt e e e e e asteeeeeeanteeeeeeaanbeeeeeeanstaeaeeantaeeeeansaeeeeeannseeeeeannees 102
Displaying the System Environmental Status.............cccuiiiiiiiiiiiie e 103
Controlling ECO-MOAE LED ..........eeiiiiiiiiieiee ettt e e e e e e e et e e e e e e e e e e aanbaeee e 104
Chapter 6: Temperature and Fan Control Commands .................ccoooiiiiiiiiiiie e 105
ECOFRIENDLY LED ... .ottt ettt ettt ettt sttt e st st e s b e e s nbn e e aare e e s nnnee e 106
NO ECOFRIENDLY LED ... ..ottt sttt e s e st e e e s e e st e e e nre e e nnne e e 107
SHOW ECOFRIENDLY ...ttt sttt ettt ettt s e e sa et e s be e e ss e e e be e e e anb et e aan e e e nreeennnnee e 108
SHOW SYSTEM ENVIRONMENT ..ottt ettt et e e seb et s e nraeesne e 109
Section IT: Basic OPerations ........cccccceeesssnereccssssssnsescssssssssssssssssssssssssssssssssssssssssssses 111
Chapter 7: Basic Switch Management ... e e e e 113
Adding @ Name 10 the SWILCH ... e e e e e e e e e e e e e as 114
Adding Contact and Location INfOrmation ..............eooiiiiiiiii e 115
Displaying Parameter SEHINGS .........uviiiiiii e 116
Manually Setting the Date and TiME ......ooiiiii e 117
PiNgiNg NEIWOIrK DEVICES. .....ciueiiieieiitt ettt et e e s et e e e e a b e e e e e b e e e e e enneas 118
RESELNG the SWILCH ... et 119
Restoring the Default Settings to the SWItCh ... 120
Setting the Baud Rate of the CoNS0le POIt...........oo i 122
Configuring the Management SESSION TIMEIS ......c.cooiiiiiiii i e 124
Setting the Maximum Number of Manager SESSIONS .........cccoiiiiiiiiiiiiii e 126
ConfiguIING the BanNEIS .......oooiiiiieee ettt e e e e e e e rb e e b e e e e ennnes 127
Chapter 8: Basic Switch Management Commands ................coocuiiiiiiiiiii e 131
BANNER EXEC ... ..ottt ettt ettt st e e s bt e e st et e e b b e e e bee e e aabe e e eab e e e aabeeesabeeeanbeeesanneeans 133
BANNER LOGIN ...ttt ettt ettt ettt ettt e sttt e s bt e e e be e e s sttt e aabe e e anbe e e sabeeesbeeesbeeeesaneenas 135
BANNER MOTD ...ttt ettt ettt ettt sttt ettt e skttt e ht e e aa ke e e sa ke e e aa bt e a2 mb e e e bbe e e sabeeesbeeeanbeeesanneeaas 137
BAUD-RATE SET ...ttt ettt ettt ettt ettt sttt s bt e e bt e e o st e e oa bt e e aa b et e easb e e eabee e e sabeeeabeeeanbeeesanaeeas 139
CLOCK SET .ottt ittt ettt h et a e e a bt ettt e oot e e o bt e e o bt e e e st e e ekt e e e aa b e e e eabe e e sabeesabeeeanbeeesanneeans 140



AT-9000 Switch Command Line User’s Guide

ERASE STARTUP-CONFIG ... ...ttt ettt e e e sttt e e e sttt e e e e s sseaeeeesanssaeeesannssaeeesanseeeaesn 141
) L@ I8 11V 1 PSSP 142
=TSR PSR 144
L (O 1S I N | S SPR 145
LINE CONSOLE ..ottt et e ettt e e ettt e e e et ae e e e e e aasteeeaeeassseeeeeassaeeeenssaeeeesansseeeens 146
I I SRS 147
NO HOSTINAME ...ttt e et e e e ettt e e s st ee e e e e s aaseeeeeeaaasseeeeeassaeeeesanssseeeeeanssaeeeeeasseeeesannsseeeens 148
| SRR 149
PING TPVB ...ttt et e ettt e e ettt e e e eaet et e e e esteeeee e et eeeeeeeanseeeeaeassseeeeeanseeeeeanssaeeenannnneeaens 151
=1 =1 1 1 SRS 152
=] I L I SRR 153
SERVICE MAXMANAGER ..ottt ettt e ettt e e e et e e e e et be e e e e e ntteeaeeanbeeeaesenneeeeeanreeas 154
SHOW BANNER LOGIN ..ottt ettt et e e e s st e e e s et e e e s ensteeeeeassteeeeeannteeeeannnenas 155
SHOW BAUD-RATE ...ttt e ettt e e ettt e e e ettt e e e e e sttt e e e enstteeaesansseeeeeeansbaeeeeensaeaeeeeansenas 156
T [ 1T 1 I 1 SRR 157
SHOW RUNNING-CONFIG ......coiiiiiiiiiiee ittt st a e e st e e e s ettt e e e s s nbaeeeessnsseeeeeeansbeeaeeannneeeeeannrees 158
SHOW SWWITCH ...ttt et e e e e e ettt e e e e e s ee e e e e ansbeeeeeeannbeeaesansbeeeesassteeeaansseeeeeeansees 159
T [0 A AT S I = 1V TSR 161
SHOW SYSTEM SERIALNUMBER ...ttt ettt e e et e e e e ea e s e nneeas 162
SHOW USERS ...ttt e e ettt e s ettt e e e e e s b te e e e e e nsbeeeeeeansbeeeeeansteesennsbeeaeeeannees 163
SHOW VERSION ..ottt ittt s ettt e e sttt e e s ettt e e e s aa et e e e s aaseaeeeeeansbaeeesaansbeeeeeansteeaansbeeeeeeanseees 165
SNMP-SERVER CONTACT ..oeiiiiiiiiiiii ettt ettt e e sttt e e st e e e s sabe e e e e aanstae e e e s nstaeeeeaanstaeaeesannsenaeeanreees 166
SNMP-SERVER LOCATION ..ottt ittt ettt e et e e sttt e e e s sttt e e e s e st bee e e s s ntteeaeaanseeeaeeanseeeeeannseeas 167
SYSTEM TERRITORY ...ttt ettt s et e sttt ettt e e e ettt e e e s e st it e e e e e s steeeesassaeeesannsteeaesansaeaeeeaansenas 168
Chapter 9: Port Parameters ................ooviiiiiiiiiii et e e e e e e s e e e e e e e e e e s eaaraaes 171
o Lo [T To T =Ty o) 4] 1= PSS 172
Setting the Speed and DUPIEX MOAE .........uiiiiiiiiiiii e e e e e e e e e e aaaaeeeeeeas 173
Setting the MDI/MDI-X Wiring Configuration...............ooiii oottt e e e e 175
(=Y F=Tol[TaTo o] gl BIET=1o) [T aTe T mdo ] - 176
Enabling or Disabling BaCKPrESSUIE ..........ccooiiiiiiieieeee et e e e e e e e e e et ee et e e e e e e s e e e e aeeas 177
Enabling or Disabling FIOW CONIIOL..........coiiiiiiiiiiii et e e e e e e e e et eeeaaaeeeeeeas 178
LYY= o TN o o €= 181
Configuring Threshold Limits for INgress PacketS............ooooiiiiiiiiiiiic e 182
Displaying Threshold Limit Settings 0N POIS..........oooiiiiiiiieeee e 184
Reinitializing AULO-NEegOtIAatioN .........uueiiiiiie e e e e e e e e e eaas 185
Restoring the Default SEHINGS .....ooovii i e aa e e 186
(DYl F= 1Y T aTo I o] g S 1= 1] o TP PPPRRPRR 187
Displaying Speed and Duplex SEHiNGS .........uuviiiiiiiiiiei e 187
Displaying Port STAtUS .......cooiiiiiee et e e e e e e e e s rraaaaeeaaaaanane 187
Displaying Port Configuration ..............oiieiiiiiiiiiee et e e e e e e e s s eeeaaaaeeseeeannnenes 188
Displaying or Clearing Port STatiStCS ..........iiiiiiiiiii e a e 189
Displaying SFP INTOrMation .........ccoiiiiieeee e e e e e e e e e e e e re e e eaaaaaeeaeas 190
Chapter 10: Port Parameter Commands ... e e e e e e e e 191
BACKPRESSURE...... .ottt e ettt e e ettt e e e ettt e e e e eata e e e e e seatseeeesassaeeeesassseeeesanssaeeeesansreeaeas 194
2] I PRSPPSO SRR 196
CLEAR PORT COUNTER ..ottt ettt ettt ettt e e e e e e e et a e e e e ab e e e e e snnbaeeaeeennbeeaeeenseeas 197
DESCRIPTION . ...cce ittt e ettt e ettt e e e st e e e e s et e e e e e e saasseeeeessbaeeeesanssseeeseanssaeeaassaneeesannnneeess 198
DUPLEX ..ottt e e e ettt e e ettt e e e e ettaeeeeeeasaaeeaeeaatsaeeeeeastbeeeeeaassbeeeeeebeeeeeeannaaeeeeannnrreaens 200
EGRESS-RATE-LIMIT ..ottt ettt e e ettt e e e et e e e e e st e e e e s aa e e e e e sansseeeesannsaeeaesensreeaeas 202
O I I 1/ PSSR PPPP 203
FLOWG CONTROL ...ttt sttt e ettt e e sttt e e e s et e e e e e eatae e e e e eatseeeessssaeeeeeanssaeeaesanseeeesansneeaess 204
HOLBPLIMIT .ttt ettt e e ettt e e s bt e e e eaaa e et e e e easseeeaesnssaeee e s sssaeeaeanssaeesanssaeeesannnneeess 207
NO EGRESS-RATE-LIMIT ... .ottt ettt e et e e e et e e e e s et e e e s e ab e e e e saaaseeeessnsaeeaesnnnseeeaeas 209
NO FLOWECONTROL ....eiiieiitieie ettt e ettt e ettt e e sttt e e e s et e e e e e atae e e e e sataeeeesesaseeeeesnssaeeeeansssaeesnnnnreeaeas 210



Contents

INO SHUTDOWVN ...ttt ettt s et e e ettt e e s ettt e e s aasteeee e e sseeeae e e sebeeeeeanssbeeeeeannseeeeseansbeeeannseeaeeannnes 211
NO SNMP TRAP LINK-STATUS .....coeeiiie ittt s ettt s sttt e e s st e e e e astte e e e s ansaeeeeaannseeeeeeanreeeeeannees 212
NO STORM-CONTROL ....ctiiiiiiiiiiei ittt e ettt ettt e e st e e e e ssebe e e e e sansteeeeeanssaeaeeansaeeeeeaansaeeeeaaaneeeseanssens 213
O ] o I PSR 214
PURGE ...ttt ettt e e e ettt e e e s e et e e e e a sttt e e e e st aeeeeeannbee e e e e nnbee e e nteeeaeeanreeeeeeannees 216
L= | LT N I =SSP 217
L T PRSP 218
SHOW FLOWCONTROL INTERFACE ...ttt ettt ettt e ettt e e e st e e e e s snteeaeaesnnsaeeaeeannes 219
SHOW INTERFACE ...ttt ettt e ettt e e e e ettt e e e e ettt e e e e snteeeeeeeastaeeae e e staeeeeeassaeeesnnteeaeeannens 221
SHOW INTERFACE BRIEF .......oooiiiiiiiie ettt ettt e e ettt e e e e et ae e e e et tee e e e e snbaeeeeesantaeeeennneas 225
SHOW INTERFACE STATUS ...ttt et e e e e ettt e e e e e st e e e e et ee e e e e e snbaeaeeeenntaeeeennnes 227
SHOW PLATFORM TABLE PORT COUNTERS ...ttt e 229
SHOW RUNNING-CONFIG INTERFACE ......coii ittt ettt e e see e e e enae e e e e e e e e e 232
SHOW STORM-CONTROL ......ttiiie ittt e ettt e e e ettt e e e e ateee e e e s ssteeaeeesastaeaaeaansaeeaeessssneeeeaanseeeeensnens 233
SHOW SYSTEM PLUGGABLE ...ttt ettt e e e e st e e e e snaee e e e e snnaeee e e e nnseeeeennnes 235
SHOW SYSTEM PLUGGABLE DETAIL .....cotiiiieiiiiiiee et ettt e e et e e e e sniaeeaeesnnteeeeesanneneeaeeannes 236
0T [ 0L T PRSP 237
SNMP TRAP LINK-STATUS ..ottt ettt et e e e e e ettt e e e e e s ate e e e e e snnteeaeeeaseeeaeeeansaeeeeannnes 238
ST 5 PSPPSR 239
STORM-CONTROL ...citieiittiie ettt e e e ettt e e e e ettt e e e e s sttt e e e e s teaeaeesansaeeaeeaasteeeaeeanssaeeesnnteeaeeasnees 241
Chapter 11: Power Over Ethernet ...............ooooiiiiiiii e e e e e e e e e e s snanes 243
OVBIVIBW. ..ot e ettt ettt e e oottt e e e ettt e e e e ea bt e e e e e e ah e ee e e e e antee e e e e e ambeeee e e s sbeeeeeenbeeee e e nseeeeeeannbeeeeeannees 244
Power Sourcing EQUIPMENT (PSE) ...t e e e e e e s eeaaea e 244
POWEIEd DEVICE (PD)....uueeiiiiiiiiiie e ettt e e e e e et e e e e e e e e s e s e aaeeeeeeaaeeseesaaennnrbeeeeeaeaeaess 244

B O =TTt RS 244

Lo Y= g = T T [T U 244
POt PriortiZatioN ...t e e e e e e e e e 245
Enabling and Disabling POE ...........cooo oottt e e e s e e e e e e e e e e aa e e e e e araranane 246
Adding PD DesCriptions t0 POIS ......cccciiiiiiece ettt s e s e e e e e e e a e e e e e aaeaans 248
Ll ToT 414 To TN o] o €= SRR 249
Managing the Maximum Power Limit ON POIS ..........uuuiiiiiiiiiiii e e e e e e e e e e e e e e e eeeenanees 250
Y =T aE=To T o T I=To F= Ty YA d I L PRSPPI 251
Monitoring POWer CONSUMPLION .......ccoiiiiiiiiiiieeeee et e e e e e e e e s r e e e e aaeeeeeeseesnnrraeeeeaaeeeeas 252
Displaying POE INfOrMALION ........ueiiiiiiiiii e e e e e e e e e e e e ereeeaaeeeeas 253
Chapter 12: Power Over Ethernet Commands ... 255
CLEAR POWER-INLINE COUNTERS INTERFACE........ooi ittt 257
NO POWER-INLINE ALLOW-LEGACY ....ootiiiieiitiit ettt e e e et e e e s et e e e e e e e e e e ennnes 258
NO POWER-INLINE DESCRIPTION ....ociiiiiiieiiiiieet ettt e et e et a e s et e e e e e nte e e e e ennnbaeaeeennas 259
NO POWER-INLINE ENABLE ...ttt ettt e e et e e e e et e e e e e aban e e e e e nbbae e ennneas 260
NO POWER-INLINE MAX ..ttt ettt e et e e ettt e e e et e e e e e et s e e e e e s aeeaeesanbaneeeeeneeaeeannses 261
NO POWER-INLINE PRIORITY ..ottt ettt e ettt e e st e e e et e e e e e abe e e e e enntaeeeennneas 262
NO POWER-INLINE USAGE-THRESHOLD .........coiiiiiiiiee ettt e e ataee e 263
NO SERVICE POWER-INLINE ...ttt ettt ettt et e e e et e e e e e et e e e e e enntaeeeennreas 264
NO SNMP-SERVER ENABLE TRAP POWER-INLINE.........ccviiiiiiiiie et 265
POWER-INLINE ALLOW-LEGACY ....ooiieiiieieie ettt ettt ettt s ettt e e e e sttt e e e e s e ab e e e s eenbee e e e eennbeeeeeennreas 266
POWER-INLINE DESCRIPTION.......uiiiiiiiiiiiii ettt ettt e ettt s et e e e e e aabe e e e s e ab e e e e e enaae e e e e enbseeeeennreas 267
POWER-INLINE ENABLE .......oooiiieieie ettt e et e e e et e e e e et e e e e e abe e e e e ennneeaeeennres 268
POWER-INLINE MAX ..ottt ettt e ettt e e e ettt e e e e et e e e e e eantbaeaeeessaeeaeeaansseeeeeasreeaeeennres 269
POWER-INLINE PRIORITY ..ottt ettt ettt e ettt e e e e et e e e et e e e e et e e e e e e nbaeaeeennbeaeeennreas 270
POWER-INLINE USAGE-THRESHOLD ......ooiiiiiiiie ettt e e e e e e 272
SERVICE POWER-INLINE ...ttt ettt e e e e ettt e e e e e tbae e e e e sbaee e e e e sabeaeeennres 273
SHOW POWER-INLINE ...ttt ettt e e e et e e e e e et ae e e e e e tb e e e e e sbaeeeeeeereeaeeensres 274
SHOW POWER-INLINE COUNTERS INTERFACE .......oooiiieee et 277



AT-9000 Switch Command Line User’s Guide

SHOW POWER-INLINE INTERFACE .......ooeiiiiiiiie ettt ettt e e e e e et e e e s eaesennneeas 279
SHOW POWER-INLINE INTERFACE DETAIL.....coiiiitiiie ittt e e e e e enee e e e 280
SNMP-SERVER ENABLE TRAP POWER-INLINE........cccoiiiiiie ittt 283
Chapter 13: IPv4 and IPv6 Management AdAreSSES .............cooooiiiiiiiiiiiiiiiee e e e e e eaannnees 285
OVEIVIBW ...ttt ettt ettt e e ettt e e e ettt e e e nea et e e e o s ettt e e e ea s st e e e e e aanste e e e e nnbee e e s annbeeeennnteeeeeeansbeeeeeeanneeas 286
Assigning an IPv4 Management Address and Default Gateway.............ccccvieeeeiiiiiiiiiiiiiiieeee e, 289
Adding an IPv4 Management AQAreSS .........ooooiiiiiiiiiiceie e a e e e e e 289
Adding an IPv4 Default Gateway AAAIESS ........coeiiiieiiiiiiiiiieeeee e a e e e e e re e 291
Deleting an IPv4 Management Address and Default Gateway ..........cccccccoeeviiiiiiiiiiiieeieeee e, 292
Displaying an IPv4 Management Address and Default Gateway ...........ccccccccoeeviiiiiiiiiiieeec e, 293
Assigning an IPv6 Management Address and Default Gateway............cccccvveeeeiiiiiiiiiiiiiiieeee e, 294
Adding an IPv6 Management AAAreSS ..........oooiiiiiiiieiecie e e e e e e e e e e 294
Adding an IPv6 Default Gateway AAAIESS .........ceiiiiieiiiiiiiiee et e e e e e ee e 295
Deleting an IPv6 Management Address and Default Gateway ..........ccccccceeeviiiiciiiiiiiieeieeee e, 296
Displaying an IPv6 Management Address and Default Gateway ...........cccccccoeeveeiiiiiiiiieeee e, 297
Chapter 14: IPv4 and IPv6 Management Address Commands ................ceeeeiiiiiiiiiniiiiiee e 299
CLEAR IPVB NEIGHBORS .......cooiiiiiiiie it se et s et e e st e e e st e e e e e ss b e e e s e nsbeeaeeansseeaesanseeeeeansenas 301
[P ADDRESS ..ottt e et e e e ettt e e e e ettt e e e e et b e e e e e e hteeee e e et —eeeeeaantaraeeeaanteeeeearaaeeaeeaarraaaeeeanns 302
[P ADDRESS DHCOCP ...ttt ettt e e e sttt e e e sttt e e e e eatte e e e e e aateeeeeeasbaeeeeesnsteeeeeeansseaesansneaaeesanes 304
IP ROUTE ...ttt e e e e ettt e e e et e e e e e s asteeeeeeastaeeeeesasseeeeeaasteeeeeesnsseneesnssaeeaesassnnneenanns 306
IPVB ADDRESS .......oiiiiiiiitiiiee ettt e ettt e e e sttt e e e sttt eeeesteeeeeeeasseeeaeeaastseeeeeasbaeeeeesnsseeeaeeanseeaessnsseneeeeanns 308
IPVB ROUTE .....ceiii ittt e e e ettt e e e eat e e e e e aasteeeeeesstaeeeeesasseeeeeaassbeeeeeanseaeeeanssneaessasseneeesanns 310
NO TP ADDRESS ... .. ceiiiiiei ittt e ettt e e e et e e e s et teeeee s s s eaeeeeeasseeeeeaassseeeaeaasssaeeeesasssaeeeensseneenannssneeens 312
NO [P ADDRESS DHCP ... . ettt ettt s et e e e et e e e e s st et e e s anssaeeeesensseeeesansaeeeeannnsneeeess 313
N[O N L 1 U I PSSP 314
NO IPVB ADDRESS.......coiiiitiiiiie ettt e ettt e e s sttt e e e s et et eeeasassaeeeeaassseeeesassseeeesanssaeeeeaasseneesannsneeeens 315
NO IPVB ROUTE ...ttt ettt et et e e e sttt e e s st e e e e e antsaeeeeessseeeessssseeeeeanssseeeeanssnneenansneeeess 316
SHOW IP INTERFAGQCE ......oo oottt ettt s ettt e e e et e e e e e st b e e e e s ssbe e e e s ansteeeeeessaeaeeeantenaeeeansees 317
SHOW IP ROUTE ...t ittt s ettt e e st e e s ettt e e e s e e e e e e e nssee e e e s sssaeeesensbeeeesassseeannsseeaeeeansres 318
SHOW IPVB INTERFACE ... ..ottt ettt ettt e e et e e e e et e e e e s e s e e e e e e nnsbeeeesennneeeeeennrenas 320
SHOW IPVB ROUTE ..ottt ettt sttt e e et e e e et e e e e s nsbe e e e e e ssteeeesassseeaeeanssaeeeesnsteeaeeennsees 321
Chapter 15: DHCP Server with Port-Based IP Assignment ..................ccooooiiiiiiiiiie e 323
OVEIVIBW ...ttt ettt e ettt e e ettt e e s ettt e e e e e aat et e e e e s see e e e e e sseeeeeeansseeeeeeannbaeeeeaansbeeeennsteeaeeeanssenaeeeannres 324
Configuring the DHOCP SEIVET ...ttt et e e et e e e s et e e e s st e e e e e e entbeeaeeeanteeeeeennneeas 325
Enabling Port-Based [P ASSIGNMENT .........omiiiiiiiii s e e e e e e e e e e e e eanaees 325
Creating @ DHECP POOL........oooiii ettt e e e e e e e e e et eeaeaeeeeaas 325
DEfiNING @ NEIWOIK ....eeeiiiiiiiieie ettt e e e e e e e e e e e e e e e e e e eeaaabsaaeeeeeeeeesaaannsenes 326
DEfiNING @ RANGE .....eeeiiiiiiii ettt e et e e e e e e e e e e e ee ettt s e e aeeaeeeeseeannnenes 327
SEtlNG @ LEASE TIME....uuiiiiiiiiiiie ettt e e e e e e e e et e e e e e e e e e e e e e ettt s b e e e eaaaeeeeaas 327
SettiNg the OPLIONS ......eiiiiieeieeee e e e e e e e e e e e e e et ereeaaaeeeeaas 328
Defining Ports’ IP Addresses Offered DHCP ServiCe..........cccoouuiiiiiiiiiiiie e, 330
DHCP Server Configuration EXampPIe .............uuuviiiiiiiiiiiii e e e e 331
Displaying Status of Port-Based IP ASSIGNMENt ............oouiiiiiiiiiiiii e 333
Displaying Lease BinNAINGS ........coooiiiiiiiieeeeee ettt ettt e e e e e e e e e e e e e aaaaaaaaaaa 333
Displaying DHCP Address Pool Configuration ...............cooociiiiiiiiiiiie e 334
Displaying DHCP Server StatiStiCS ........cuiiiiiiiiieiiiiiiie et e e e e e e e s 334
Chapter 16: DHCP Server with Port-Based IP Assignment Commands .................ccccccccoeiiiiiiiiiniinnenn, 337
DEFAULT-ROUTER ...ttt ettt sttt e e ettt e e e s s et e e e e e annete e e e s antsteeeesanseaeeesnnneeeeens 339
] O O ] =t | SRR 340
DINS-SERVER. ...ttt ettt e ettt e e e st et e e e e sttt e e e s am bttt e e e e ansteeee e e nsae e e e nnbbeeee e nneeeeens 341
10 1Y N N B 1 SR 342
1 o [0 O T | P PERUPTUPERP 343



Contents

L A S ..ottt ettt e e e e a————eeeaa——eeae e ataeee e et taeeeeaantaeeaeaanteeeeanreeeeeannnreeeeeannaes 344
LEASE INFINITE ...ttt ettt sttt e e ettt e e e aast et e e e e ans e e e e e entteeeeeanssaeee e e nsaeeaeeannreeaeeennnes 345
N I T PRSP 346
NO DEFAULT-ROUTER ....oiiiiitiite sttt ettt e e e sttt e e e st e e e e anst e e e e ansaeeeeeeansaneeeeanneeeeeannnes 347
NO DHCP-OFFER TP ...ttt ettt e ettt e e e ettt e e e et e e e e e st ae e e e e nsteeaeeeanssaeeensteeaeeannnes 348
NO DNS-SERVER......cco ittt ettt e ettt e e ettt e e e ta e e e e e st eeeeeeassbeeeeeanssbeeaesanseeeensteeaeeansnees 350
NO DOMAIN-NAME ... ..ottt ettt e s sttt e e e aseteeee e s ssteeaeaanbeeeeeaanssaeeeeaaanbeeaeennsseeaeeansnees 351
N[O o (O i = 1 PR 352
INO LEASE ...ttt ettt e ettt e e ettt e e e e e a ettt e e e e nstaeee e e nseeee e e nsbeeee e e nsteeeeeannbeeeeeaannreeeeeennees 353
NO NETWORK ...ttt ettt e ettt e e ettt e e s sttt e e e anneteeeeaasteeaeeaansbaeeee e nsbeeaeeeansseeeannseeaeeannens 354
N[O Y ] TSP 355
N[O N ] I PRSP 356
NO SERVICE DHCP-SERVER ...ttt ettt ettt e e et e e e s e e e e e nte e e e e ennntaeaennnneas 357
NO SUBNET-MASK ... .oeeiiiiiei ittt ettt e ettt e e sttt e e e aassteeee e e nsteeeeaanstaeeeeannsaeeeeeannsaeeeennnseeeeeansnens 358
RANGE ...ttt ettt e e s ettt e e e e et e e e e n bttt e e e e n e ae e e e e e s aae e e e e nnbee e e nraaeaeeanraeeeeeannnes 359
SERVICE DHCP-SERVER...... .ottt et e e e ettt e e e et e e e e e st e e e e e snteeeeennnes 360
SHOW IP DHCP BINDING .......cotiiiieiiiiiie ettt e ettt e e e e sttt e e e e st ee e e s snteeeaeesantaeeaessstaeeeessneeeeeennes 361
SHOW [P DHCP POOL ... ..iiiiiiiiiiie ettt ettt e e e e sttt e e e et te e e e e st eee e e s antaeeaeeastaeeeeeassaaeeesnseeaeeannnens 363
SHOW IP DHCP SERVER STATISTICS ...ttt ettt ettt e e e s st e e e e s sntaeeeaesantaneaeesanes 364
SUBNET-MASK ...ttt ettt e e e et e e e e ettt e e e e e asteee e e e e steeaa e e s teeeaeeeassaeeaeeasteeeeesasteeeeannseeaeeasnees 365
Chapter 17: Simple Network Time Protocol (SNTP) Client ...............ccccoiiiiiiii e 367
OVBIVIBW. ..ottt ettt ettt e oottt e e e ottt e e e e ea kbt e e e e e ah e te e e e e nte e e e e e e ambeeeeeeansteeee e e nbeeee e e nbeeeeeeannbeeeeeannnes 368
Activating the SNTP Client and Specifying the IP Address of an NTP or SNTP Server ........cccccccoeee.. 369
Configuring Daylight Savings Time and UTC OffSet .........cooviiiiiiiiiiee e 370
Disabling the SNTP CHENT......uueiiiiiieiee et e e e e e e e e e e s e e e e aaae e e e s s st abaaareeeaaaeaeas 372
Displaying the SNTP CIENT .......ueeeiiiiiiieii e e e e e e e e e e e e e e s e e raaeeeeeaaeeeeas 373
Displaying the Date and TimMe ........ccoooiiiiii ettt s e s e e e e e e e aeaaeaeeeeeeeeeeeeeeeenees 374
Chapter 18: SNTP Client COMMAaNAS ... e e e e e e e e e e e e e e aennnes 375
CLOCK SUMMER-TIME ..ottt ettt ettt e ettt e e e e sttt e e e e e s ste e e e e e ansseaeeeentaeeaeeesntaneeeasaneeeeeassees 376
L0 IO 10 (G 11,1 =7 @ N PRSP 377
NO CLOCK SUMMER-TIME .....ooiiiiiiiite ettt e st e e s st e e e s et e e e e s assteeaesensteeaeeasnneeeaeeannsseeeeannses 378
N L@ NV e o PR 379
N NI = TSP PRP 380
LU I PSP 381
SHOW CLOCK ...ttt ettt e e e ettt e e e e ettt e e e e st teeeeeeasteeeae e e ssaeaeeeanstaeeeeaassaeeaeeasteeseansseeaeensnens 382
SHOW NTP ASSOCIATIONS ...ttt e e e e et e e e e e et e e e e e sab e e e e e nabeeeeeessreeaeeennres 383
SHOW NTP ST ATUS .ttt e et e e e e et e e e e e et e e e e e e et ae e e e e e astaeeeesenssaeeeeasteeaeeesses 385
Chapter 19: MAC Address Table ...t e e e e e e e e e e e eaaanes 387
OVEIVIBW. ..ottt ettt ettt e e ettt e e e oottt e e e e ttee e e e e aa ke eeeeeeasteeeeeaanteeeeeeeasbeeee e e e sbaeaeeannbaeeeeansaeeaeeannteeaeeannnees 388
Adding SAtiC MAC AGAIESSES .....ueeeiiiiieiie ettt e e e e e e e e e e et e e e e e e e e e e e e e e e aaabeeeeaaaaeaas 390
Deleting MAC AQAIESSES .. ..uuieiiieiiiiiiiae ettt e e e e e e e e e e e ee bttt e e et e e e e e e e e e s e abeebeeeeeeeaaaeaeaaaanbeeeeeeeaaaaaans 392
Setting the AGING TIMIEI . ..eeiii et e e e e e e sttt e e e e as bt e e e e asteeaeeeanbaeeeeannteeaeeennnees 394
Displaying the MAC AdAress Table.........c.uuiiiiiiiiie e e e e e e e nbee e e e eneeas 395
Chapter 20: MAC Address Table COmMMANS ...............cccuiiiiiiiiiiii e e e e e e e 397
CLEAR MAGC ADDRESS-TABLE ...ttt ettt e e e st e e e e e enbee e e e e e nnreeeeeenneeas 398
MAC ADDRESS-TABLE AGEING-TIME ......ccoiiiiiiiie ettt et e e e e nnteee e e e neeeas 400
MAC ADDRESS-TABLE STATIC ... .ttt ettt e st e e e e eetbee e e s e et e e e s e nnbeeeeeesnnbeeeeeennneas 402
NO MAC ADDRESS-TABLE STATIC ...ttt ettt et e e s e e e e e e e e et ee e e e enneas 404
SHOW MAC ADDRESS-TABLE ...ttt ettt e e ettt e e e e st e e e e e nbee e e e e annbeeeeeennneas 406
Chapter 21: Enhanced Stacking ... e e e e e e e e e e e e e e e e e nnnnnes 409
L0 YT 11 SR 410



AT-9000 Switch Command Line User’s Guide

Command and Member SWILChES ..........oiiiiiiiii e 410
CoMIMON VAN ettt e ettt et e et e e e e e e e e e aa e be bt e e et e eaaeeeeeaaaannnbnbteeaaaaaaaaaens 410

LC 010 oY ] o PSSR 411

7=t oY= IS (T o1 TP RPPTTT 411
Configuring the Command SWILCH.........coiiiiiiii e e e 413
Configuring @ MemMDEr SWItCR .........eiiiiii e e et e e et e e e e et e e e e enneeas 416
Managing the Member Switches of an Enhanced StacK...........ccceiiiiiiiiiiiiiiiiiie e 418
Changing the Enhanced Stacking MOGE..........c.uuiiiiiiiiiie et ee e e e 420
Uploading Boot Configuration Files from the Command Switch to Member Switches.............ccccoccveee. 422
Uploading the Management Software from the Command Switch to Member Switches......................... 429
Disabling ENhanced STACKING ........coiiiiiiiiiiei ettt e e e s e e e st e e e e s st ae e e e e nnssaeeesennseeeee s 431
Chapter 22: Enhanced Stacking Commands ................cccccoeeiiiiiiiiiii e 433
ESTACK COMMAND-SWITCH ...ttt ettt e ettt e e st e e e s st te e e e s annateeeesannneeeens 435
ESTACK RUN ...ttt ettt e e e ettt et e s ettt e e e e aata e e e e e e steeeeeeasteeeeeeanssbeeaanssbeeeesannseneeens 436
NO ESTACK COMMAND-SWITCH ...ttt ettt e e at et e e e s ettt e e e s entaeee e e s snbaeeeeesanteeeeans 437
N[O S I 1 (G o U | SRS 438
X1 1Y N AN 5 SR 439
REBOOT ESTACK MEMBER ...ttt ettt e e e ettt e e s s ae et e e s ate et e e e s annateeeesanneeeeeas 440
ST (O 1 AT =S 1 0 PR 442
SHOW ESTACK COMMAND-SWITCH ..ottt ettt et e e et e e e e e eneaee e e e e enneeas 444
SHOW ESTACK REMOTELIST ...ciiiiiiiit ettt ettt sttt e e et e e s st e e e e e nnnteeeeeennnteeeeenneeas 445
UPLOAD CONFIG REMOTELIST ...ciiiiiiiiiie ettt ettt ettt e ettt e e st e e e s amtsae e e e s annsaeeeesannnseeean 447
UPLOAD IMAGE REMOTELIST ....eeeieeiiitiiee ettt ettt e s sttt e e e sttt e e e s amasae e e e s annsaeeeeaannneaeean 448
Chapter 23: Port MIrTor ... ettt ettt et e e e e e e e e e e e e et e e eeaeeaaeeeeaaaannnennnnes 451
L YT 11 PP 452
Creating the Port Mirror or Adding New Source POIMS .........c..uiiiiiiiiiiiii e 453
Removing Source Ports or Deleting the Port MiIrror..........ooueiie e 454
Combining the Port Mirror with Access CoNntrol ListS ........ccooiuiiiiiiiiii e 455
Displaying the POt IMIITON ..ottt e e sttt e e st e e e s nnneeee s 457
Chapter 24: Port Mirror COMMAaNAS ...............oooiiiiiiiiiiiiiee e e e e e e e e e e e e e e e eaaaraees 459
IMIIRROR . ...ttt ettt ettt e e ettt e e e e te et e e e aseee e e e e e steeeeeeaasaeeeeeeamsteeeaeeanseeeeeeaneeeeeannssaeeenannneenens 460
MIRROR INTERFAGCE ... ..ttt ettt e e s ettt e e e eat e e e s s ansae e e e s assaeeeesanssaeeesnnnneeeens 461
NO MIRROR INTERFAQCE ......coi ittt ettt ettt e e e ettt e e s sttt e e s et e e e s snssaeeesaansaaeeesasssneeannnseeeaesn 463
SHOW MIRROR ...ttt sttt ettt e e e ettt e e e e st e e e e s aasbeeeeeeannbaeeesaansbeeeesassteeaansaeeeeeeansees 464
Chapter 25: Internet Group Management Protocol (IGMP) Snooping .............ccccoiiiiiieieei e, 467
OVEBIVIBW ...ttt bttt e bt a et ook et o1kt eea bt e e b bt e e b bt e e 1a bt e e eat et en b et e s be e e enre e e neneee e 468
Understanding Multicast Traffic SettiNgS ........cccccuiiiiiiiiiieec e e 469
Enabling the Suppression of Unknown Multicast Traffic ............cccveeeiiiiieeii e, 469

[ (015 4 Lo T L= 1o oo ] oI V2 470
[ e ] (SR To Ty G =Y i o AP PPPPRRR 470
MURIPIE-NOSES PeF POI ... ettt a e s e s e s e e e aeaaaaaaaanaeeenanes 470

[T gE=T o] T Te T L€V i g oTo] o] 1o T S SPPPRRP 471
Configuring the IGMP Snooping COMMANAS ........cuuiiiiiiieeeiiiicciieee e e e e e e s er e e e e e e e e s e e senanraaaeeeeens 472
[DTET=T o] [T g el (€] 1Y | s ToTo] 11 s o [PPSR 474
Displaying IGMP SNOOPING ....cccieiiiiiiit ettt e et e e e e e e e e e e e s e s e e e e e e eaaaaaeeassannsnranreeeeaaaaaeeenns 475
Chapter 26: IGMP Snooping COMMANAS .............ooiiiiiiiiiiiieie e e e e e e e e e s se e e ereeeeeeeeeaesnnnennes 477
O N o | T SO USSRR 478
[P IGIMP LIMIT oottt ettt e e e et e e e e eat e e e e e e e st aeeeeesastaseaeeansaeeeeesantseeaenssaaeaessssnnaeeeanns 479
IP IGMP QUERIER-TIMEQOUT ..ottt e ettt e s et e st e e et e e s eaeeeenseeeeanteeeanseeeanseeeanneeeanneeeannenas 480
[P IGMP SNOOPING ..ottt et e ettt e et e e et e e e sa e e e saeeeeamteeeameeeeaseeeaseeeenseeenneeaseeeeanneens 481
IP IGMP SNOOPING FLOOD-UNKNOWN-MCAST ......ueiieiieeaieeeiee st e seeeesniteessneeesnneeeesneeeeanneeeenneens 482

11



Contents

IP IGMP SNOOPING MROUTER ...ttt ettt sbbe e e s 484

[P IGIMP STATUS .ttt h e bt e e o ettt e oa b et e e be e e e b e e e e sab et e ambe e e aabeeeeaeeeenbeeesabeeesnnes 485

NO IP IGMP SNOOPING ...ttt b ettt e s e e e bt e e sa b et e ebb e e eabee e e aabeeesnneeesbeeesanneeas 486

NO IP IGMP SNOOPING MROUTER ...ttt ettt ettt s bb e sbe e sabe e sneeens 487
SHOW IP IGMP SNOOPING ......ooiitiiiiiiteiiiee ettt bttt ettt e e ea b e e sabe e e sabeeesaneeesbeesaneee e 488
Chapter 27: Multicast COMMANAS ...............ooiiiiiiiii e e e e e e s rrr e e e e e e e e e s e e aearenes 491
NO SWITCHPORT BLOCK EGRESS-MULTICAST .....ciiiiiiiiiiieeiiie ettt 492

NO SWITCHPORT BLOCK INGRESS-MULTICAST ......ooiiitiiiiiiieiiiie ettt 493
SWITCHPORT BLOCK EGRESS-MULTICAST ...ttt 494
SWITCHPORT BLOCK INGRESS-MULTICAST ..ottt ettt 495
Section ITI: File SYSTEM ....eeeiiciiiivrnnriicssssssnnreicssssssnssscsssssssssssssssssssssssssssssssssssssssssans 497
Chapter 28: File System ... ... e e e e 499
L YT 11 SR 500
Copying Boot Configuration FilES ............ooo i e 501
Renaming Boot Configuration FilES ... 502
Deleting Boot Configuration FilEsS ............cooiiiiii e 503
Displaying the Specifications of the File System ............oooi e 504
Listing the Files in the File SYStem .........ooo e 505
Chapter 29: File System COmMMANGS ............ooiiiiiiiiiiiii et 507
010 O TP SP PP PP PPPPPUPPPUPR 508
D] I I O T SO P PO TP PP PP PP PP PUPPPRUPI 509
DELETE FORGCE ...ttt ettt a e ettt e et e sttt e s bt e e e e bt e e b e e e sttt e sae e e snee e e nanee e 510
D1 OO T PP P PP PP PP PP PUPPPRPPR 511
IMIOVE .ttt b e a e e ekt e o Rt oottt e 4R et e e et e e a et e e R e e na e a et n b e e e ar e e e e nnnee e 512
SHOW FILE SYSTEMS ... ottt e et s e e e bt e e b e e e san e sare e e s nnnee e 513
Chapter 30: Boot Configuration Files ... 515
L0 YT 11 RS 516
Specifying the Active Boot Configuration File.............oooiiiiiiiii e 517
Creating a New Boot Configuration File ... 519
Displaying the Active Boot Configuration File.............cc.ueiiiiiiii e 520
Chapter 31: Boot Configuration File Commands ................ccooiiiiiiii e 521
BOOT CONFIG-FILE.......cc ettt et e et e e et e e e e e e amaeeeamnee e e ameeeeaneeeesmneeeaneeeanneeeaanneans 522
COPY RUNNING-CONFIG .....iiiiiiiiee ittt et e et e e st e e st e e amteeeameeeeanseeaaneeeeanseeeanneeeanseeaannean 524
COPY RUNNING-CONFIG STARTUP-CONFIG .....oooiiiiiiieeee ettt seee e s e e snee e 525
ERASE STARTUP-CONFIG ...ttt ettt et e et e e e et e e e s e e e sneeeeemeeeeanneeeanneeeannneens 526

NO BOOT CONFIG-FILE ...ttt ettt et e et e e et e e s et e e e ameeeasee e e emneeeamneeesaeeeannneans 527

0] o [ = 1 USRS 528
SHOW STARTUP-CONFIG ...ttt e et e et e e et e e s see e e aee e e amteeaanseeeamneeeanneeeaaseeeanneans 530

B L =SSP 531
Chapter 32: File TranSTer .........ooooii it e e e e e e e e e e e et b e e e e e eaeeeeeeeaenanes 533
OVEIVIBW. ..ottt ettt ettt e e ettt e e e e ettt e e e e e s bttt e e e easteeee e e et beeeeeeaasteeaeeestaeaeeeansbaeaeeeanseeeeansaeeeeeannseeaeeannees 534
Uploading or Downloading Files With TETP ........ueieiiiii e 535
Downloading New Management Software With TFTP........cccoeeiiiiiiiiiiieeee e 535
Downloading Files to the SWitch With TFTP .......oooiiiiiii e 536
Uploading Files from the Switch With TETP .......oooiiiiiiii e 537
Uploading or Downloading Files With ZmMOdEm ...........iiiiii i e e, 539
Downloading Files to the Switch with Zmodem..............oooiiiiiiii e 539
Uploading Files from the Switch with Zmodem ... 540



AT-9000 Switch Command Line User’s Guide

Downloading Files with ENhanced StacKing ..........cccuueiiiiiiiiiiie e 542
Chapter 33: File Transfer COMMAaNAS ..............ooooiiiiiiiiiiiiie e e e e e e e e e s e e e eaanrnees 545
COPY FILENAME ZMODEM ...ttt sttt sttt e s e e et e e nnre e e nreeeees 546
COPY FLASH TETP ..ttt et et e e st e e e st e st e e ea bt e sbe e e sabe e e e enree e e 547
COPY TETP FLASH ...ttt a ettt e e e st st e e ea et e st e e e sbe e e s anneee e 548
COPY ZMODEM ...ttt h et e bt e e bt e e bt e e ea b et e eat et e e b e e et e s n e e s anree e e 550
UPLOAD IMAGE REMOTELIST ...ttt ettt sttt 551
Section IV: EVENt IMESSAZES ...cueeriecrsssrnnriicsssssssnssscsssssssssssssssssssssssssssssssssssssssssasssssss 553
Chapter 34: EVENT LOQG ...ttt e s bt e e e e aa b b e e e e s ab b e e e e e s aabbeeeaas 555
OVEIVIBW ...ttt ettt ettt e oo a bttt e o4k kb et 4o 442k bttt e e 4ok bt et e e o a s b et e e s e s b bttt e bt et e e e e b be e e e e e nanres 556
Displaying the EVENT LOG .......coiiiiiiiii ittt et e e s et e e e s b et e e e sannree e 557
Clearing the EVENT LOG. .. ..uiii ettt e e e e e e e e bt et e e e e s 558
Chapter 35: Event LOg COMMANGS ..........cooooiiiiiiiiiiiiiiieiee ettt e e e e e e e e st re e e e e e e e e e e e e sesnnnrnnes 559
CLEAR LOG BUFFERED ...ttt ettt ettt sttt e n e e e e snree e 560
LOG BUFFERED ...ttt ettt et ettt e e bt e e bt e e et e b e snr e e e nanes 561
NO LOG BUFFERED ... .oitiitii ittt ettt ettt e aa bt e e b e e e nn e e snne e nenes 563
SHOW LOG ...ttt ettt a et e et oot et e e ea bt e ekt e e st et e ettt e s abeena b et e ebne e e nnbeee e 565
SHOW LOG CONFIG ..ttt ettt e bt e ekt e e ea et e et e e b et e e beeenreeenanreee e 568
SHOW LOG REVERSE ...ttt ettt s bt e s e e snree e e 570
SHOW LOG TAIL .ottt ettt e et e et e e b bt e ek bt e e st et e et et e s b e e e e aneeeneeeeanbeee e 571
Chapter 36: Syslog ClIENt ............ooo et e et e e e e e nbbe e e e e e nneeas 573
OVEIVIEW ... ettt ettt oo oottt e oo e ettt e o4k bttt e e 44kttt e e e 4o R bttt e e e n s b et e e s e n s bt e e ennbbeeeeeeannbeeeeeeannreas 574
Creating Syslog Server DEfiNItIONS ........cooi e 575
Deleting Syslog Server DefinitioNS............eiii et 578
Displaying the Syslog Server Definitions ...........coooiiiiiiiiii e 579
Chapter 37: Syslog Client COMMAaNGS ...........cooiiiiiiiiii e 581
I 1 [ 15 ) S 582
N (O IO T 10 1 ) S 584
SHOW LOG CONFIG ...ttt ettt e et e et e e e e e e e te e e e aate e e s eeaeamteeeameeeeaseeeaaneeesaneeeaneneanns 585

SECtiON Vi POXt TTUNKS ...ceeuiieeierencerenereneceeereeseesccsssscssssesssssssssssessssessssssssssssssssssees IS 1

Chapter 38: Static POrt TrUNKS ...........ooiiiiiiiiiiii e e e e e e e e e s e et e eeeeaaaeeeesesnannrnnes 589
OVEIVIBW ...ttt ettt ettt e ettt e e oo ettt e e e mtt et e e e o s et e e e e e ea s s ee e e e e annsee e e e e annbeeee s ennbeeeannsteeeeeeannbeeeeesannres 590
Load Distribution MEthOAS ...........uiiiiiiie e e e 590

LC 010 oY ] o USSP 592
Creating New Static Port Trunks or Adding Ports To EXisting TrunKs ...........cceeviieeiiiiiiiciiiiiiiieeeee e, 594
Specifying the Load Distribution Method..............ooiiiiiiee e 595
Removing Ports from Static Port Trunks or Deleting TrUNKS .......coovieiiiiiiiiiiiieeeee e 596
Displaying StatiC POt TIrUNKS ..o e e e e e e e e e e e e e s e s e ae e e e eeaaaeaeeaeas 597
Chapter 39: Static Port Trunk COmMmMAaNdS ...............ooiiiiiiiiiii e e e e 599
NO STATIC-CHANNEL-GROUP ......ccoetiiiei ettt e e s et e e e s st e e e s eta e e e e e aanraaeean 600
PORT-CHANNEL LOAD-BALANGCE .......oooii ittt ettt e ettt e e e et e e e s et ae e e e e s aabaeeaeesenrreeaans 601
SHOW STATIC-CHANNEL-GROUP ...ttt et e e e e e e e e s ae e e e snnneeas 603
STATIC-CHANNEL-GROUP ..ottt ettt e e et e e e e et e e e e et e e e e ennreeeeenreeas 604
Chapter 40: Link Aggregation Control Protocol (LACP) .............cooiiiiiiiiiiiiiee e 607
OVEIVIBW ...t e ettt ettt e ettt e e ettt e e e ettt e e e e e satee e e e e s e bt e e e e anssteeeeeansseeeeeeannbaeeeeansbeeeennnteeaeeeannsenaeeeannres 608
I O V) (=Y 4 T o] 2P RRPRO 608



Contents

BaSE POI ... 609

Load Distribution MethOds ............veiiiiie e 609

LC 10T (=1 1o T ST SROUSRTRR 609
Creating NeW AgQQregators ...ttt e ettt e e e e e e e e e e e e b e e e e e e e e e e e e nnnr e eeeeas 611
Setting the Load Distribution Method ...........c..uiiiiiiiiiiee e 612
FaXo o 1aTo l oo u S (ol AN o[ f=To F=1 (o] = RSP PRRRRP 613
Removing Ports from AQQregators ..........cuiiiiiiiii e et e e e et e e s e aee e e e e nbaee e e e e nte e e e enneas 614
(DY [t (g To Yo fo | =To =1 (o] RSO PRRTT 615
DT ol F= Y gl Yo To | (=T =1 (o] < T PRSP 616
Chapter 41: LACP COMMANGS ..........oooiiiiiiiiiiiiii ettt e e e e e e e e e e e e e e e aeeeeesss et e saeeeeaaaeeeseeaaansnnes 619
CHANNEL-GROUP ...ttt ettt a et e et e e b et e s bt e e e as et e st e e e eab et e sbeeesabeeennnnee e 620
LACP SYSTEM-PRIORITY ..ttt ittt ettt ettt et et e sttt e st e e bt e e nbn e e s aareennnee e 622

NO CHANNEL-GROUP........oiiiitiie ittt ettt ra et et e st e st et e et e e abn e e s areeennnee e 623
PORT-CHANNEL LOAD-BALANCE ...ttt ettt et nnne e nne e 624
SHOW ETHERCHANNEL .....coottiittit ittt sttt et et e e anb et e s e e sn e s nne e e 626
SHOW ETHERCHANNEL DETAIL ..ottt ettt n e nne e 627
SHOW ETHERCHANNEL SUMMARY ...ttt ettt ssne et e s annee s 629
SHOW LACP SYS-ID ... ittt ettt e et e st e s et e e st et e sabe e e aab e e e sbeeesbe e e s nnnee e 630
SHOW PORT ETHERCHANNEL .....ooeiitii ittt ettt n e nnn e nne e 631
Section VI: Spanning Tree Protocols ..........ccoovueeiiccsssssnnneiccsssssnnneccsssssssssssssssssnanns 633
Chapter 42: STP, RSTP and MSTP ProtocCoOls ...t 635
OVEIVIBW. ..ttt et h et e e ookt e e 4ok bttt e oo e bttt a4 4o s bt e e e e e e b b et e e e aaa b et e e e e abe e e e e e aanbe e e e e annes 636
Bridge Priority and the ROOE BIAGE ........oouuiiiiiiiiiiii e 637
Path Costs @nd POrt COSES ........eiiiiiiiiiii e e e et e e e e e e enneas 638
o i o o Ty PO PPP TP PPPP 639
Forwarding Delay and Topology Changes ........coouiiiiiiiiiiiie e 640
Hello Time and Bridge Protocol Data Units (BPDU)........c.uuiiiiiiiiiiie e 641
Point-to-Point and EAGe POIS ... 642
Mixed STP and RSTP NEIWOIKS .........ooiiiiiiiiieii e e b e enneas 644
SPaNNING Tree AN VLANS ...t et e e e bt e e e e bt e e e e rabe e e e e eanbe e e e e aanreas 645
RSTP and MSTP BPDU GUAIT .......coeiiiieiiiieeiiee ettt e e eaeeaesteeeeeeeeaasaeeesneeeeamteeeaaneeesanneeannneens 646
STP, RSTP, MSTP LOOP GUANT ......ceeiiuieieiiieeeeee et et e et ettt e e et e e ateeeesseeeaasaeeesmeeeeameeeesaneeeaaseeeaanneens 648
STP and RSTP ROOt GUAKIT ........ooeiiiiiiiiiee ittt ettt e e e et e e e e rbe e e e e enreas 653
Chapter 43: Spanning Tree Protocol (STP) Procedures .............ccccooiuiiiiiiiiiiie e 655
Designating STP as the Active Spanning Tree ProtOCOl ............oviiiiiiiiie e 656
Enabling the Spanning Tre@ ProtOCOL.............uiiii it e e et e e e e nte e e e ennneas 657
Setting the SWItCh Parameters ..........coo i e e e e 658
Setting the Port Parameters ........ooooi ittt e e e e e e e et e e et e e e e naes 660
Disabling the Spanning Tre@ ProtOCOl ............oiiiiiiiieiiiiie et e e e 661
DiSPlaying STP S lNGS .. .eeeiiiiiieie ittt e e e e e et e e e e et e e e e e s e s beeeeeeasteeeeennsreeeeeannnes 662
Chapter 44: STP COMMANCGS ........coooiiiiiiiiiiiiii et et e e e e e e e e s s et eeeeeeeeaaaeessaaannnteneeeeeaaaeeeseasaannne 663
NO SPANNING-TREE STP ENABLE ...ttt ettt et e e e e aee e e neeens 665
SHOW SPANNING-TREE ...ttt ettt et e et e e ss e e aneeeesnaeeaseeeeneeeeaneeeeaneeesanneen 666
SPANNING-TREE FORWARD-TIME.......oo ittt se et e e s eee e st eeseeeesmteeesneeeanneeeennneeans 668
SPANNING-TREE GUARD ROOT .....ciiiiiiiiiiie e eeeeaee e st e e ateeesteeeateeesnseeeateeesseeeanseeesaneeeanseeesnnneeans 669
SPANNING-TREE HELLO-TIME ......ooiiiiiiiiiie ittt et e s ee et e e et e e smteeeenneeeanteeeaneeeanneeeennneens 670
SPANNING-TREE MAX-AGE ...ttt ettt e et e ettt e et e e et e e e eeeeanteeesaneeeaneeeeennneens 671
SPANNING-TREE MODE STP ....ooiiieiiii ettt te et e et e e st e e smte e e saeeeamteeesseeeanseeesnneeeaneeaesnneean 672
SPANNING-TREE PATH-COST ...ttt eee ettt ee et e e s tee e st e e seee e steeesneeeanteeeanneeeaneeeennneen 673
SPANNING-TREE PORTFAST ...ttt eee ettt s e e st e e st e e s te e e aneeeeamteeeanneeeanteeeaneeeaneeeesnneen 674



AT-9000 Switch Command Line User’s Guide

SPANNING-TREE PORTFAST BPDU-GUARD ......cccciiiiiiieiiiiiee ettt siee e e s enae e e e e 675
SPANNING-TREE PRIORITY (Bridge Priority).......cciiiiiieiiieiiiiiiee e eeiiee ettt e e ae s nnnneeeas 676
SPANNING-TREE Priority (POt PriOFITY) ... ..eeeeiiiiiiiee ittt et e e e a e e 677
SPANNING-TREE STP ENABLE ......oooiiiiiie ettt ettt e e st e e e et e e e e e nnae e e e e e nneaeas 678
Chapter 45: Rapid Spanning Tree Protocol (RSTP) Procedures ................ccooviiiiiiieiiieie e, 679
Designating RSTP as the Active Spanning Tree ProtoCol .............cooooiiiiiiiiiiiieiee e 680
Enabling the Rapid Spanning Tree ProtOCOL.............uuiiiiiiiiiieece e a e 681
Configuring the SWItCh ParameEters..........c.c..uuiiiiiiiiieiciee e e e e e e e e e rraeeaaeeeeeeas 682
Setting the Forward Time, Hello Time, and MaxX AgQE ......coooveiiiii it a e 682
Setting the Bridge PriOMtY ........cviiii e e e e e e e e e e e s e e s raaaaeeeeeeas 683
Enabling or Disabling BPDU GUAKId............ccccuiiiiiiiiiie ettt a e e e e e s et eeeeaaaa e e e s e e snnnnes 683
Configuring the Port ParameEters...........c..uuiiiiiiiiiiieee et e e e e e e e e s et reaaaae e e e s 685
1070] a1iTe [0 gaTe [ =do Ty A 07011 (-3 O PPPPPPRRR 685
Configuring POt PO IES ......ccci i e e e e e e e e e e s reaaaeeeeae s 686
Designating Point-to-point and Shared Ports ..............ooiiiiiiiiiiiiiiee e 686

(B 1oYSY o aF= 1Yo I =o [o =N o] o =SSP PRRPRP RS 686
Enabling or Disabling RSTP LOOP-QUAId..........cccoiiiiiiiiie e a e e e 687
Enabling or Disabling BPDU GUAKId............ccccuuiiiiiiiieee et a e e e e e s et eeeeaaaaeeeseeannnnes 687
Disabling the Rapid Spanning Tree ProtOCOI ............ccoiiiiiiiiiieieieee et aa e 689
Displaying RSTP SetiNGS . .cciiiiiiiiiiiiii et e e e e e e e e e e e e ae e e e e s s s rereeeeaaaeaeeaeas 690
Chapter 46: RSTP COMMANGS ....... ...ttt e e e e e e e e e e e e e e neeeeeeeeeeaaaeeeeaaaannennes 691
NO SPANNING-TREE PORTFAST ...coiiiitiiii ettt e ettt s ettt e e s sttt e e s st e e e s s ssteeassasssaeeesannsaeeeeaannseeeenan 693
NO SPANNING-TREE ERRDISABLE-TIMEOUT ENABLE .........coooiiiieiiiiiie et 694
NO SPANNING-TREE LOOP-GUARD .......coiiiiiiiiiieiiiiiiee ettt e sttt e st e e s sneaeeasssnnsaeeessnsaeeaesanseeeenan 695
NO SPANNING-TREE PORTFAST BPDU-GUARD ........ccoiiiiiiieiiiiiie et e einaee e snnneeea s 696
NO SPANNING-TREE RSTP ENABLE ......oooiiiiiii ittt ettt e et e e s e e e s nnnneeeean 697
SHOW SPANNING-TREE ......ooiiiiiiie ettt e e e et ee e e e et e e e e e st e e e e s enseeeeeennseeas 698
SPANNING-TREE ERRDISABLE-TIMEOUT ENABLE ........ccctiiiieiiiiee ettt 700
SPANNING-TREE ERRDISABLE-TIMEOUT INTERVAL ........ettiiie ittt 701
SPANNING-TREE FORWARD-TIME ...ttt ettt e et e e e e s e e e snnaaeaesannneeeas 702
SPANNING-TREE GUARD ROOT .....otiiiiiiiiiie et s ettt e ettt e e e s satte e e s asstaeaessnsaeaesanstaeaesansseeeeeennseeas 703
SPANNING-TREE HELLO-TIME .......oooiiiiiiiite ettt e et e e e e e e s et e e e e enntaeeesennnteeaeeenseeas 704
SPANNING-TREE LINK-TYPE ...ttt ittt ettt e st e e s et e e e s s snae e e e eansteeeesennsaeeeeennseeas 705
SPANNING-TREE LOOP-GUARD ......ootiiiiiiiieeiiiiiee ettt e et e s sttt e e s st bae e e s ennae e e s annnteeaesensaenaeeennseeas 706
SPANNING-TREE MAX=AGE ......ooii ittt ettt e e s e et e e e s et ae e e e e snsteeeeseannaeeeeeanseeas 707
SPANNING-TREE MODE RSTP ...ttt ettt e e e e e e s et e e e et e e e s e nnnteeaeeenreeas 708
SPANNING-TREE PATH-COST ...ttt ettt e et e e e e e e e et e e e e e s ab e e e e s e ensreeaeeenreeas 709
SPANNING-TREE PORTFAST ...ooiiiitiit ettt ettt et e e et e e e et e e e s et e e e e eensb e e e e e enteeeaeeensres 710
SPANNING-TREE PORTFAST BPDU-GUARD .......ccoiiitiiieieieee ettt a e 711
SPANNING-TREE PRIORITY (Bridge Priority)........cccoieiriiieiiiiiiee st 712
SPANNING-TREE PRIORITY (POrt Priority) ....ccccuveiiiiieieiee et 713
SPANNING-TREE RSTP ENABLE .......ooi ittt e e e et e e e s e ntae e e e e nreeas 714
Chapter 47: Multiple Spanning Tree Protocol (MSTP) ..........ccccciiiiiiiiiiiee e 715
OVEIVIBW ....eeeeeee ettt ettt e et e e ettt e e e ettt e e e e e aaae e e e e e s s bt e e e e eassteeeeeansseeeeeeannbaeeesaansbeeeennsteeaeeeanntenaeeeannres 716
Multiple Spanning Tree INSTANCE (IMSTI)......oiiiiiiiiiie et e e e e e s et e e s snneeeeeas 717
S I I T 1o 1= 1TSS 719
VLAN and MSTI ASSOCIAHIONS ......cceiiieiiiiieeiiiiiiee ettt ee e sttt e e st e e e e sttt e e e s satteeeeesattaeeeesansaaeaaessnteneeeesanes 720
POrts iN MUIIPIE MSTIS ...ttt e e e e e e e e e e et e e e e e e e e e e e eeeetsbanreeeeaaaaaeeaeas 721
Multiple Spanning Tre€ REGIONS .......cciiiuiiiiii ettt e e s e e e s et e e e s ssaeeeessanseeeeesanseaeeesnnnseeeaess 722
[R=To (o] T C U] To 1= 10T PR 724
Common and Internal SPanning Tre€ (CIST) ....ciieiiiiiiee e e e e e 725
MSTP With STP @Nd RSTP ...ttt ettt e e e ettt e e e s et ee e e e e annbae e e e e enteeeeennreeas 725
SUMMANY Of GUIAEIINES ....coi ittt e e ettt e e et e e e e e e s bee e e e e e nsbeeeesnnsbeeeeeeannees 727



Contents

ASSOCIAtING VLANS £0 MSTIS...ciiiiiiiiiii ettt e ettt e s et e e e st e e e e ennee e e e s annseeeesannneeaens 729
Connecting VLANs Across Different REGIONS .........coooiiiiiiiioiiiiiii e 731
S I o Yo AU = PSSP 733
Chapter 48: MSTP COMMANGS ..........ccoiiiiiiiiiiiiii et e e e e e e e e e et e e e e aeeeeesssaaanabesaeeeeaaaeeeeeeaaansnnes 735
INSTANCE MSTI-ID PRIORITY .ottt ettt e et e b e nr e e 737
INSTANCE MSTI-ID VLAN . ...ttt ettt ettt b e bt e et e st e e sab et e e b e e e b e naneeenanes 739
NO SPANNING-TREE ERRDISABLE-TIMEOUT ENABLE .........ooiiiiiii e 740
NO SPANNING-TREE PORTFAST ...ttt ittt ettt ettt st esnre e nene e 741
NO SPANNING-TREE MSTP ENABLE .......oooiiiiiiiiiiee ettt 742
SHOW SPANNING-TREE ...ttt ettt ettt s b e e e i e e s nare e s nne e e 743
SHOW SPANNING-TREE MST CONFIG .....cooiiiiiiiieiiiii ettt 744
SHOW SPANNING-TREE MST ... .ottt ettt e bt e snnne e nne e 745
SHOW SPANNING-TREE MST INSTANCE .......ooiiiiiiiiieiiee ettt 746
SPANNING-TREE ERRDISABLE-TIMEOUT ENABLE..........oiiiiiiii e 747
SPANNING-TREE ERRDISABLE-TIMEOUT INTERVAL ......ooiiiiiiiiiiet et 748
SPANNING-TREE GUARD ROOT .....ciiiiiiiitiiieiiie ettt ettt ettt e et nbe e sane e e nnnee e 749
SPANNING-TREE MODE MSTP ...ttt ettt st ennne e 750
SPANNING-TREE MSTP ENABLE ...ttt ettt st 751
SPANNING-TREE MST CONFIGURATION ...ttt sttt snee e 752
SPANNING-TREE MST INSTANGCE ... .ottt 753
SPANNING-TREE PATH-COST ...ttt ettt sttt ettt e sbe e sbe e nnne e 754
SPANNING-TREE PORTFAST ...ttt ettt ettt e st sbe e e sbe e e e nnnee e 755
SPANNING-TREE PORTFAST BPDU-GUARD........ctiiiiiiiiiiie ittt 756
REGION ..ttt h et e oo h e e b e oo et e ea et o4 b et e e b et e e b et e e e bt e e h e e ea b et e e ne e e a e e e nnnee e 757
REVISION .ttt ettt h e et e e ettt o4 bt e e b et e e s bt e e e bt e e as b et e sbe e e sabe e e aaneeennnnee e 758
Section VII: Virtual LANS ...cccovvveiiicinissnnniicsssssssnsscsssssssssssssssssssssssssssssssssssssssssssss 759
Chapter 49: Port-based and Tagged VLANS ... 761
OVEIVIBW. ..ttt et h et e e ookt e e 4ok bttt e oo e bttt a4 4o s bt e e e e e e b b et e e e aaa b et e e e e abe e e e e e aanbe e e e e annes 762
POrt-DAsed VLAN OVEIVIEW. ..ottt ettt e e s e e s e e b et e e e e aabbe e e e e anneas 764
VAN NBME ..ttt ettt e e e et e e e e bbbt e e e e b b et e e e e e st e e e e nnbe e e e e annes 764
RV LV [ 1= 01 1T USSR 764
POrt VLAN TAENTITIET ... e e e e e e e e s s 765

16T g) F=To To =T N o] £ PO PRSP PRR 765
Guidelines to Creating @ Port-based VLAN ... 766
Drawbacks of POrt-based VLANS. ...t nnees 766
Port-based EXamPIe 1..... .o et e e e e e e e e e e e e e e as 767
Port-based EXamPIE 2........ oo e e e e e e e e e aaae s 768
TaGEA VLAN OVEIVIEBW ... .ttt ettt e ettt e e e e e bttt e e e e bttt e e e e ab et e e e e snbeeeeeanbneeeeeane 770
Tagged and Untagged POIS ..ot 771
POrt VLAN TAENTIFIET ... e et e e e e e ennes 771
Guidelines to Creating @ Tagged VLAN ... 771
Tagged VLAN EXAMPIE.....cooo ittt ettt e et e e rabb e e e e nnnneeeens 772

107 =T Lo To T Y N PR PP PR PPPP 775
Adding Untagged POrts 10 VLANS ..ottt e e e e e e s 776
Adding Tagged Ports 10 VLANS. ..ottt e e e s s e e aanneeee s 778
Removing Untagged Ports from VLANS .........oiii e e 780
Removing Tagged Ports from VLANS ... e 781
DEIEHING VLANS ...ttt ettt e e ottt e e e b b et e e e e b e et e e e e be e e e e e nnbe e e e e annnes 782
DiSPlaying the VLANS ...ttt et e e e e e b b et e e e e b b et e e e e abbe e e e nbbe e e e e annnes 783
Chapter 50: Port-based and Tagged VLAN Commands .............cccccooiiiiiiiiiiiiiee e 785
NO SWITCHPORT ACCESS VLAN ...ttt ettt ettt st e sbe e e sbe e e sbae e e seneeens 786



AT-9000 Switch Command Line User’s Guide

NO SWITCHPORT TRUNK ..ottt ittt ettt e s sttt e e s sttt e e e s asteeeeesasssseeeesaansseeeesassaeeeesasseeeaean 787
NO SWITCHPORT TRUNK NATIVE VLAN ... ..ottt se ettt e ettt e e e s snseae e e e s annnaeeeesannnseeens 788
N[O Y SO 789
SHOW VLAN . <ottt ettt ettt ettt e e ettt e e e s ettt e e e e s aabeeee e e sseeeee s e ssbeeeeeannsaeeeeaansbeeeeeannneeaeeansseeeeeansees 790
SWITCHPORT ACCESS VLAN ...ttt ittt sttt e e ettt e e e e et ee e e e s e s e e e e s enseeeeeeenseeeeeeannees 792
SWITCHPORT MODE ACCESS ...ttt et e et e e e e st e e e e e st e e e e e enneeeeeeenneeas 794
SWITCHPORT MODE TRUNK ... .ottt ittt e st e e s et bee e e s s entbe e e e e entbeeaeeennnteeaeeeneeeas 795
SWITCHPORT TRUNK ALLOWED VLAN. ..ottt ittt a et e e e e e nnte e e e s enraeaeeennnees 797
SWITCHPORT TRUNK NATIVE VLAN .. .ottt ettt sttt e e s ettt e e e s ssstee e e s ansteeaeeenneeeeeeennees 800
Y PRSP 802
Chapter 51: GARP VLAN Registration ProtocCol ...............cccccoiiiiiiiic e 805
OVEIVIBW ...ttt ettt e e ettt e e oo ettt e e e met et e e e e s et et e e e ea s see e e e e an sttt e e e e nnbeeeesansbeeeennnteeeeeeannbeneeeennnreas 806
L0 1o oY ] o SRR 809
GVRP aNd NEIWOIK SECUITY .. ..eeiiiiiieiiiie ittt e e e e e e e e e e e e e e e e e e e e e s e snnabnraeeeaaaeaeeaeas 810
GVRP-inactive Intermediate SWItChES ..........oooiiiiiiiiii e e 811
Enabling GVRP 0N the SWItCh ... e e 812
Enabling GIP 0N the SWILCH ..o e e e e e e e e e e 813
ENabling GVRP 0N the POIS.........ooiiiee e e e e e e e e e e e e e e aae e e e e s 814
Setting the GVRP TIMEIS....uuuiiiiiiiiiiie ettt e e e e e e e s e e st e e e e e eaaaeeseessanbaaeeeeaaaaaeeanas 815
Disabling GVRP Timers on the SWItCh..........ooiiiiii e 816
Disabling GVRP 0N the POIS.........cooiieeeeeee e e e e e e e e e rr e e aaaee e e e s 817
Disabling GIP 0N the SWILCN........coi e e e e e e e e e e e e e e e e aaaaae e e s 818
Disabling GVRP 0N the SWILC.......ccieeee e e eaaae e e e as 819
Restoring the GVRP Default SEHINGS .......uvuiiiiiiiiiiiie e e 820
DiSPIaying GVRP ... ..ttt e e e e e e e e e e e e e e e e —————eetaaaeeeeaa e rra——rraaaaaaaaaaaas 821
Chapter 52: GARP VLAN Registration Protocol Commands ...............c.occcciiiiiiiiiiii e, 823
CONVERT DYNAMIC VLAN. ..ottt ittt ettt e e sttt e e e st ae e e e e e ssbaeeeesansbeeeeeeanssaeaeseannraeeennseeas 825
GVRP APPLICANT STATE ACTIVE ...ttt ettt e e e e e et e e e e et be e e e s ennreeaeeenneas 826
GVRP APPLICANT STATE NORMAL ......otiiiiiiiiiiie et s ettt sttt e e s ee e e e s e e e s snsnaeeaesansnseeeesannsees 827
GVRP ENABLE ...ttt e et e e s ettt e e e et e e e e e s s aee e e e e e astaeeeseansbeeeeeessteesennsreeaeeeannres 828
GVRP REGISTRATION ...cciiiiittiit ettt ettt s ettt e e s sttt e e s e e e e e s assaeeesaasstaeeesaassseeaesassteeaesanneaeeeennsens 829
GVRP TIMER JOIN ... ettt ettt ettt e s ettt e e e et e e e e s nssae e e e e asstaeeeseansbeeeeeassteeannsteeeeeennsres 830
GVRP TIMER LEAVE ..ottt ettt sttt e e e ettt e e e s et e e s e nstee e e s e ssteeeeeassteeaeeesseeaeeennseeas 831
GVRP TIMER LEAVEALL ...ttt ettt e et e e e et e e e e e nste e e e ensteeaesensaeaeeeennseeas 832
NO GVRP ENABLE ...ttt ettt e e sttt e e e sttt e e s st e e e e s ansaaeeeesasssaeeesansseeeesannsnenaens 833
NO GVRP TIMER JOIN ...ttt e ettt e e et e e e e st e e e s saaa e e e e e ensaaeeeeeansbaeesannsreeaeas 834
NO GVRP TIMER LEAVE ... .ottt ettt e e ettt e e e et e e e s eaa e e e e s enbaeeeesnnsreeaeas 835
NO GVRP TIMER LEAVEALL ...ttt ettt ettt e e e et e e e e st e e e s s nsae e e e snnseeeaean 836
PURGE GVRP ...ttt ettt e e ettt e e e et e e e e e et b e e e e e eataseeeesasaaeeeeeassaeeeensaeeeesensaeeaens 837
SHOW GVRP APPLICANT ...ttt ettt ettt e et e e et e e e e et e e e e et e e e e e s sbaeeeeensseeaesenraeaeeeenseeas 838
SHOW GVRP CONFIGURATION. .....eoiiiiiiieiee ittt et e et e e e et e e e s et e e e e e ab e e e e e ensreeeeeeneeas 839
SHOW GVRP MACHINE ... .ottt ettt e et e e e e et e e e e e et e e e e e anbbeeaeeensraeeeenreeas 840
SHOW GVRP STATISTICS ...ttt ettt e e e et e e e e et e e e e et e e e e e enbaeeaeeenbeeaeaenraeas 841
SHOW GVRP TIMER ..ottt e et e e e et e e e e st e e e e et e e e e s e ssbeeeeeessseeaesabaeeeeeennseeas 843
Chapter 53: MAC Address-based VLANS ...t e e e e e 845
OVEIVIBW ...ttt ettt e ettt e e ettt e e s ettt e e e e aaseee e e e e aate e e e e eassteeeeeaassteeeeeannbaeeesaansbeeeennnteeaeeaansseeaeeennnees 846
e[S o] o TP SPPPPRPR 846
VLANS that SPan SWILCNES.......eueiiiiiiiiii e e e e e e 849
VLAN HIEIAICRY ...ttt ettt et e e e e e e e e e s aae bttt eeeeaaeaeeeeaannnbeneeeeeeeas 850
LU0 =Y ] o SRR 851
7o oY = 1B (T o1 OO PSRRI 852
Creating MAC Address-based VLANS .........uuiiiiiiiit e eeee et ee e et e e st e e e e et e e e e enneeeeeeenreeas 853
Adding MAC Addresses to VLANs and Designating EQress Ports ...........ccoocvviiiiiiiiiiec e 854



Contents

REMOVING MAC AAIESSES ......eeiiieiiiiiiiie e ettt e sttt e e e ettt e e e s st e e e sa s teeeeaanstaeaeeansaeeeeeaanteeeeeaanseeeeeanssees 855
DEIEEING VLANS ...ttt ettt e e e e e e e e e e e aab e e ettt eeeeaaaeeeeaanenbeeeeeeeeeae e s nnbnbeeeeeeaaaaaaens 856

[T o F= 1Y gL IRV Y PP PP 857
Example of Creating @ MAC Address-based VLAN ........oooiiiiiiiiiie et e e e 858
Chapter 54: MAC Address-based VLAN COMMANAS ..............ccoooiiiiiiiiiiiiiiiii e 861
INO VAN ettt ettt oottt oo bt e ket oo bt e e eh bt e e b et e sab et e et et e eab et e nabe e e aabe e e s anneena 862

NO VLAN MACADDRESS (Global Configuration MOAE) ..........cueeiiiiiiiiiiiiiiiiieeeeee e 863
NO VLAN MACADDRESS (Port Interface MOdE) ...........uuuiiiiiiiiieiee ettt a e 864
SHOW VLAN MACADDRESS ...ttt ettt b et e e se et ste e e sb e e s sbn e e s anre e e nrnee e 866
VLAN MACADDRESS. ... .ottt ettt ettt b et e et e e e et e st e e s b et e e bn e e ebe e e nr e e e e 868
VLAN SET MACADDRESS (Global Configuration MOdE)............eeeiiiiieiiiiiiiiiiiiieeieee e e 870
VLAN SET MACADDRESS (Port Interface MOde)...........ccoociiiiiiiiiieeee ettt a e e 872
Chapter 55: Private Port VL ANS ... et e e e e e e e e e e e e eeeeaaaaeeeeeaaannnnes 875
L YT 11 SR 876

L [ 157 B o] o - PR 876

L0 0] T oSG = SRR 876

Private VLAN FUNCHONAILY ......cooiiiiiiieiiiee e 877

LU To 1= 11 = SR 878
Creating Private VLANS . ... et e e e e a b bt e e e e b e e e e e e ebeee e e b e e e e e annnes 879
Adding HOst and UPIINK POIES..........eiiiiiiiii et e e e 880
DEIEHING VLANS ...ttt o ettt e e ottt e e e b et e e e e b e et e e e e abe e e e e e nnbe e e e e annes 881
Displaying Private VLANS ...ttt e e e s e e e e e b e e e e e s 882
Chapter 56: Private Port VLAN COMMANGS ..ot e e e 883
N (O N I PSSP RPTPRPPI 884
PRIVATE-VLAN . Lttt ettt ettt ettt o bttt e bt e e a e e e sa bt e e sa ket e ean bt e et be e e aabeeanbeeeanbeeesanneeas 885
SHOW VLAN PRIVATE-VLAN ...ttt ettt h ettt ekt e e bt e e e bt e e e san e e s anbeeenbeee e 886
SWITCHPORT MODE PRIVATE-VLAN HOST ...ttt ettt snee e 887
SWITCHPORT MODE PRIVATE-VLAN PROMISCUOQUS ........cooiiiiiiiiieiiiie e 888
Chapter 57: Voice VLAN COMMANAS ..........oooiiiiiiiiiiiiiiiiiiiiiiiiie e e e e e s e et e e e e e e e e s s s st aaeeeaaaaaesaesannnnes 889
NO SWITCHPORT VOICE VLAN ..ottt ettt e e e ne e 890
SWITCHPORT VOICE DSCP ...ttt ettt ettt et ettt e an e e s e s et ennnee e 891
SWITCHPORT VOICE VLAN ...ttt ettt sttt et e eb et e e sab et san e e nneennnne e e 892
Chapter 58: VLAN StaCKING .......ccuoiiiiiiiii e e e e e e e e e eaneeas 895
L YT 11 RS 896

1070] 001 oTo] 1= o1 £ PP 898
VAN ettt ettt ettt e e e ettt e eate e e ant et e et ee e et eeeeaneeeaaaeeeeaneeeeanteeeaneeeanteeeaaneeaaneeeateeeaaneeeans 898
L1013 (o] 1o 1= gl o o £SO 898

g 1Yo =T o Ty £ PR 898
(a1 Yo T =TT | 1 o T PSR PER 898

VLAN StaCKING PrOCESS ... ..eiiiiiiiiiiiie ettt e e bt e e e e s a bt e e e s sabbeee e e s anbeeeeeesnnaeeeeeanes 899
Example Of VLAN SEACKING .....eeiiiiiiiiiii ettt e et e e e e ennbe e e e e ennaeas 900
Chapter 59: VLAN Stacking COMMANAS ............ccooiiiiiiiiiiiiiiie et e e e e e e e e nneeeas 905
NO SWITCHPORT VLAN-STACKING .......eiiiiiiiiiiiieeitiie ettt ettt et sbe e s abbe e sbe e e sbeeessaneeans 906
PLATFORM VLAN-STACKING-TPID.....ccittttteiieieitiet ettt ettt e s abb e e s sbneesanteeesaneenas 907
SHOW VLAN VLAN-STACKING ......ciiiittiiiitiie ittt ettt e e sabe e e sbe e e sbbe e s aneeesanreeesaneeas 908
SWITCHPORT VLAN-STACKING ...ttt ettt et sbe e s bt e e s abbe e s ann e e s sabeeesneeas 909



AT-9000 Switch Command Line User’s Guide

Section VIII: POrt SECUTILY ...cccvviiiiiviiiisisnicnssniicsssnnncsssssicsssssnessssssessssssessssssassses 911
Chapter 60: MAC Address-based Port SECUritY ..............cccoiiiiiiiiiiii e 913
L0 YT 11 PP 914
Static Versus DynamiC AQArESSES ........ooiiiiiiiiiii ettt e e e e e e e anbee e e e e enneeas 914

T 0 U0 ) o 71 T 1= SO 914

LU To 1= 11 = PP 915

(070] 0o U]y Ta e [ o] o = T TP 916
Enabling MAC Address-based Security 0N POrtS............oooiiiiiiiiii e 918
Disabling MAC Address-based Security 0N POIS..........ooouiiiiiiiiiie e 919
Displaying Port SEHNGS .......eeiiiiiiiiiie et e e e e e e e b e e e s aee e s 920
Chapter 61: MAC Address-based Port Security Commands ................cociiiiiiiiiiiii e 923
NO SWITCHPORT PORT-SECURITY ..ottt it stee e e sttt e e s st e e e s sssae e e e s snsaeeaesannsseeessannnseeens 924
NO SWITCHPORT PORT-SECURITY AGING......cciitiiiieiiiiite ettt s e e e eiie e e e e et e e e e ennsaeaeeennnneeas 925
SHOW PORT-SECURITY INTERFAQCE .......ooi ittt ettt e e e e ensae e e e e nnnbaeaeeennnnes 926
SHOW PORT-SECURITY INTRUSION INTERFACE ......coeeiiiiiie ettt 929
SWITCHPORT PORT-SECURITY ...ttt ettt et e s ettt e e s st e e e s anstaeeessnnsteeaeasnsseeaesennsseeaessnneeas 931
SWITCHPORT PORT-SECURITY AGING .......cceutiiiiiiiiiite ettt et e e e et ae e e e s e nnrneaeeennees 932
SWITCHPORT PORT-SECURITY MAXIMUDM ......cciiiiiiiiieiiiiiiie ettt eee e et e e e e estaee e e s ennrneaeeennes 933
SWITCHPORT PORT-SECURITY VIOLATION ...coiiiiiiiiiieiiiieie ettt st e e ntae e e e s enneea e e ennes 934
Chapter 62: 802.1x Port-based Network Access Control ................cccccoiiiiiiiiiiiii e, 937
OIVEIVIBW ...ttt ettt ettt e e e ettt e e e e a ettt ee e o s et e e e e e ea s ete e e e e anneee e e e e annbee e e s e nnbeeeannnteeeeeeansbeeeeeeanneeas 938
AUTNENTICATION PrOCESS ...ttt e e e e e e e e e e e e e e e e e e e aaaaannees 939
PO ROIES ...ttt e e e e oo e e e bbbt et et e e e e e e e e b e e e e b e e e e e e e e e e e e s 940
(o] g T (o] = PP P PPPPPRPTR 940
AUTNENTICAIOr ROIE ...t e e e e e e e e e s e e e e e 940
Authentication Methods for AUthenticator POrS...........ocuuiiiiiiiiiie e 941
Operational Settings for AUthenticator POIS...........oooiiiiiiie e 942
Operating Modes for AUtheNtiCator POIS..........uuuiiiiiiiicc e ae e e 943
SINGIE-HOST IMOGE ... e e e e e e e e s e e e e e e e e e e e e e e s s s e s abarreeaaaaeeeeenas 943
MUILI-HOSE IMIOTE ...ttt e et e e e e e e e e e e bbb et eeee e e e aaaannnnees 943

0L S0 o] o] [{oz= 1] 411, (oo [P PPPPRRR 945
Supplicant and VLAN ASSOCIAtIONS........cccccuiiiiiiiiiiiii e e e e s e e s e e e e e e e e e e e e seabn e eaeeaaeeeseeas 947
SINGIE-HOST IMOGE ...t e e e e e e s e e e e et e e e e e e e ssenararreeaaaaeeeaanas 948
MUILI-HOSE IMIOTE ...ttt ettt e et e e e e e e e e e e bbb e b eeee e e e aaaannannees 948
MUIt-SUPPIICANT MOGE ...t e e e e e e e e e et aeeeeaaaeeeaeeennsenes 948
Supplicant VLAN Attributes on the RADIUS SEIVEr ..........ueueiiiiiiiiiiiiiiciieeeeeeee e 949
GUEST VLAN Lttt et e e ettt e e e bttt e e e e s et e e e e s nsbee e e e e s s bee e e s ansbeeaeeateeeeeaannreeeeeeannres 950
LU0 =Y ] o SRR 951
Enabling 802.1x Port-Based Network Access Control on the SWitCh ...........cccccccoiiiiiiiiiiiiiiiieeeeeee, 953
Configuring AUthENTICALOr POIMS ........coiiiiiii e aa e 954
Designating Authenticator POMS ...........oooiiiiiee e e e e e e e e e 954
Designating the Authentication MethOds .............uuuiiiiiiii e 954
Configuring the Operating MOGES..........uueiiiiiiiii e e e e e e e e e e e e e e 955
Configuring ReaUtENtICALION............ooo i e e e e e e e e 957
Removing Ports from the Authenticator ROIE.............coooiiiiiiee e 958
Disabling 802.1x Port-Based Network Access Control on the SwitCh..............cccooeviiiiiiiiiiiece e, 959
Displaying AUthentiCator POMS .........uuui it eeaeas 960
Displaying EAP Packet StatistiCSs ............uuiiiiiiiiiiii e 961
Chapter 63: 802.1x Port-based Network Access Control Commands ...............cccccccceevieieiiiiiiiccciiiieee, 963
AAA AUTHENTICATION DOT1X DEFAULT GROUP RADIUS .......co ittt 966
AUTH DYNAMIC-VLAN-CREATION ..ottt ettt e e et ae e e e e et e e e e e sabae e e e e earaeaeeenns 967

19



Contents

AUTH GUEST-VLAN ...ttt ettt ettt e b e e b s e e e bt e sae e e sb e e an e e ae e sbeeeereeneas 969
AUTH HOST-MODE ... ..ottt et s et e et e e s e e sbe e ereenaeas 970
AUTH REAUTHENTICATION ...ttt ettt e e e e 972
AUTH TIMEOUT QUIET-PERIOD ...ttt 973
AUTH TIMEOUT REAUTH-PERIOD ..ottt 974
AUTH TIMEOUT SERVER-TIMEOUT ..ottt 975
AUTH TIMEOUT SUPP-TIMEOUT ...ttt st 976
AUTH-MAC ENABLE ...ttt e h ettt e e s b e an e s sre e ereeneas 977
AUTH-MAC REAUTH-RELEARNING ...t 978
DOT1X CONTROL-DIRECTION ...ttt ettt ettt sttt et 979
DOTAX EAP ettt bt h e et s h e et e b et e bt e e bt et st s e e r e 981
DOTAX INITIALIZE INTERFACE ... .ottt ettt 983
DOTIX MAX-REAUTH-REQL .......ctiiiiietie ettt sttt e 984
DOTIX PORT-CONTROL AUTO ...ttt sttt st sttt e 985
DOT1X PORT-CONTROL FORCE-AUTHORIZED........ccciiiiiiiie ittt 986
DOT1X PORT-CONTROL FORCE-UNAUTHORIZED .......cciiiiiiiiieiee e 987
DOTAX TIMEOUT TX-PERIOD ...ttt 988
NO AAA AUTHENTICATION DOT1X DEFAULT GROUP RADIUS ......cccciiiiiieriieeee e 989
NO AUTH DYNAMIC-VLAN-CREATION ..ottt sttt 990
NO AUTH GUEST-VLAN ...ttt h et sttt e b e et e re e e 991
NO AUTH REAUTHENTICATION ..ottt sttt st s e e 992
NO AUTH-MAC ENABLE ...ttt sttt 993
NO DOTIX PORT-CONTROL ..ottt st 994
SHOW AUTH-MAC INTERFAQCE ..ottt et st 995
SHOW AUTH-MAC SESSIONSTATISTICS INTERFACE ........cooiiiieiieiiee e 996
SHOW AUTH-MAC STATISTICS INTERFACE ...t e 997
SHOW AUTH-MAC SUPPLICANT INTERFAGCE ..ot 998
SHOW DOTIX ettt ettt st e b e st s bt e e et e e s b e e e ea e e s s e e b e s b e e sae e s abe e seeesbeesateesaeeenneens 999
SHOW DOTIX INTERFACGE ...t 1000
SHOW DOT1X STATISTICS INTERFACE .......oooiiiiieii ettt 1001
SHOW DOT1X SUPPLICANT INTERFACE ..ottt 1002

Chapter 64: SNMPV1 and SNIMIPV2C ....... ..ottt ee e e e e sne e e e nneee e enneeenns 1007
OVBIVIBW. .ttt ettt ettt ettt e e okttt e e e ekttt e e oo aa ket e e e e o b eee e e e e aate e e e e e e ntbeeeeeambeeeeeeanbeeeeeeaanbeneeaeanns 1008
Enabling SNMPV1T and SNMPV2C ..ottt et e et e e e st e e e e e e e neeeeneeeas 1010
Creating CommUNILY STNGS......ueiiie ettt e et e e e rat e e e s abeeeeesnbeeeaeeane 1011
Adding or Removing IP Addresses of Trap or Inform RecCeiVers.........cccooceeiiiiiiiiiii e 1012
Deleting ComMMUNILY STINGS ....eeiiiiiiiiiie e e e et e e e e et e e e e anbe e e e e eanneees 1014
Disabling SNMPV1 @nd SNIMPV2C........cooiiiiieiiie ettt et e et e e st e e s seeeeesnseeeameeeeeneeas 1015
Displaying SNMPV1T @and SNMPV2C...........uiiiiiiiie et 1016

Chapter 65: SNMPv1 and SNMPV2c CommMmands ...............ooiiiiiiiiiiiiie e e e 1019
NO SNMP-SERVER ...ttt ettt ettt e ettt e et e e e aee e e aaeee e asteeeeneeeateeeeanseeeanseeanseeeanneeas 1021
NO SNMP-SERVER COMMUNITY ... .ttt ettt et et e e et e e e eaee e e snee e e smeeeeanneeeeneeeeaneeas 1022
NO SNMP-SERVER ENABLE TRAP ...ttt et e et e e e aeeeenneeas 1023
NO SNMP-SERVER ENABLE TRAP AUTH ...ttt 1024
NO SNMP-SERVER HOST ... .ottt ettt ettt et e et e e et e e ente e e e neeeatee e e smneeeamneeeeaneeaneeas 1025
NO SNMP-SERVER VIEW ... ..ottt ettt e et e et e e et e e e emaeeeameeeeaneeeaaseeeeaneeeaneeas 1027
NO SNMP TRAP LINK-STATUS ...ttt ettt e et e e e eaee e e amee e e aaeeeaaseeeeameeeesneeeaeneeeenneeas 1028
SHOW RUNNING-CONFIG SNMP ...ttt ettt et aae e e et e e e saeeeenneeeesneeeenes 1029
SHOW SNMP-SERVER ... .ottt ettt et e e e e et e e e e e e e ameeeeeteeeaaseeeeameeeeanneeeanseeanneeeannes 1030
SHOW SNMP-SERVER COMMUNITY ...ttt ettt e e smee e e emee e e s eaeeeemnee e e eneee e e 1031
SHOW SNMP-SERVER VIEW ... ittt ettt et e et e e sae e e ate e e e saeeeaneeeeemneeenees 1033

20



AT-9000 Switch Command Line User’s Guide

SNMP-SERVER ...ttt ettt ettt bt ettt e e eh bt e e ehb et e et e e e eabe e e sabee e e eaeeesnbeeeeanree s 1034
SNMP-SERVER COMMUNITY ...ttt ettt ettt ettt e e sbbe e e nbte e e nnbe e e sanee e 1035
SNMP-SERVER ENABLE TRAP ...ttt ettt ettt ettt e i e e sabe e e snee e 1036
SNMP-SERVER ENABLE TRAP AUTH ....ooiiiiiiii ettt 1037
SNMP-SERVER HOST ...ttt ettt b ettt e s sa e e ab et e s bt e e e be e e sbbe e e e nbeeeaneesneee s 1038
SNMP-SERVER VIEW...... ..ottt ettt ettt ettt e sh bt e e s ittt e st e e e e be e e sbbe e e eabeeeabeeesnree s 1040
SNMP TRAP LINK-STATUS ...ttt ettt sttt e ettt et sabe e e sabe e e ebbe e e snbeeesnbeeesaneeeas 1042
Chapter 66: SNIMPV3 COMMANAS ..........oooiiiiiiiiiiiiiiciieeeecee e e e e e e e e e e e e s e et b e e e e eeaaaeeeseasannnnnes 1043
NO SNMP-SERVER ...ttt ea et e st s bt e e st e e e abe e e e sabe e e sneesnreeene 1045
NO SNMP-SERVER ENGINEID LOCAL ..ottt ettt e e 1046
NO SNMP-SERVER GROUP ......coiiitiiitiie ittt er ettt et ne e 1047
NO SNMP-SERVER HOST ...ttt ettt sttt et e e e st esne e nae e e 1048
NO SNMP-SERVER USER ...ttt ettt r ettt e e st e e sbe e e nneeeeee 1050
NO SNMP-SERVER VIEW ...ttt ettt rb ettt s b e s nne e e neeeees 1051
SHOW SNMP-SERVER ..ottt ettt ettt b e st e sb et e e b e nneee s 1052
SHOW SNMP-SERVER GROUP ...ttt ettt ettt e e nnee e 1053
SHOW SNMP-SERVER HOST ...ttt ettt e e e 1054
SHOW SNMP-SERVER USER......coiiiitiiitiiieitie ittt ettt ettt e e s e enne s 1055
SHOW SNMP-SERVER VIEW ..ottt ettt ettt et e 1056
SNMP-SERVER ...ttt h e ettt e e a et e ea e e e b et e st et e sb et e e e e e e e e anree s 1057
SNMP-SERVER ENGINEID LOCAL ...ttt ettt e e e 1058
SNMP-SERVER GROUP ...ttt ettt ettt ettt sa bt e s e e s nneee s 1059
SNMP-SERVER HOST ..ottt sttt ee et e et st et e e ae e e snnee s 1061
SNMP-SERVER USER......cooitiiiitiiiitie ettt ettt st et e e e nnee s 1063
SNMP-SERVER VIEW...... oottt ettt ettt ettt ettt e et sb et eeareeenanree s 1065
Section X: Network Management .........cccceccveeeecccsssssnnssscsssssssssssssssssssssssssssssssssss 1067
Chapter 67: SFIOW AGENt ... e e bbb e e e e b e e e e bt e e e e enee 1069
OVEIVIBW ...ttt ettt e oo oottt e e oo oh bt e e e oo b e et e e e e a b e et e e oo a b b e e e e e ab bt e e e e ebbe e e e e eanbbeeeeeanneeas 1070
INGress PacKet SAmMIPIES......coo i e 1070

PaCKEt COUNTEIS ...t e ettt e e e e bbb e e e e et e e e e e b s 1070
GUIEIINES ...ttt e ettt e e o a bt e e e e st et e e e e aabbe e e e e e aabbe e e s anbaeeaeeane 1071
Configuring the SFIOW AGENT ..o et 1072
ConfiIGuIING the POIS ... e 1073
Configuring the Sampling Rate..........ouuiiiiii e 1073
Configuring the Polling INtErval............uoiiiiii e 1074
ENabling the SFIOW AGENT ..ot e e 1075
Disabling the SFIOW AGENT......cooi et e e s e b e e s e bt e e e e e anbee s 1076
Displaying the SFIOW AGENL.......oouiiiiiii et e st e e e st e e e e anbee s 1077
Configuration EXamMPIE ... 1078
Chapter 68: sFlIow Agent COMMANGS .............oooiiiiiiiiiiiiiie et e e et ee e e e st e e e e e e nraeeeeeennees 1081
NO SFLOW COLLECTOR Pttt ettt be et smbe e e s e e e s be e e e neeeeee 1082

NO SFLOW ENABLE .......coiiiiiiiitite ettt b et e e as et e s bt e e st e e e e abbeeeabeeeesabeeesaeeesaneeeene 1083
SFLOW COLLECTOR P ..ttt ettt ettt ettt be e s bt e s st e e bt e ea e e e snb e e e sabee e sanee s 1084
SFLOW ENABLE ...ttt b et e e a et e ekt e et et e e ea b e e e eab e e e aabe e e enbeesabeeeeanbee s 1085
SFLOW POLLING-INTERVAL ...ttt sttt ettt e s e e e st e e e eabeeennee e 1086
SFLOW SAMPLING-RATE ...ttt ettt sttt e bt e sb et e st e e e st e e e sabe e e eabee e eanbeesnneeeas 1088

S (O ] o TSSO 1090
Chapter 69: LLDP and LLDP-MED ............c.oooiiiiii ettt e et e e st e e e e e eneee e e 1093
OVEIVIBW ...ttt ettt e e oottt e e e oo ettt e e oo oMttt e e e e e bttt e e e e n b e e e e e e e aabbeee e e ambbeeeeeebbeeeeeannbeeeeeanneeas 1094

[ E= TaTe = (oo v I I L I PRSP 1095

21



Contents

OPHONAI LLDP TLV'S ...ttt ettt ettt ettt ettt ettt ae e s bt e e e st e e e e bt e e sabe e e sabe e e e abbeeebbe e sabeeens 1095
OptioNal LLDP-MED TLV'S ...ttt ettt sttt st st e sbb e e e abbe e e sabeeesabaeesneeens 1097
Enabling LLDP and LLDP-MED 0N the SWIitCh..........ccuiiiiiiiie e 1099
Configuring Ports to Only Receive LLDP and LLDP-MED TLVS......ccoiiuiiiiiiiiiiiee e 1100
Configuring Ports to Send Only Mandatory LLDP TLVS.......coiiiiiiiiieiiiiiie et sveee e eveeae e 1101
Configuring Ports to Send Optional LLDP TLVS......cciiiiiiiiiei ittt e e e s sneaeee e e e 1102
Configuring Ports to Send Optional LLDP-MED TLVS .......uuiiiiiiiiiiiee sttt steeee e ae e 1104
Configuring Ports to Send LLDP-MED Civic LOCation TLVS ........cciiiiiiiiiie e 1106
Configuring Ports to Send LLDP-MED Coordinate Location TLVS..........ccovciiiiieiiiiiiie e 1109
Configuring Ports to Send LLDP-MED ELIN Location TLVS ........coiiiiiiiiiiie e 1113
RemMoving LLDP TLVS frOM POIS ......coiiiiiiiiiieiiiiiie ettt et e e e et e e e e entae e e e e enneeee e e ennees 1115
Removing LLDP-MED TLVS from POIS .........oiiiiiiiiiiie ettt e e e e e s entee e e e 1116
Deleting LLDP-MED LocCation ENLHES ......oooiiiiie ettt 1117
Disabling LLDP and LLDP-MED 0N the SWItCh ..........ccuuiiiiiiiiii e 1118
Displaying General LLDP SEHINGS .....ccceiiiiiiiieiiiiiee ettt e e e e e stee e e e e state e e e e sntaeea e e s ansaeeeennnees 1119
Displaying POrt SELHNGS ....ccoiiiiiieeiiiiie ettt e e e s e e e e e et e e e e e st e e e e e sntbe e e e anreeeeeenneees 1120
Displaying or Clearing Neighbor INformation ..............cceiiiiiiiiiie e 1121
(DT T o] F= 1Y T g T I o] o A I N APPSO 1123
Displaying and Clearing StatiStiCS ...........ccuuiiiiiiiiiiie e e e e e 1124
Chapter 70: LLDP and LLDP-MED CommMaANdS ............cccuviiiiiiiieie ettt e e e e e e e e e e e e e 1125
CLEAR LLDP STATISTICS ...ttt ettt sttt ettt e e e e enb e e e 1128
CLEAR LLDP TABLE ...ttt ettt eb ettt et e s e e nabe e e ann e e e nenee 1129
LLDP HOLDTIME-MULTIPLIER......cti ittt ettt s 1130
LLDP LOCATION ...ttt ettt ettt ettt e bt et e e st e a e e ek et e st e et et e e st e e e ene e e enbeeenneeas 1131
LLDP MANAGEMENT-ADDRESS ........ooiiiitiiitititite ettt sttt sbe e ne e nane s 1133
LLDP MED-NOTIFICATIONS. ...ttt ettt ettt set e e bt e e bt e ee e s 1135
LLDP MED-TLV-SELECT ...ttt ettt sttt b et set e e bt e s be e e nne e e s s 1136
LLDP NON-STRICT-MED-TLV-ORDER-CHECK ..ottt 1138
LLDP NOTIFICATIONS ... .ottt e et e ab et e s e e st e e st e e beeennre e e nnee s 1139
LLDP NOTIFICATION-INTERVWVAL ...ttt ettt s 1140
LLDP REINIT .ttt ettt ettt e h et et e et e eab e e ea bt e e b e e e b bt e e sae e e nan e e e anreeenneeas 1141
LLDP RUN ...ttt ettt et 4o a et ettt e e b et e ea et e s e b et e e st e e e bt e e ne et e esn e e e nbeeenneeas 1142
LLDP TIMER ...ttt ettt h ettt oo e e et e s et e et e e b bt e e nabe e et e e nre e e e s 1143
LLDP TLV-SELECT ...ttt ettt sttt h e e bt sab e e st et e e bt e e bt e e nnre e e nnee s 1144
LLDP TRANSMIT RECEIVE ...ttt ettt ettt e nnn e s 1147
LLDP TX-DELAY ..ottt ettt ettt ettt h et et e et e e e e e e ea bt e e b e e e bt e e na et e e e n e e s 1148
LOCATION CIVIC-LOCATION ...ttt ittt ettt ettt ettt e ra e e e sb e sne e e s nnee e e s 1149
LOCATION COORD-LOCATION ....ooiiitiieittteiiit ettt ettt set e s bt e s b e e s aareeeaane s 1152
LOCATION ELIN-LOCATION. ....eiiititiitiie ittt ettt ettt ea e et e e aeb e e sne e e s neeennee s 1155
NO LLDP MED-NOTIFICATIONS ...ttt ettt ettt sb et e e naee s 1156
NO LLDP MED-TLV-SELECT ...ttt ettt sttt sttt e aab et e e s 1157
NO LLDP NOTIFICATIONS ...ttt ittt et ettt e ra e et esb e e st e e e s nnneennee s 1159
INO LLDP RUN .ottt ettt ettt s ettt et e e e et e st e e s e bt e e s e e e e b e e e e sa b e e nnn e e e enreeennee s 1160
NO LLDP TLV-SELECT ..ottt ettt ettt e e e st s b e e s ne e nnre e e nnee s 1161
NO LLDP TRANSMIT RECEIVE .....coiitiiiiiitt ettt ettt nnne e nnee s 1162
INO LOCATION ...ttt ettt etttk e e bt e e s et e s et e s R et e e et e e s et eaan e e e anE et e nabeensn e e e anreeennee s 1163
SHOW LLDP ...tttk et ettt e e ekt e e bt e e ra et e eabe e e e b et e e eaeeenre e e snneeeennes 1165
SHOW LLDP INTERFAGCGE ...ttt e s are e 1167
SHOW LLDP LOCAL-INFO INTERFAGCE ...ttt 1169
SHOW LLDP NEIGHBORS DETAIL ...ttt ettt 1171
SHOW LLDP NEIGHBORS INTERFAGCE ...ttt 1176
SHOW LLDP STATISTICS ...ttt ettt ettt b ettt e eae e snre e enn e e 1178
SHOW LLDP STATISTICS INTERFAQCE ...ttt 1180
SHOW LOCATION ...ttt et b e ee e e eb et e b et e et e e s eab et e eab e e e nre e e anneeenenee 1182

22



AT-9000 Switch Command Line User’s Guide

Chapter 71: Address Resolution Protocol (ARP) .............oooiiiiiiiiiiiiie et 1185
OVEIVIBW ...ttt ettt e ettt e e e ettt e e e e ekttt e e e e e taeeeeeeastteee e e s s taeee e e nbeeeaeeeanteeeeeeansteeeeeatteeaeeaannteeaeeannnees 1186
F o IR (=T 1 (o1 o PSSR 1186
DYNAMIC ARP ENTIIES ..ottt e e e e e e e e e aaaaaaaaaaaaaaaees 1186
STAtIC ARP ENIFIES .. .eiiiie ettt e e ettt e e e ettt e e e e snteeeeeesnnteeeeeeanbaeeeeenraeeaeeane 1186
Adding Static ARP ENLMES ...oooieiiiiie ettt e e e e s st e e e s st e e e s e e e e annneeee s 1187
Deleting Static and Dynamic ARP ENTHES .....cooviiiiiiiie et 1188
Displaying the ARP TabIe ...t e e e e e e e e e st e e e e e e e e e e an 1189
Chapter 72: Address Resolution Protocol (ARP) Commands ................cccooiiiiiiiiiiieee e 1191
A R P e h e oh e h e ea e et e b et R et e e b et e nh et e b e e e e nn e e anne e nen s 1192
CLEAR ARP-CACHE ...ttt ettt sttt s bt e et e e st e e e e e e s enree s 1194
NO ARP (IP ADDRESS) .....ciittiiitiie ittt ettt ettt ettt e st e bt e s et e ssb e e e sabe e e sne e e nnneeene 1195
SHOW ARP . ..ottt a oot e e bt e e eh e e bt e e et et e ettt e s b e s e e e e ee e e anree s 1196
L0 5 = o1 2= A T 331 0 SRS 1199
L@ YT 11 ST 1200
LAY (O AV o Ty ] £= 15 o= SR 1201
AddiNg SEAtISHICS GrOUPS ... e e e e e s abbee s 1201
VieWing STatiStICS GrOUDS ........uiiiiieiiii e s 1202
Deleting StatiStiCs GrOUPS ......oiuiiiiii it 1202

LAY (0 NV 1] (o3 = U 1203
Yo [o [l To I o [153 (0] VA €T o TU o 1= ST PP PPPP 1203
Displaying HiStOry GrOUPS .........ueiiiiiiiiiiee ettt et e e et e e e e e e e s e s 1204
Deleting HISTOrY GrOUDPS ....cooiiiiiiiie ittt e e e e e e e e e b 1205
LAY (@ A N = T o T SR 1206
Creating RMON StatistiCs GroUDS ... .uuiiiiiiiiiee ettt 1207
Creating RMON EVENES ...t e e s e e e s anbeee e e aanee 1207
Creating RMON ALBIMS ...ttt e aa bt e e e s ab b e e e e e s ab b e e e e e e sneeeeesaanee 1208
Creating an Alarm - EXamPIE 1 ... 1209
Creating an Alarm - EXamPIE 2 ......ooo i 1211
Chapter 74: RMON COMMANAS ...........oooiiiiiiiiiiiiiiieee ettt e e e e e e e e e et e e e e e e e e e e e eeeennaeeeeees 1215
NO RMON ALARDM ...ttt ettt ettt a e bt e sttt e st e e sa bt e e e be e e eabbe e e embee e aabeeesabeeesbeeesnneeeann 1217
NO RMON COLLECTION HISTORY ...ttt sttt ettt sttt snaeesnbse e s sabe e s snneeesneeenns 1218
NO RMON COLLECTION STATS ....ceiieiiiieite ettt ettt sttt st e e sbe e e s abee e e sabe e e anbe e e saneeenaee 1219
NO RMON EVENT ...ttt ettt ettt st e ettt e e bt e e sb e e e ea bt e e sa bt e e sabeeesbeeenbeeesnreeane 1220
RIMON ALARM ... ..ottt ettt ettt h e e b et e e sttt oo a bt e e ek b et e sa bt e e sabee e eabbeeeabee e e snbeesnbeeesnteeenn 1221
RMON COLLECTION HISTORY ...ttt ettt sttt et et e e sbe e e s be e e snne e e 1224
RMON COLLECTION STATS ...ttt ettt ettt ra ettt st s be e s b et e e eba e e e abbe e e sabeeeanbeeesaneeenee 1226
RMON EVENT LOG ...ttt ettt ettt ettt e ekttt a e es e e e sa bt e e aabe e e sabe e e smbe e e sabeeesbeeesnteeane 1227
RMON EVENT LOG TRAP ...ttt ettt ettt ettt b ekt e bt e e ate e ebee e e aabeeabee e s anbee e e 1228
RMON EVENT TRAP ...ttt ettt ettt ettt ettt at e bt e e sa bt e e abb et e sa bt e e ssbe e e sabeeesabeeesaneeeann 1230
SHOW RMON ALARM . ...ttt ettt b ettt e sttt e st e e e bb e e s sabe e e eab et e aabe e e enbeeesaeeesneee s 1232
SHOW RMON EVENT .ttt sttt bt e e eh e bt e s s a e e e sb b e e e b be e e sab e e e anbe e e sabeeesabeeesnbee s 1234
SHOW RMON HISTORY ...ttt ettt at e st e e st e e abe e be e e s nbe e e s nbe e e sbeesneee s 1236
SHOW RMON STATISTICS ...ttt ettt st et e sab et sb e e st e e e sbe e e eabee e e anbeesnnee e 1238
Chapter 75: Advanced Access Control Lists (ACLS) .........cccceviiiiiiiiiiiiiic e 1239
OVEBIVIBW ...ttt h et h et a et ek et oo ettt oo et et 4o st e e bt e e ee bt e e eat et en et e st e e e ne e e neree s 1240
1) =Y 10T I 0741 (=Y - T PSRRI 1240
e (1] 1= PP U R TSP PRPPRPP 1241

1 U] ] o= £ TP PP PP RPPP P 1241
How Ingress Packets are Compared AgaiNSt ACLS .......ueeiiiiiiiii it 1241
GUIARIINES ...t e ket e eb et e et e e e st et e e be e e s b et e e sae e e eneeennneeeaa 1242

L1 ¢=T= i o 17N O I SRRSO 1243

23



Contents

Creating NUMDEred IPVA ACLS.........ooiiiiiieiee ettt e e et e e e e e e e s e e e e s annneee s 1243
Creating NUMDEred IMAC ACLS .......uiiiiiiiiiieee ettt e e st e e sttt ee e s e et e e e e snnneseeaeaannneeens 1255
ASSIGNING ACLS 10 POIMS ...ttt e e e e ettt e e e e e e e e e e e s ne e e eeaaaaaaeaeas 1258
Assigning Numbered IPv4 ACLS 10 @ POrt ..o 1258
Assigning MAC Address ACLS 10 @ POI.........uuiiiiiiiiiiiee et ee e e enees 1259
RemMOVING ACLS frOM POIS ...ttt e e e e e e e e e e e s e e e e e e e e e e e e e rnnenbeeeeeeas 1261
Removing NUMDEred IPVA ACLS ...ttt e e e e e e e e 1261
ReMOVING MAC AdArESS ACLS .....oiiiiiiiiiiee ettt ettt e et e e e ettt e e e s sentaeeeessnntaeeaeeanes 1261
RESIICHNG REMOLE ACCESS ...ttt e e e e e e e e e e et e e et e e e e e e e e e annnenbeeeeeeas 1263
Assigning Numbered 1P ACLS 10 VTY LINES ....cccoiiiiiiiiie ettt 1263
ASSIgNING MAC ACLS 0 VTY LINES ...utiiiieiiiiiie ettt ettt e e et e e e e enree e e e e 1264
Assigning Named IPv4 and IPV6 ACLS t0 VTY LINES ......uuiiiiiiiiiiii e 1265
UNrestricting REMOIE ACCESS .....eiiiiiiiiiii ittt e e e e e e e et e e e e e e e e e e e e e e annenbeeeeeeas 1268
Deleting Numbered IP and MAC AdAress ACLS ........cooiciiiii it 1269
DiSPIAYING the ACLS ......eeeiie et e et e e e e sttt e e e e e e s tee e e e e e steee e e e asbeeaeeeansbeeaeeeannteeeannreeeeeeannrees 1270
DiSPIAYiNG IPVA ACLS.......co ittt et e e e e ettt e e e e st ee e e s asteeeeeesasteeeaeeannsaeeaesnteeeeeeanns 1270
Displaying IP ACL Port ASSIGNMENTS .......coiiiiiiiiieei ittt e e e e e e st ee e e ennneeeeeeanes 1270
Displaying ACLS ASSIGNEd t0 VTY LINES ...ccoiviiiiiiiiiiiiee ettt ettt e ettt e e e s staeee e s snnnaeeeaeanns 1271
Chapter 76: ACL COMMANGS ..........ocooiiiiiiiiiiiiie et e e e e et e e e e e e e e e e e st e e e e e e aaaeeeseesssnssbaaareeeaaaeeeaanan 1273
AC CESS-CLASS ...ttt ettt bt e e bt e e oa e et e e e a b et e s n e r e e 1275
ACCESS-GROUP ...ttt b e et e e ea e e bt e e s et e sab e e aa b et e steeesbneeenaneee e 1277
ACCESS-LIST (MAC AGAIESS) ....eeiiteeeeiiiie ettt ettt ettt et ast e as e e st e e s bt e e arn e e e sereeenareeea 1279
ACCESS-LIST ICMP ...ttt bt ettt e s bt e et e e e bt e e ee b e e nsneeennneenas 1282
A C CE S S -LIST 1Pttt h ettt e bt e e bt e e ea e ettt e nr e e e re e e na 1285
ACCESS-LIST PROTO ...ttt ettt ettt ettt eb et e et sab e e et e sne e e sbe e e nnnee e 1289
AC CESS-LIST TCP ...ttt ettt et e e h e e bt et e sab e e sab et e e ne e e saneeenneeenas 1294
ACCESS-LIST UDP ...ttt ettt bt e et e ettt s bt e st e s st e e bt eessne e e naneeenas 1298
MAGC ACCESS-GROMUP ...ttt ettt b e bt e e b e e bt e e an bt e sen e e e anre e e nnee s 1302
INO AC CESS-LIST ...ttt ettt e bt e ettt e e ea b e e ettt e e as b e e e nen e e e anbeeenneeas 1303
NO ACCESS-GROUP ...ttt e bt e e e e et et e e aa bt e e e e anre e e nnee s 1304
NO MAC ACCESS-GROUP ...ttt et b e e bt et e e b bt e sen e e e aare e e nneeas 1305
SHOW AC CESS-LIST ...ttt ettt sttt e sae e bt e e e sar e e e anne e e eanee 1306
SHOW INTERFACE ACCESS-GROUP .......oiiiitiii ittt 1308
Chapter 77: Quality of Service (QOS) COMMANAS .............coiiiiiiiiiiiii e 1309
S R O T 1S N = SRS 1311
MLS QOS MAP COS-QUEUE ... .ottt e et e e st e e e neeeeneee e emeeeenneeas 1312
MLS QOS MAP DSCP-QUEUE ..ottt st e e e e e s nee e e smteeeenee e e enneeeaneeas 1314
MLS QOS QUEUE ... ..ttt ettt e ettt e e e et e e st eesmte e e emeeeeamteeeeneeeeteeeeanseeeaneeeanseeeaneeas 1316
MLS QOS SET COS ...ttt ee ettt e ettt e st e e s et e e e s e e e amteeeamseeeanteeaeneeeaseeeeanseeeanseeanneeeanneeas 1317
MLS QOS SET DSCP ...ttt ettt e e et e e st e e e et e e s neeeeansee e s teeeamneeeanseeeeanseeeasseeanseeeanneeas 1318
S O 10 1 T I (U1 3 O S S 1319
MLS QOS TRUST DSCP ...ttt ettt sttt e ettt e et e e e e e e e ameeeeanteeeeneeeeteeeeanseeeanseeeaneeanneeas 1320
NO MLS QOS ENABLE ... .ottt ettt e et e e e ate e e s aee e e an e e e eneeeeteeeeanseeeanseeenseeeaneeas 1321
NO WRR-QUEUE WEIGHT ... ettt ettt ettt et e et e e et e e am e e e neeeaeeeeesmteeeanseeeenneeanneeas 1322
SHOW MLS QOS INTERFAGCE ... ..ottt sttt e e e e e e e naee e enee e e anneeenees 1323
SHOW MLS QOS MAPS COS-QUEUE ..ottt ettt e e e neee e e sneeeeanneeeenees 1326
SHOW MLS QOS MAPS DSCP-QUEUE........oooiieie ettt e e e e 1327
WRR-QUEUE WEIGHT ...ttt ettt et e et e e et e e st e e s eeeeaneeeeteeeesneeeesnseeeenneeeanseeanneeeannes 1329

Section XI: Management SECULItY .....cccccccrrecrscsssnnrrccssscsnnnrecsssssnsssscssssssssssssssssess 1331

Chapter 78: Local Manager ACCOUNES .............c.coiiiiiiiiiiiiiiiiie ettt ee e e e e st e e e e e snnte e e e s enaaeeeeenees 1333
OVBIVIBW ...ttt ettt ettt b 4o st e ek bt e e ea bt e oo ettt e ook e e okt e e s eh b et e emb et e s be e e e nbe e e anbeeesnbeeeennee 1334

24



AT-9000 Switch Command Line User’s Guide

PrIVIIEGE LEVEIS ...ttt e e e e oo e e ettt et e e e e e e e e e e e e nnnbaeeeaaeaeeeeaaan 1334
Command Mode ReSHCHON ... e e e ee e e as 1334

= S Vo] o [ =t Tod Y] ][] o IO PR 1335
Creating Local Manager ACCOUNES .......ooiiiie ettt e e e e e e e et e e e e e e e e e e e e e annnbreeeeaeeas 1337
Deleting Local Manager ACCOUNLS .........uu ittt e e e e e e e e e e e e e eeeeeeeaaeeeeaanan 1339
Activating Command Mode Restriction and Creating the Special Password.............ccccooccviiveiiiiiiennnn. 1340
Deactivating Command Mode Restriction and Deleting the Special Password............cccccoeeiieveeennnen. 1341
Activating or Deactivating Password ENCryption ... 1342
Displaying the Local Manager ACCOUNES ........coiiiiiiiiieie ettt e e e e eeeaee e e 1343
Chapter 79: Local Manager Account COMMANAS ...............coooiiiiiiiiiiiiiiie e e e 1345
ENABLE PASSWORD ......ooiiiiiieiiiie ittt ettt eb e sttt e bb e e e st et e ssb e e e aabe e e snneesneeeene 1346

NO ENABLE PASSWORD.......coiitiii ittt ettt st et e ettt nin e e e s e e sne e e saneeeeae 1348

NO SERVICE PASSWORD-ENCRYPTION .....cooctitiiiiieitite ittt 1349

NO USERNAME ...ttt et e s bt e e bt e e b et e sabe e e aa b et e sneenbe e e snreeene 1350
SERVICE PASSWORD-ENCRYPTION... ..ottt ettt ettt ettt nnre e e nanee e 1351
USERNAME ...ttt ettt e bt e et e e b et e ab et e ea et e sabe e e s b et e are e e s be e e nnre e 1352
Chapter 80: TeINet SEIVEr ... ettt e e e e e e e e e e et eeeeeeaaaaeeeeaaaannnnnnes 1355
OVEIVIBW ...ttt ettt oo oottt e e oo oMbt e e e oo b e et e e oo a b e et e e oo a b bt e e e e abbe e e e e abbe e e e e e annbeeeeeanneeas 1356
ENabling the TeINEt SEIVET.... ..o e e e 1357
Disabling the TeINEt SEIVET ... 1358
Displaying the TeINET SEIVET .........ee e e e 1359
Chapter 81: Telnet Server Commands ...............ccccoiiiiiiiiiiii i 1361
NO SERVICE TELNET ...ttt ettt sttt ettt e e ea et e st e e sttt e e bt e e e abe e e e sabeeeanbeesanreeann 1362

RS = A [0 = I I AN USROS 1363
SHOW TELNET ...ttt bttt b et s a et e e a e et e et bt e st et e e eh b e e e he e e e aabe e e seeesnbeeeeanbee s 1364
Chapter 82: Telnet CHENt ... e e e e e e e e e e e e e e eaaaeeeesaesnnnnnanes 1365
OVEBIVIBW ...ttt ettt a e eeh et oo ettt e oa b et e e b et e e b et e e ee b et e eat et en et e nabe e e nnre e e neree s 1366
Starting a Remote Management Session with the Telnet Client.............ccccooiiiiii e, 1367
Chapter 83: Telnet Client COMMANAS ... e 1369
LI =1 N OSSR 1370

LI = N I TV TSR 1371
Chapter 84: Secure Shell (SSH) SeIVEI ..........oooo it e e e e e e nnees 1373
OVEIVIBW ...ttt e ettt e e e e ettt e e e e ettt e e e e e teeee e e e as e eeee e e e s eaeeeeaanbeeeeeeeantaeeeeeansbaeeeeasbeeaeeennnteeaeeannnees 1374

Y o o411 10 4 1= 1374
YU o] 1o g & (o] g 1] ISR OSSP 1375
LU0 oY ] o PSPPSR 1375

SSH and ENhanced StacKiNg .........ccuiiiiiiiiiie ettt e e e et e e e e st e e e e e e e e e nnnree s 1377
Creating the ENCryption K@Y Pail........cooo it e e e e e e e eeeeas 1379
EN@bIiNG the SSH SEIVET ......ooiiiieie et e e e e e e s te e e e e e ntbe e e e e ebeeeeeeanneeas 1380
DiSabling the SSH SEIVET ......cooiiiiieiie ettt e e e e e e e e e sttt e e e e e ntteeeeeebeeeeeeanneeas 1381
Deleting ENCIyPHioN KEYS ... ittt e e et e et e e e e e e e e e e nbre e e e aaeaeeeeanan 1382
Displaying the SSH SEIVET.......cco it s et e e s et e e e e te e e e e ebaeeeeeanreeas 1383
Chapter 85: SSH Server COMMANAS .............cooiiiiiiiiiiiiic e e e e e e e e e e e e s s e eanranaeees 1385
CRYPTO KEY DESTROY HOSTKEY .....utiiiiitiiieiiiie ittt nnnee s 1386
CRYPTO KEY GENERATE HOSTKEY ...ttt sttt 1388

NO SERVICE SSHi.... oottt ettt et e b e st e e et e sne e be e nnreeene 1390
SERVICE SSH ...ttt et a et e bt et e s eh e e b e e e s 1391
SHOW CRYPTO KEY HOSTKEY ...ttt ettt ettt ettt ettt e nnn e e nnnne e nanee e 1392
SHOW SSH SERVER ...ttt ettt ettt e s bt et e e e et e ete e e nreeesanree s 1393

25



Contents

Chapter 86: Non-secure HTTP Web BrowSer SErVer ............ccccoooiiiiiiiiiiiiiiiiee e 1395
OVEIVIBW. ..ttt ettt ettt e e e ettt e e e e e ettt e e e e attaeeeeesa s teeeeeeasteeeaeeanseaeeeeeambeeeaeeaastaeeeeeansaseeeeanseeeaeeaanseneaaeanns 1396
Enabling the WED BroWSEI SEIVET ........cocuiiiiieiciiee ettt e e et e e e ettee e e e e nnnbee e e nees 1397
Setting the ProtoCol POrt NUMDET ..........oooiiiiiii et e e et e e e s e nnee e e e e e snteeeeaeanes 1398
Disabling the WED BrOWSEr SEIVET ...........uiiiiiiiiiiiie ettt e e e et e e e e e entae e e e e s nntree e e enees 1399
Displaying the WED BrOWSEI SEIVET ...........uuiiiiiiiiiie et e e e e eeee e e e ettt a e e e s satee e e e e s entaeeaeeannteeeeeeannseeeeannnees 1400

Chapter 87: Non-secure HTTP Web Browser Server Commands ..............ccccccoeoiiiiiiiiiiiiiiieiecee e, 1401
SERVICE HT TP ittt ettt e e e e bttt e e e ettt e e e e aatt e e e e e esbeeeeesatbaeeaeeanbeaeeaanseneaaeanns 1402
e I I = PSRRI 1403
N[O I =y Y [0 = o 8 I PP RRR 1404
ST (O 1T i N I 8 R UPRPRR 1405

Chapter 88: Secure HTTPS Web Browser SErver ...t e 1407
L YT 11 SRR 1408

LY {1 T= (=Y S 1408
DistinQUISNEd NAME ......oooiiii et e st e e e s b e e e sabeeeeeeaaes 1409
LU To 1= 11 =TSSR 1410
Creating a Self-signed CertifiCate ... ... 1411
Configuring the HTTPS Web Server for a Certificate Issued by @ CA.......ooooiiiiiiiiiiiiiee 1414
Enabling the Web BroWSEr SEIVET ... 1418
Disabling the Web BrOWSEIr SEIVET ..........uuiiiiiiiiiiiee et 1419
Displaying the WeED BrOWSEr SEIVET ..........uuiiiiiiiieiie ettt 1420

Chapter 89: Secure HTTPS Web Browser Server Commands ...................ccccccooooiiiiiiiiiiiiiieeecceee e, 1421
CRYPTO CERTIFICATE DESTROY ....ooiiiiiiiiiiiee ettt sttt e e e e stteee e e s sttt ee e e s sstaeeaessssaeeaessntaeeeaesansseeaeaans 1422
CRYPTO CERTIFICATE GENERATE ...ttt ettt e ettt e e st e e e e s et e ee e e s entaeeaeeans 1423
CRYPTO CERTIFICATE IMPORT ...ttt ittt e e ettt e e e st e e e e sentaeeaeesanteeeeeeaansneeaeanes 1426
CRYPTO CERTIFICATE REQUEST .....oiii ittt ettt ettt ettt e e e sttt e e e e st ee e e anteeaaessneaeaaeanns 1427
SERVICE HTTPS .. oottt ettt e e e e ettt e e e e s satae e e e e aastseeeeessbeeeeesantbeeeaeeanseaeesnnseneeasanns 1429
IP HTTPS CERTIFICATE ... .ttt ettt e ettt e e e et e e e e ettt e e e e anntte e e e e ennseeaeeeanseeeeennnees 1430
N (OIS =y Y (07 = o 1 I PRSP 1431
SHOW CRYPTO CERTIFICATE ...ttt ettt e e sttt e e e s sttt e e e e antaeee e e s anbeeeeeesansaeeaeanes 1432
SHOW IP HTTPS ..ottt ettt e e e e e s skttt e e e e ea b et e e e e e attaeeeeesbeeeeeesantteeeeesansaeeeeeasseaeeannseeeeasanns 1433

Chapter 90: RADIUS and TACACSH ClENtS ..........coooiiiiiiiiiiiiiiee ettt e e e e e e e e e e 1435
OVEIVIBW. ..ottt ettt ettt e e e ettt e e e ekttt e e e e ea bttt e e e e am b e e e e e e aabeeeeaeeambeeeeeeaanteeeeeeanseeeeeeanseeeeeeaanteneaaennns 1436
ReMOte MaNAQer ACCOUNES .......iiiiii i e e e e e e e e e e e et et et e et eeteaeasa s seseeeeeaaaaaaeaeeeeenennnes 1437

LC 1010 =Y ] T OSSR 1439
Managing the RADIUS CHENT........eeiiiiiiiii ettt e e e e e e e e e e s e e e e e aae e e e e e e saenbaeaeees 1440
Adding IP Addresses of RADIUS SEIVEIS..........cccooiiiiiiiiieeeeeee ettt rea e e 1440
Specifying a RADIUS Global ENCryption KEY .......coceiiiiiiiiiiiceeeee ettt 1441
Specifying the SErver TIMEOUL...........coii e e e e e e e e e e e aee s 1441
Specifying RADIUS ACCOUNLING .....cciiiiii ittt e e e e e e e e et e e e e e e e e e e e e e e snnnrnreees 1442
Removing the Accounting Method List...........oooi oo 1442
Deleting SErver IP AQArESSES ....cuviiiiii ittt e e et e e e e e e e s e e st a e e e e aeaeeeeeessnntsraeaeeeeanan 1443
Displaying the RADIUS ClIENT........ccccciiiiiiiiii ettt e e e e e e e e e e e e s seeannresrneeeeee e s 1443
Managing the TACACSH ClENT....ueiiiiiie et a e e e e e e e e s e e e e e e e aeeeeessannarbenaeeees 1444
Adding IP Addresses of TACACSH SEIVEIS ......cccciiiiciiiiiiieieeee e e et e e e e e e e s s e s s eaeeeaaaaee s 1444
Specifying TACACSH ACCOUNTING ....iceeiiiiiiiiiite et e et e e e e e e e e e e st e e e e e e e aeeeeessnnnnennaees 1445
Removing the Accounting Method List...........oooioiiiiiieeiee e 1445
Deleting IP Addresses of TACACSH SEIVEIS .......c.coiiiiiiiiiieieeeee et e e e e e e aae s 1446
Displaying the TACACST ClENt.......ccuuiiiiiiiiiie e e e e e e e e e s e e aeeae e 1446
Configuring Remote Authentication of Manager ACCOUNTS..........cccuuviiiiiiiiiiie e 1447

26



AT-9000 Switch Command Line User’s Guide

Chapter 91: RADIUS and TACACS+ Client Commands .................cccceeiiiiiiiiiiiiiiieeee e 1451
AAA ACCOUNTING LOGIN. ...ttt ettt e st e e st e e e s be e e sbe e e sbbeesbeeeeanree e e 1453
AAA AUTHENTICATION ENABLE (TACACSH) ..ttt 1455
AAA AUTHENTICATION LOGIN ...ttt ettt st s be e s bt e e s bt e e e snneeeneee 1457
IP RADIUS SOURCE-INTERFAQCE ...ttt ettt st be e e e e 1459
LOGIN AUTHENTICATION ...ttt ettt bttt et e e e st e e st e e e e bt e e s be e e s sabe e e anneeesaeeeenn 1461
NO LOGIN AUTHENTICATION ...ttt ittt ettt st et et e bt e e s be e e s sabe e e anneeesbeeenn 1463
NO RADIUS-SERVER HOST ...ttt ettt ettt rab ettt e sbe e e s be e e s nnn e e e nnee e 1464
NO TACACS-SERVER HOST ...ttt ettt ettt b e eaa e e e ambe e sbe e e s be e e snnne e e 1465
RADIUS-SERVER HOST ... ittt ettt ettt b e s bt e st e e e bt e e e be e e e sabe e e anneesnneeeene 1466
RADIUS-SERVER KEY ...ttt ittt ettt ettt sttt e bt e e sabe e e sabee e ebbeesbeee e sabeeeanneesnbeeeane 1468
RADIUS-SERVER TIMEOUT ...ttt sttt sttt st e s ebe e e nbee e e sabe e e anbe e e sanee e e 1469
SHOW RADIUS ...ttt ettt b et e s ettt e s a b et e et et e ettt e e ehb e e ekt e e e anbe e e sneeesnbeeeeanree s 1470
] (O A Y 07 0 USROS 1472
TACACS-SERVER HOST ...ttt bttt e st e bt e e nnb e e sae e e e nees 1474
TACACS-SERVER KEY ...ttt ettt a e a e e sa e e e s a e e e e bt e e e anbeeesbeeesnnes 1475
TACACS-SERVER TIMEOUT ...ttt ettt ettt ettt et e et e s ebn e e e be e e e sabeeesneeas 1476

Appendix A: System Monitoring Commands ..............coooiiiiiiiiiii e 1477
RS o [ 0 U ST 1478
SHOW CPU HISTORY ...ttt ettt e e ekt e e e te e e aae e e e aaeeeeasee e e aaeeeeaneeeeamseeeanseeeaaneeaaneeenn 1479
SHOW CPU USER-THREADS ...ttt ettt et e ettt e e sae e e e ate e e e ameeeaamseeeamseeeenseeeanneeeaaneeenn 1480
SHOW MEMORY ...ttt ettt ettt ettt e e et e ekt e e emteeeam s e e e aeeeeaseeeeemseeeameeeeanseeeaseeanneeeeaneeean 1481
SHOW MEMORY ALLOCATION ...ttt ettt ettt e e ste e e e te e e s anee e e anee e e amteeeemseeeaneeeannneens 1482
SHOW MEMORY HISTORY ...ttt ettt ettt e et e e st e e e sae e e e ase e e e amseeeaneeeeamneeeanseeaeanneeeaaeeenn 1483
SHOW MEMORY POOLS ...ttt ettt e e te e e e sttt e e ste e e e amteeaanseeeamneeeanseeeaaneeeanneeean 1484
RS (O o {10 = 1 ST 1485
SHOW SYSTEM SERIALNUMBER ...ttt ettt e e e e nee e e emee e e snneeas 1486
SHOW SYSTEM INTERRUPTS ...ttt ettt et e e sae e e e st e e et e e e e neeeanseeeeanneeeaneeens 1487
SHOW TECH-SUPPORT ...ttt ettt ettt e e et e e et e e e ate e e e smeeeeameeeeateeeaaseeeanseeeanseeeanseeaaneeean 1488

Appendix B: Management Software Default Settings ...............ccciii 1491
BoOt CoNfIGQUration File........ .. i e e e e anbee s 1492
ClaSS Of SEIVICE ....eeiiiiiiiie ettt e e e ettt e e e e bt e e e e ettt e e e e abbe e e e e anneeas 1493
L070] o To 1 [ o] o AU PRSP 1494
802.1x Port-Based Network ACCESS CONIIOL........cooiiiiiiiii e 1495
ENNANCEA SEACKING .....eeeiiiiiiii ittt e et s et e e e e et e e e b e e e e 1497
L SRR 1498
1] 1Y ST gTeTo] o1 o FE PSP 1499
Link Layer Discovery Protocol (LLDP and LLDP-MED) ........c.uuiiiiiiiiiiiieeiiie e 1500
MAC Address-based POrt SECUILY .........uuiiiiii e e 1501
O Yo [o [T =1 o) = SR SRP 1502
ManNagemMENT [P AGAIESS. ..ottt e e et e e e e et e e e e e an e e e e e nnee e e e e annneeas 1503
Y E= T =T T Y ot o T o | SRR 1504
o ST 11] o < T PRSP 1505
RADIUS ClIENE ....eeeeeiiee ettt ettt et e e sttt e e sttt e et e e e teeeasee e e naeeeaneeeeanteeesnseeeansseanseeeanneeeaanseeanns 1506
Remote Manager Account AUthentiCatioN.............coiiiiiiiiii e s 1507
RIMION L.ttt ettt ettt e et e e ettt e e eee e e tee e e emseeeemeeeeameeeeamseeeamneeeenseeeeeeesneeeanneeeaanneeenns 1508
SECUME SHEII SEIVET ...t e e et e e e e bt e e e e e n bt e e e e aabee e e e e anneeas 1509
L] Lo Yo =T o | SRR 1510
Simple Network Management Protocol (SNMPv1, SNMPv2c and SNMPV3) ........cccooiiiiiiiiiiieneee 1511
Simple Network Time ProfOCOL.........oooi e e e 1512
Spanning Tree Protocols (STP, RSTP and MSTP).......uuiiiiiiii e 1513

SPANNING Tree STAUS ...ttt e e ettt e e e e rab e ee e e eaeeeaeeannes 1513
SPaNNING Tree ProtOCOL . ......cooiiiiiiie ettt e e st e e e st e e e e s sneeeeesaanee 1513
Rapid Spanning Tree ProtoCOI ...t e 1513

27



Contents

Multiple Spanning Tree ProtOCOI ........ccuuviiii ittt e et e e e st e e e s snreeeeeeanes 1514
SYSIEIM NAMIE ...ttt ettt e e e ettt e e e e st teeeeeesataeeeeeaastaeeeessnsbeeeeesantsneeeeaseeeaeeaanseneeaeanns 1515
LI Y 07N @ 1 1= o | S PSR 1516
LI a1 GRS 1T oY= USRS 1517
BT AL OSSPSR 1518
L= o TR Y SRS 1519

28



Figures

Figure 1:
Figure 2:
Figure 3:
Figure 4:
Figure 5:
Figure 6:
Figure 7:

(0701100 4T=TaTo I 1Y Lo To [T SRR 49
L NP2 1 I @'e] 3o 2 7= T [ 52
CONFIGURE TERMINAL COMMANG ....uuvtiiiiiiieieeeececititeteeeeeeeeeeeeeeeseeaeseeessssassssssssssssssssssneseeeeeesseesssasasssnssnsssees 52
[ [N S 00 ] N @ I S 7] 491 5 F=T oo U 52
(I LY I A @7 o212 =2 e [T 53
INTERFACE TRUNK COMMENG .....cooiiiiiiii ettt ettt e e e ettt e e e e e e eeeeeeeeesesesa s sassseseeaansenenenaeas 53

INTERFACE PORT Command - SiNGIE POI.........ooiiiiiiieeet ettt 53

Figure 8: INTERFACE PORT Command - MUIIPIE POIS.........coouiiiiieiie ettt 54
Figure 9: INTERFACE PORT Command - Moving Between Port Interface Modes ..........ccoocvviiiieiiieniieeee e 54
Figure 10: INTERFACE TRUNK COMMENG .....coiiiiiiiiiie ittt e e ettt e e e e ettt e e e e e ssataeeeessnasseeeeesansbaeeesasasssneaesaanes 54
Figure 11: INTERFACE VLAN COMMANG .....ooiiiiiiiiiieiiie ettt ettt sttt et e b e e eat et sab et e ek eeat et e sanee e e bn e e e antee e nnnee 54
Figure 12: VLAN DATABASE COMMEANG ....coitiiiiiiiiiiiiie ittt ettt ettt e et s et e sae e e e as e e e eat e e e sabae e e bne e e aatee e nnnes 55
Figure 13: LLDP LOCATION CIVIC-LOCATION COMMENG ......coiitiiiiiaiiiititaieeitee sttt esteesiee s sieesasessbeesaeesneesbeeseesnsessneesene 55
Figure 14: LLDP LOCATION COORD-LOCATION COMMANG.......cceiieeiieieaiieeeaieeesteeeeaeieeeseeeesneeeseeeeanneeesaneeeenseeaneeeesnnes 55
Figure 15: Moving Up One Mode with the EXIT and QUIT COmMMAaNd .........c.cueiiiiriiiiieniie e 56
Figure 16: Returning to the Privileged Exec Mode with the END Command.............cooouiiiiiiiiiiiiiic e 57
Figure 17: Returning to the User Exec Mode with the DISABLE Command .............ccoiiiiiiiiiiiiiie e 57
Figure 18: PORT Parameter in the Command Line INTerface. ...........coiuiiiiiiiiiiii e 58
Figure 19: STartup IMESSAJES .....ccoiuiiiiiiiie ittt h et s et e e b et e e e e bt e e eat st b et e ekt e e eat et e e e e e e e e e n e e 62
Figure 20: Startup MesSages (CONTINUET).... ..o uuieiiiieeiieeeeiee et e et e st e e e e e st e e e steeesneeeesseasseeeanseeesmneeeanseeeeanseeennnes 63
Figure 21: Startup MesSages (CONTINMUET).... ..o uuieiiiieeiie et eee et e e st e st e e st e e e stee e sneeeenseaseeeeamseeesmneeeanseeeeanneeesnnes 64
Figure 22: Connecting the Management Cable to the Console POrt.............ooiiiiiiiii i 66
Figure 23: AlliedWare Plus Command LiNe Prompt.........ouieoiiiiii ettt 67
Figure 24: SHOW BOOT COMMENG. ... .ttt ettt et e st e e ettt e o b et e e ek bt e e aabe e e sabe e e st e e aabe e e sanaeeabneeeanteeennnee 71
Figure 25: Displaying the Keywords 0f @ MOGE ..........cuiiiiiiiiiii ettt e st 79
Figure 26: Displaying Subsequent Keywords of @ KEYWOId..........ccciiiiiiiiiiie e 79
Figure 27: Displaying the Class 0f @ Parameter ............cooi ittt e nee e e e e e e e e e ennes 80
Figure 28: SHOW SYSTEM ENVIRONMENT COMMANG ......cooiiiiiiiiiieiiiiieee ettt e e e e e e et e e e s sntaeeeaeeennnaeaeas 103
Figure 29: SHOW ECOFRIENDLY COMMANG ....cc.ueiitiiiiieitiaitieaieesiee et e siee st e steeaseesteeenseesseeasbeesseeanseessseaeesnseesneeenseessensn 108
Figure 30: SHOW SYSTEM ENVIRONMENT COMMANG .....cuiiiiiiiieiiiierieeitieasieesee st ste et steeseeenbeesneeesseesseeenseesneesnneens 109
Figure 31: SHOW BOOT COMMENG.......cciiiiiiiiiiiiiie ettt ettt s et er e st e e et et e s b e e e s b et e ese e e sreeaare e e abeeesanneeennreeenaee 120
Figure 32: SHOW BAUD-RATE COMMENG ....cccitiiiiiiiietieeeeieeesiee s e e eeeeeseeeesteeesaseeeesseeeassteeeanseeesnneeeaeeaseeesnneeeennseeennee 122
FIQUIe 33: BANNEIr IMESSAGES ... .uueiiiieiiiiiiiie ettt ettt e e e ettt e e e e aa et e e e e e aebe e e e e e nnteeeeaeamseeeeaasneeeeeeaannnbeeeeeaannrenaaaean 127
Figure 34: HELP COMMANG........c ittt e ettt e e ettt e e e ettt e e e e e saateeeeeeaataeeaeesntaeeeassseeaeeeasssaeaeeannnrenaaanans 144
Figure 35: SHOW BANNER LOGIN COMMENG.......uiiitiiiieeiieiiieitie sttt erieesiteesteesieessteeseeeaseeesseessteesseesseeeseeseesnseesneesnsesssensn 155
Figure 36: SHOW BAUD-RATE COMMENG ..ottt ettt ettt ettt e ab e s st e e e st e e st e sbe e e saneeeennbeeenaee 156
Figure 37: SHOW SWITCH COMMANG........uutiiiiiiiiiieiiie ettt e ettt e e e e bt e s be e e snn e b e e e ebeeesaneeesanreeeaee 159
Figure 38: SHOW SYSTEM COMMANG ......ccoiiiiiiiiieiitiie et e eiee e steeeaeteeeeseeeassteeeaaseeesneeeeaaseeeanseeeeanneeeanseeeaaseeeaneeeeanseeenne 161
Figure 39: SHOW SYSTEM SERIALNUMBER COMMEANG........ociiiiiiiiiiieiiiee e esiee e seeessiee e s e seeeesnee e e sneaesnneeeeneeeeennes 162
Figure 40: SHOW USERS COMMANG ......ooiiiiiiiiiiiiiiiiit et e ettt e e s ettt e e e e e eattaeeaeesasaeeaeessasbeeeeeasaeaeesanssseeaeeannnsenaeanans 163
Figure 41: SHOW VERSION COMMANG..........utiiiiiiiiiiieeccittiee e cete e e e e et e e e e e et e e e e e e e sbaaeeeesasssseeaeeaasssseeseassseeaeeannnrenaaaeans 165
Figure 42: SHOW FLOWCONTROL INTERFACE COMMANG ......coiiiiiiiiiiiitie ettt sttt s 179
Figure 43: SHOW STORM-CONTROL COMMEANG ...ttt ettt ettt e ss et e e b e s e e e enneeenee 184
Figure 44: SHOW STORM-CONTROL COMMANG .......eeiiitiitiiiiieitie it esiee sttt et sieesaseesbeessbeesseesaseebeesaeeereesbeesnneenseean 184
Figure 45: SHOW INTERFACE STATUS COMMEANG ......uiiiiiiieiiiieiiiee et eie et e st e e eeeeesteessneeesneeeesseeeennsesnneeeenneeeennee 187
Figure 46: SHOW INTERFACE COMMANG ......ooiiiiiiiiiie ettt e ettt e e e e et e e e e e sana e e e e e eenaseeeeeannsseeaeeennnreeaaenans 188
Figure 47: SHOW RUNNING-CONFIG INTERFACE COMMANG .......cccetiiiiiiiiiieiiieiee ettt 188
Figure 48: Head Of LiN€ BIOCKING ..ottt ettt et ra e et e et e rae e e e e b e e e ebe e e sanreeeanbeeenaee 208
Figure 49: SHOW FLOWCONTROL INTERFACE COMMANG ......coiiiiiiiiiiiiie ittt 219



List of Figures

Figure 50:
Figure 51:
Figure 52:
Figure 53:
Figure 54:
Figure 55:
Figure 56:
Figure 57:
Figure 58:
Figure 59:
Figure 60:
Figure 61:
Figure 62:
Figure 63:
Figure 64:
Figure 65:
Figure 66:
Figure 67:
Figure 68:
Figure 69:
Figure 70:
Figure 71:
Figure 72:
Figure 73:
Figure 74:
Figure 75:
Figure 76:
Figure 77:
Figure 78:
Figure 79:
Figure 80:
Figure 81:
Figure 82:
Figure 83:
Figure 84:
Figure 85:
Figure 86:
Figure 87:
Figure 88:
Figure 89:
Figure 90:
Figure 91:
Figure 92:
Figure 93:
Figure 94:
Figure 95:
Figure 96:
Figure 97:
Figure 98:
Figure 99:

Figure 100:
Figure 101:
Figure 102:
Figure 103:
Figure 104:
Figure 105:
Figure 106:
Figure 107:
Figure 108:
Figure 109:

30

SHOW INTERFACE COMMANG......cuuiiiiiiiiiiiiiiiieieeeeeie e e eeeaeeeeeeeeseeasss s sasasassbeseseseeeseeaseeasesssssssssssssrsssnnnnes 222
SHOW INTERFACE BRIEF COMMENG ......coiiiiiiiiiei et ete e e st e e e s etee e e e s s esaaeeeeesseneeeeseesnteeeeeeaas 225
SHOW INTERFACE STATUS COMMEANG .....ccoiuiiiie et eteee e e e e e s etae e e e e e e ataeeeeeeensaeeeeesnreeeeeeans 227
SHOW RUNNING-CONFIG INTERFACE COMMANG..........cciuriieeeiiiiiieee et eeeiteee e e a e e e et e e e e esnreeee e 232
SHOW STORM-CONTROL COMMENT .....ooiiiiiiiieiiiiieeeeeee ettt e e e e e e e e e e e e e e e ee e e eaese e seeseeeesasaeeeseessnsssessssennees 233
SHOW SYSTEM PLUGGABLE COMMEANG ......uuiiiiiiiiiiieieieieee e e e e e e e e e et aeeeeeee e e saeeeeeeeesassssssssssssssssnnnees 235
SHOW SYSTEM PLUGGABLE DETAIL COMMANG......cciiiiiiiiiieieeiii ettt e e e ee e e e e e e e e e e e e eenssasssasseneeees 236
SHOW POWER-INLINE COMMEANG......ccoiiiiiiiiiee et e et ee e e ettt e e e e et e e e s eate e e e e e sesbeessaaseeeeseesnteneeeeaas 253
SHOW POWER-INLINE INTERFACE COMMENG .....oocoiiiiiiie ettt e ettt e e eetaee e e e eeaaaeesenteeeeeens 254
SHOW POWER-INLINE INTERFACE DETAIL COMMAN........ccciiiiiiiieeiicieiee ettt e e enreee e 254
SHOW POWER-INLINE COMMEANG.......uuuiiiiiiiiiiiiiieieee e eeeeeeee ettt e e e e aeeeeeeeesassseasssaeseeseeeeseessesssnsnssssssnnnees 274
SHOW POWER-INLINE COUNTERS INTERFACE COmMMANd .........c.ooiiiiiiiiiieeeeeeeeeeeee e 277
SHOW POWER-INLINE INTERFACE COMMENG .......coiiiiiieee ettt e e e e et ae e e e eeesaeaeeeessaassnnnnees 279
SHOW POWER-INLINE INTERFACE DETAIL COMMANG........oociiiiuiiiieeiiiiieiie e eeeteee e e eveee e e e enaeee e 280
SHOW IP ROUTE COMMANG ........uuiiiitiieieieieeeieeeeeeeeeeeeeeeeetasssseseseeeeeesaeaseeesassassssssssssssssssseeesssassssaasssssssssssnnnnes 293
SHOW IP INTERFACE COMMENG .....coiiiiiiiiieie et eete e ee et e e e e e ettt e e e e eaaaeeeeeeestaeeseesesreesennnseeeeeesnnteeeeeeans 293
SHOW IPV6 ROUTE COMMANG.......uuiuiueieieiiiiieeiee e e ee e e et e et e e e e e e aeeeeeesssassssssssaesssseeeesesessnsssnsssssesnnnnnes 297
SHOW IPV6 INTERFACE COMMANG.........ccciiiiiiiitiiiieieeeiee et ee e e e e e e e e e e e e e e e e e e aaetee e e eeeeeseeaseeeeseesseessnsssssessnnnees 297
SHOW IP INTERFACE COMMANG ....uuuviriiiiiiiiiieee e eeeeeeeeeetie ettt e e eeeaeaeeeesasassssssssssssssesssseeeesesasssssnsssssssnnnnnes 317
SHOW IP ROUTE COMMEANG .......uiiiiriiiieieiiieieeeeeeeeeeeeeeeeetaasssseeseeeeseeaeaseeesassassssssssssssssssseeesssassssassssssssssssnnnnes 318

SHOW IPV6 INTERFACE COMMANG.........oiiiiiiiiiiieiee et e 320

SHOW IPV6 ROUTE COMMANG......ccitiiiiiiiiiiiietie ettt sttt sttt ettt et e s et st e sae e e e seneenneennne s 321
DHCP Server with Port-Based IP ASSIGNMENT ........coiiiiiiiii et 324
SHOW IP DHCP BINDING COMMENG ...ttt ettt ettt e sebee st e e snne e s beeeeasneeenaee 333
SHOW IP DHCP POOL COMMANG ......uviiiiiiiiiiiie ittt ettt e sie e st e ssse e e aaneeesnneesnneeeanneeenaes 334
SHOW IP DHCP SERVER STATISTICS COMMANG.....cc.ciiitiiiiiiiiieiiiieiee ettt ettt neennee s 335
SHOW IP DHCP BINDING COMMANG ...c.uviiiiiiiiieiiiieiteeniee sttt sre ettt sae et essne e sbneenneennee s 361
SHOW IP DHCP POOL COMMANG .....c.cviiitiiiiiieitieiiiieteeeiet ettt sttt ettt sr et sbeesae s b e sieeene e seneenneennne s 363
SHOW IP DHCP SERVER STATISTICS COMMANG.......cciiiiiiiiiiiiiiieeiiie ettt 364

SHOW NTP ASSOCIATIONS COMMAENG......cc.ciiiiiiiiiiii it 373
SHOW NTP STATUS COMMEANG........oiiiiiiiii e e s e s 373
SHOW NTP ASSOCIATIONS COMMENG...... oo s ee e e 383

SHOW NTP STATUS COMMANG.... ..o e s e see e 385
SHOW MAC ADDRESS-TABLE COMMAEANG .......coooiiiiiiiiiii i s s 395
SHOW MAC ADDRESS-TABLE COMMANG........coiiiiiiiiiiiiie et 407

SHOW ESTACK REMOTELIST COMMENG......ccoiiiiiiiiiiie ettt ee e e e e e e e e e e e e et eaeeeeeeeeesaeaeeessnsnsesesseneees 418
SHOW ESTACK COMMANG........uuuiiiiiiiiiiiiiiie e eeeeeeeeeeeseeeie e e eeeeeeeeeeaeeeeeesesasssssssssssstsseseseessesesesssasssssssrsssnnnnes 420
SHOW ESTACK COMMANG........uuuiiiiieiiiieeieieieeeeeeeeeeeeeeeeeat e sseeeeeeeeeaeaeaeeeesasasssssssssssssesrseeesesaasssassssssssrnrsnnnnes 442
SHOW ESTACK COMMAND-SWITCH COMMANG ........cueeieeieecieiiie ettt e e e e e eetaee e e s eeaaaeeeeeeeeeeens 444
SHOW ESTACK REMOTELIST COMMANG........cctiiieeiieiieiie et eeeeeee e e et e e e e eataee s e e eenaaeeeesenbaeeesnreeeeeens 445

SHOW MIRROR COMMENG ...ttt et et e et e e e e e aeeeeeeseeseeeasssaesseeeeeeesesesesasssnssssressnnnnes 457
SHOW MIRROR Command and Access COoNtrol LiStS.........c.uuuuuuiiiiiiiieiieeeeeeeee e 457
SHOW MIRROR COMMENG ...ttt ee e e e e e e e e e e e e ettt e e e e eeesaeaeeeeseseasssssssssrsaesesseeeesasesssssssssssessnnnnnns 464
SHOW MIRROR Command and ACCESS CONIIOl LiStS.......oeeviiieiiiiiiieiic ettt e eneeeees 465
SHOW IP IGMP SNOOPING ..ottt ettt e e ettt e e e e e e e e e e e st e e e e s esestaeeeessateesseaeeeeesseserteneeeeian 475
SHOW IP IGMP SNOOPING COMMANG .......ciiiiiiiieiie e eeeieiie e eeeeeee e e e et e e e eeaeee e e e e eabeeeeeeeearaeeeesesteaeeesenreeeeeeaas 488
SHOW FILE SYSTEMS COMMENG ....ccoiiiiiiiieieiecee ettt e e e e et e e e et e e e e e e e ate e eeeeeeee et eeaeaeeeeeesasesssessnsssssesennnees 504
SHOW FILE SYSTEMS COMMENG ....ccooiiiiiiieieiecee ettt e e e e e e e e e e e e e e e e e et eeee et eeeeeeaeeeeeeeesasesssessnsssssssnnnnees 513

SHOW BOOT COMIMEAN. ...ttt aiteeeiee bt rtee sttt e e aaee e bt e saeeabeesbe e aabeeabeesabeeabeesaeeeeeanbeeebeeeabeesebeenneenanean 520
SHOW BOOT COMIMANG......ueiiiitiieeiiieeetieeaiteeeesteeessueeeaaseeeameeeesseeeateeeaaseeeanseeaasteeaanseeeseeanseeesanseesanseeeasseeeanes 528
SHOW ESTACK REMOTELIST ...ttt ettt sttt ettt st ns 542
SHOW LOG COMMENG ...ttt ettt ettt et e she e e st e e aateeesabe e e ateeesneeesabseeeseeeeseeesmneeeanneeeannneeeanneeean 557
SHOW LOG COMMENG ...ttt ettt h et ea et et e et et e e bt e e e abe e e eb bt e ebe e e sabeeeanbbe e enbeeenaneeeas 565
SHOW LOG CONFIG COMMANG ....c.uiiitiiiiiieiie it ettt st steesee e teesee e bt e seeeebeesteeamseeseesaseesenseesaeeesseesneeennes 568
SHOW LOG CONFIG Command with Syslog Server ENtries .........ccccooiiiiiiiiiiniieeice e 579
SHOW LOG CONFIG Command with Syslog Server ENtries .........ccccoiiiiiiiiiiieeeicc e 585
Static Port TrUNK EXAMPIE .......coiiieeeiee ettt e e et e e e e e et e et s e e e e e eanbeeeeeesnraeeaaean 590
SHOW STATIC-CHANNEL-GROUP COMMANG .......coiiiiiiiiiiieiiii ettt 597
SHOW STATIC-CHANNEL-GROUP COMMANG .......oiiiiiiiiiiiieitiiiie ettt 603
SHOW ETHERCHANNEL DETAILL......ciiiiiiieiie ettt ettt et st e sseeenbeeseeesmeeseesnseenneesneeennes 616



Figure 110:
Figure 111:
Figure 112:
Figure 113:
Figure 114:
Figure 115:
Figure 116:
Figure 117:
Figure 118:
Figure 119:
Figure 120:
Figure 121:
Figure 122:
Figure 123:
Figure 124:
Figure 125:
Figure 126:
Figure 127:
Figure 128:
Figure 129:
Figure 130:
Figure 131:
Figure 132:
Figure 133:
Figure 134:
Figure 135:
Figure 136:
Figure 137:
Figure 138:
Figure 139:
Figure 140:
Figure 141:
Figure 142:
Figure 143:
Figure 144:
Figure 145:
Figure 146:
Figure 147:
Figure 148:
Figure 149:
Figure 150:
Figure 151:
Figure 152:
Figure 153:
Figure 154:
Figure 155:
Figure 156:
Figure 157:
Figure 158:
Figure 159:
Figure 160:
Figure 161:
Figure 162:
Figure 163:
Figure 164:
Figure 165:
Figure 166:
Figure 167:
Figure 168:
Figure 169:

AT-9000 Switch Command Line User’s Guide

SHOW LACP SYS-ID COMMAN .....ueiiiiiiiieitiieiieitie ettt sttt sttt ettt be e sbe e bt e saeesab e e sbeseeeabeesbeeenreenaeean 617
SHOW ETHERCHANNEL COMMANG ....coutiiiiiiiieiie ittt ettt sne et ne e s sr e beenaeeene e 626
SHOW ETHERCHANNEL DETAIL COMMANG......c.c.iiiiiiiiiiie ittt et 627
SHOW ETHERCHANNEL SUMMARY COMMANG......ccciiiiiiiiiiiieiiieiitesiie et 629
SHOW LACP SYS-ID COMMAN ..ottt ettt sttt ettt et e et sttt e bt e saeesnbeessesseeenseesreeanneenneean 630
SHOW PORT ETHERCHANNEL COMMENG ......oiiiiiiiiiiii ittt sttt et sne e b 631
POINE-T0-POINT POMS ...ttt e e e st eenre e eeneas 642
[T Lo TN o T o SRR 643
Point-10-PoiNt @nNd EAQE POIL..... ..ottt e e e e e e e e e e e s e e e e e e e aae e e e e e e e e e eanaannnes 643
RV I =T [ a1 o €= 11T o PSS OPPRP 645
(o To] o €U =T ol ohreT o o] o] L= S T PP PPPPPR 649
LOOP GUAId EXAMPIE 2 ...ttt 650
LOOP GUAId EXAmPIE 3 ...ttt ettt e e e e aneas 650
LOOP GUAIA EXAMPIE 4 ...ttt e e ettt e e e e ettt e e e e e ettt e e e e e e aae e e eeabaeeeeeeasasteeaeeeanreaeeas 651
LOOP GUAId EXAMPIE 5 ...ttt e e e et e e e e e et e e e e e e eae e e e abaeeeeeeesaateeaeeeanraeeeas 652
SHOW SPANNING-TREE Command fOr STP ........coiiiiiiiiiiiii ettt 662
SHOW SPANNING-TREE Command fOr STP ........coiiiiiieieiit ettt st e 666
SHOW SPANNING-TREE Command for RSTP ......couiiiiiiiiiiee ettt 690
SHOW SPANNING-TREE Command for RSTP ......couiiiiiiiiiiieie ettt st 698
VLAN Fragmentation With STP OF RSTP ......ooiiiiiiiie et e e e e e e e e neee e sneeeeas 717
MSTP Example of Two Spanning Tree INSTANCES.......c.c.ueiiiiiiiiiee et 718
MUIEIPIE VLANS iN @N MSTL....eiiiiiiiiie ettt e e e e st e e e e et e e e e e e e absaeeseabaeeeeeeesnssaeaeeeansnneens 718
CIST and VLAN Guideling - EXAMPIE 1 ... .oiiiiiiiiiieitie ettt 729
CIST and VLAN Guideling - EXAMPIE 2........oooiiiiiiiiiiie ettt 730
Spanning ReGIONS - EXAMPIE 1 ..ottt 731
Spanning Regions Without BIOCKING .........coiiiiie et e e e e s e e e e e e e e e eneeas 732
SHOW SPANNING-TREE Command for MSTP ......c...iiiiiiiiiiiierieeit ettt 743
SHOW SPANNING-TREE MST CONFIG COMMANG.......cccoiiiiiiiiiiiieitie ettt 744
SHOW SPANNING-TREE MST COMMEANG.......ciiiiiiiiiieitiiaiiesiieesieesieeeieesee st e seeeesseesaeeesteesseeesbeenseesaeeenseens 745
Port-based VLAN - EXGMPIE T ...ttt ettt e st e e e e 767
Port-based VLAN - EXGMPIE 2 ..ottt ettt e e e e e e s 768
Lo e T g o] [T = T 1= To o =Y I I TR 772
SHOW VLAN ALL COMMENG ....uttitiiitietie ittt sttt ettt sh ettt e sae e s bt ebeesbeeeneenbeeenneenaeean 783
SHOW VLAN COMMENG ...ttt ettt ettt et e st seeeeate e sb et et e ebee st sar e e nseesneenbeeeaneenaeean 790
GVRP EXAMPIE ...ttt ettt e bt e e bt e e eh e e bt e e et ea et e e e naneas 807
SHOW GVRP TIMER COMMANG ......oiiiiiiiiaiitiiieiee sttt sttt e st et esaeeese e sbeesnteanseeseeeenseeseeenseesreeenseesneean 821
Example of a MAC Address-based VLAN that Spans SWitChes ..o, 849
SHOW VLAN MACADDRESS COMMENG .....ccuuiiiiiiiiiiieitie ettt ettt ettt ae et neesne e beenneeene e 857
SHOW VLAN MACADDRESS COMMENG .....ccutiiiiiiiiiieiitei ettt ettt eae st seteeseesae e beenaeeeneens 866
SHOW VLAN PRIVATE-VLAN COMMANG .....ccueiiiiiiiiirie ittt ettt ettt e sre b e nne e ne e 882
SHOW VLAN PRIVATE-VLAN COMMEANG ....eotiiiiieiiiiiiie ittt sttt steesiee e seesbeesebeesseessseesteesnseesbeanseesnesenseens 886
Metro Provider 802.1Q Header in Tagged Packets. ..........coooiiiiiiiiiiiii s 897
Metro Provider 802.1Q Header in Untagged Packets ............coouiiiiiiiiiiii e 897
VLAN SETACKING PIOCESS ... .eeiiiiieeiiee ettt e st e ettt e et e e st e e e eaee e e saeeeeamteeeansee e neeeeanteeeaneeesnneeeeaneeeennes 899
SHOW VLAN VLAN-STACKING COMMENG .....eiiiiiiiiiriieiiie ettt ettt ettt e s nneesreenneeene e 908
SHOW PORT-SECURITY INTERFACE COMMANG .......coiiiiiiiriiiiiiesiee ettt 920
Example of SHOW PORT-SECURITY INTRUSION INTERFACE Command ..........cccccueeiienernieeeniieneeeieees 921
SHOW PORT-SECURITY INTERFACE COMMANG .......coitiiiiieiiieiiiesiie et siee st stee et sieeseeeseeesneeeneen 926
SHOW PORT-SECURITY INTRUSION INTERFACE Command ..........cccooiiiriieiiiiieeee e 929
Example of SHOW PORT-SECURITY INTRUSION INTERFACE Command ..........cccccueriuieneenieenieeneenneees 930
SINGIE-HOSE IMOGE ...ttt et e e et e e e nee e e e aee e e amte e e aae e e emeeeeanseeeanneeeenneeeeanneeennneas 943
Multi-HOSt OPerating MOTE. ........ccoueiiiie ettt e e e e s e e e e et e e e e e e e abeae e s eeataeeeaeeessssaeaeeeansaeeens 944
MUI-SUPPHCANT IMOTE ... ettt e b e rab e et e e enn e e e eaneas 946
SHOW DOTAX INTERFACE COMMANG ......eiiiiiiiieiiiieiee ittt ettt see s sebeesaeesaeeesteesneeesbeaseesneeenneens 960
SHOW DOT1X STATISTICS INTERFACE COMMANG.....cccciiitiiiiieiieiiieaiee sttt sttt seeesiiene e 961
SHOW AUTH-MAC INTERFACE COMMANG .....cuiiiiiiiiieiiieeiee ittt st sttt et e siae b e e e sneeene e 995
SHOW AUTH-MAC SESSIONSTATISTICS INTERFACE COmMMaNd........cccceeuiiiiiiiiieiee e 996
SHOW AUTH-MAC STATISTICS INTERFACE COMMANG.........cceiiiriiiiiienie ittt 997
SHOW AUTH-MAC SUPPLICANT INTERFACE COMMANG.......c.cociiiiiiiiieniie ittt 998
SHOW DOTAX COMMEANG........uiiiiieiiieiiiiaie et site et eestee et e steeasteesteeaseeanbeesaeeanseeabeeanteaaseesseanseasseeanseesseeanseesseean 999

31



List of Figures

Figure 170:
Figure 171:
Figure 172:
Figure 173:
Figure 174:
Figure 175:
Figure 176:
Figure 177:
Figure 178:
Figure 179:
Figure 180:
Figure 181:
Figure 182:
Figure 183:
Figure 184:
Figure 185:
Figure 186:
Figure 187:
Figure 188:
Figure 189:
Figure 190:
Figure 191:
Figure 192:
Figure 193:
Figure 194:
Figure 195:
Figure 196:
Figure 197:
Figure 198:
Figure 199:
Figure 200:
Figure 201:
Figure 202:
Figure 203:
Figure 204:
Figure 205:
Figure 206:
Figure 207:
Figure 208:
Figure 209:
Figure 210:
Figure 211:
Figure 212:
Figure 213:
Figure 214:
Figure 215:
Figure 216:
Figure 217:
Figure 218:
Figure 219:
Figure 220:
Figure 221:
Figure 222:
Figure 223:
Figure 224:
Figure 225:
Figure 226:
Figure 227:
Figure 228:
Figure 229:

32

SHOW DOTAX INTERFACE COMMANG.......cooiiiitiiiieieieeeee et e e et e e e e e eeeeeeeeeeseassseernnneees 1000
SHOW DOT1X STATISTICS INTERFACE COMMEANG......cooiiiiiiiieeieeteieee et ee e e e e e e e e evaee e e e eeeeeas 1001
SHOW DOT1X SUPPLICANT INTERFACE COMMANG .......ccoiuiiieeeeeieieeeeeeceeee e e e e eeteee e e e envaee e e e eenne s 1002
SHOW SNMP-SERVER COMMANG........ccouriieieiiiiee et eeete e e ettt e e e et e e e e eeaaae e e e e eeateeeeeenaraeeeesennraeeens 1016
SHOW SNMP-SERVER COMMUNITY COMMAN .......oooeiiiiiiiie ittt et 1016
SHOW RUNNING-CONFIG SNMP COMMANG......uuuuiiriiiiiiiiieieeeeeeeeeeeeeeeiiieieeeeeeeeeeeseseeeeeeeeesessssssssssssssesneees 1017
SHOW RUNNING-CONFIG SNMP COMMANG......uuuuiiriiiiiiiiieieeeeeieeeeeeeeeiveseeeeeeeeeeeeeseeeeeeeeesesssssssssssssesneees 1029
SHOW SNMP-SERVER COMMANG........ccuuiiiiiiiiieei it e eeete e e e e et e e e e e et e e e e s setaaeeessesaeeeesesnaaeeeeesesnraeeeas 1030
SHOW SNMP-SERVER COMMUNITY COMMANG ......oooeeiiiiiiiiee ettt e e st e e e e eaeeees 1031
SHOW SNMP-SERVER VIEW COMMEANG ......cvviieiicieiiee et e et e e ettt e e e e e eaaae e s e s snnaeeeeeenraneeas 1033
SHOW SNMP-SERVER COMMENG......cciiiiiiiiiiieiiiitiiiee et ee e et e e e e e et e e e e e e e ee e eaaae e seeeeeeseeaeaeeeesessssanssrsreeneees 1052
SHOW SFLOW COMMENG ...ttt e et e et e e eeaeeeeeesesasasssasssesaesseeseeeesesesasnnsssssrsrennenes 1077
SHOW SFLOW COMMANG .....eiiiiiiieieieiiieeieeee e e e e e e et e ee e et e eeeeeeeeeeaeeeeeesesasasssasssesarssesessaesesesassnnssssssrnnnnnes 1090
SHOW LLDP COMMANG......coiiiiiiiiiitieeeee e e e e e e e e e e e e e e e e e s eeeeeeeeeaeaeeeeeasesassssssrarsseneeesesasasssnsssssrsrnnnnnns 1119
SHOW LLDP INTERFACE COMMEANG.......uuiiiiiiiiieeiiiieeie e e eeete e e e e eette e e e s s eettae e e e s setaaeeassesaeeeesessaaeeeeesennraneeas 1120
SHOW LLDP STATISTICS COMMANT .......cuvviiieiiiieiiee e eieieee e eeetee e e ettt e e e e et e e e e e etaaeeeeseessaeesrseeeeeseenraeeens 1124
SHOW LLDP COMMANG ... .ottt e e ettt e et et et et e e eeeaeeeeeesesesasessasstabeeeeeeesesesassnssnssrerennnnes 1165
SHOW LLDP INTERFACE COMMENG......cciiiiiiiiiitieieeeeeeeee ettt e et e e e e e eeeeeeeeseeeasssrereaeeees 1167
SHOW LLDP LOCAL-INFO INTERFACE COMMANG........ccooitiieieieieiiiiieeeeee e e e eeeeeerevaeeaeeeseeesaeseeeesesaeneees 1169
SHOW LLDP LOCAL-INFO INTERFACE Command (CONtiNUEd) ........ccceveiiiiiriiie e 1170
SHOW LLDP NEIGHBORS DETAIL COMMEANG.......ccouiiieeieieeiiee ettt e et e e e e eeaeae e e s s eeaaee e e e s snbeneeeeenraneeas 1171
SHOW LLDP NEIGHBORS DETAIL Command (CONtiNUEd).........cocuviiiieiiiiiiiee e 1172
SHOW LLDP NEIGHBORS INTERFACE COMMEANG .........ooeiiiiiiiieee ettt et e e ene s 1176
SHOW LLDP STATISTICS COMMANG .....eeeeiiiiieieiieeeee ettt e e e e e e e e e e e et seeeesesaessensnesrereeeeees 1178
SHOW LLDP STATISTICS INTERFACE COMMANG.......uuuuiiiiiiiiiiiiieeeeeeeeeeeeeeecieteteeeeee e e eeeeeeeeeeseeesssnssnaneees 1180
SHOW LOCATION Command for @ Civic LOCAtION ...........cooiieieeeeeeee et e e e 1182
5] (O A AT A e @705 o ' =T Lo U 1189
SHOW ARP COMMANG.... .ottt ee e e e e e et e et e et e reeeeeeeeeaeaeeeeeesaeaesssssssssrsreeeeeaesssaeasnnsssssrsrnnnnnes 1196
SHOW RMON STATISTICS COMMANG ......oeeieiiiiiiiiie ettt e et e e ettt e e et e e e e e eatr e e e e eateeaeeeearaeeeas 1202

SHOW RMON HISTORY COMMEANG ......uuiiiiiiieitiieciie et ettt e ettt e etae e e st e e easeaesnbeeesnseeesnssesseeennseeesnneas 1205
SHOW RMON ALARM COMMENG......0eiiiiiieiiieeiiieeeriieesee e ettt e este e e seeaessaeeessseeessseeeanseeeaaseeesaeeassesaanseeesnses 1232
SHOW RMON EVENT COMMEANG .....cciiiiiieiiieeieeiitesieesieesteaseesseessseesseessseesssesseeassesssssessesssessssesssessnsesssesses 1234
SHOW RMON HISTORY COMMANG ......uuieiiieiiiiiiesiee st ssieesteesveesieesseessteesseessseesseesseessseessessssesssessessnsesssessns 1236
SHOW RMON STATISTICS COMMENG .....oeiiuiieiiiieiieitie st esteesiee e see st steessaeesteesseessseesseesneessesseesnseenseeses 1238
SHOW ACCESS-LIST COMMEANG .....cccuviiiiiieeiiiee et siee et e et sttee st e e e et e esaseeessbeeessaeesssseeeesseeennseeesnneas 1270
SHOW INTERFACE ACCESS-GROUP COMMANG .......ccuviiiiiiiieeiiie ettt ettt eitee et saveeestaeeesnanneas 1271
SHOW RUNNING-CONFIG COMMEANG .......ooiiiiiiieiiiiieiiiieesiiieeeieeesieeeasteeeesseeeessseeassaeeeassseesnnseaeanseeeanseessnsees 1271
SHOW ACCESS-LIST COMMEANG ....cceiiiieiiieeiiiee et aieee e st e e seeeessseeesteeeesneeeessseeesneeeeaseeesanseeeaseeeeanseeeannes 1307
SHOW INTERFACE ACCESS-GROUP COMMANG .......ooiiiiiieiiieiieeieesieesaeesieesieeeseeessaesseaesseessseenseessnesneses 1308
SHOW MLS QOS INTERFACE Command - Strict PriOFitY........ccoiiiiieiiie e 1323
SHOW MLS QOS INTERFACE Command - Strict Priority (continued)............oocvviiiiiiniiiiiee e 1324
SHOW MLS QOS INTERFACE Command - Weighted Round RODIN...........ccccoiiiiiiiiiieieicee e 1324
SHOW MLS QOS MAPS COS-QUEUE COMMANG.......cceiiiieirieitiiiiieesee it esieeeieesteesseesteessaeesessseesnseessae e 1326
SHOW MLS QOS MAPS DSCP-QUEUE COMMANG ......ccciitiiaiiiieiiieeesiieeesieeesieeesieeeesneeesneeeesneeeenneeeesneas 1328
Password Prompt for Command Mode ReStrCHON...........ccuuiiiiiiiiiie e 1335
Command Mode Restriction ErrOr MESSAQE. .......ciiiiiiieiiee ettt e e e rtae e e e st e e e e s nraeeeas 1335
Displaying the Local Manager Accounts in the Running Configuration ..............ccoooviiniiiiiiieeiniic e 1343
SHOW TELNET COMMANG ....oooiiiiiiiiee ettt cieee ettt e et ste e e st e e et e e s aeeesssaeesasseeessseaesnseeeansesnssaeessesensseeesnneas 1359
ST (O AT I N o T3V =T o T S 1364
SSH Remote Management of @ Member SWItCh ..........c.oi i 1377
SHOW CRYPTO KEY HOSTKEY COMMANG.......ccceeiiuieitieiiiaieesiieesieesieessieesseesseeesseesesssseesssssssesssessnsessseeses 1392
SHOW SSH SERVER COMMEANG.......coiiiiiiiiiiieitiie it siee ettt sttt et e e e st e e s at e e st e e e snteeesmneeeneeeenneeeennnees 1393
SHOW IP HTTP COMMANG .....oiiiiieiiiieeeiie ettt e ettt e et e et e e st e e e et e e e eateeeesseeesnbeeesneesnssaeesbeeeanseeesnneas 1400
SHOW IP HTTP COMMANG ...ttt ettt et e e e st e e et eeeesteeeeaseaesnbeeesneesnsseeesbeeenseeennneas 1405
SHOW IP HTTPS COMMANG.......uiiiiiiieeiiie e sieeeeiee e see e st e e st e e st e e e steeesasseeessseeessbeeeansesnnsaeeseeeeanseeennneas 1420
SHOW IP HTTPS COMMANG.......uiiiiiiieeiiieeiiie et eeeiee e eee e st e e et e e st e e e staeeensseeeanseeessbeeeansesnnseeeaseeeennseeennneas 1433
SHOW RADIUS COMMENG ....eiiiieiiiiieeetie e ettt e et ee s e e st e e smaeeesaeeesaeeeeeneeeeasteeeaneesnneeeeaseeeeaneeeeannees 1443
SHOW TACACS COMMENG ...ttt ee et ettt e et e ettt e s st e e e sbaeeeastee e saaeeeanbeeeanseenneeeeaseeeeaneeeennnees 1446
SHOW RADIUS COMMENG ....eiiiiiiiiiiieeiiie ettt sttt e et e e st e e st e e e tte e s saee e e asbeeeantesmneeeeneeeeneeeeannees 1470
SHOW TACACS COMMENG ....ooitiieiiiee ettt ie ettt e et st ee e et e e eaeeesaeeeessaeeeesseeessseeesnbeeeanssenssaeesseesanseeesnnes 1472



Tables

Table 1. Remote Software TOOI SEHNGS .......eiiiiiiiiiii e et e et e e s st e e e sareeeabeeeaas 44
Table 2. AllIedWare PIUS IMOTES ... .o ettt e ettt e e e ettt e e e e s be et e e e s nbe et e e e e e mnteeeeeeanbaeeeeeeannneeeaeeeannnees 50
Table 3. Adding a Management Address: EXampPle 1 ...t et e e e e e s e ene s 73
Table 4. Adding a Management IP ADdress: EXamMPIE 2 .......oe ittt e e e e e e e e e e s eeeeeee s 73
Table 5. Basic Command LiN€ COMMANGAS ........uuiiiiiiiiiiie ittt ettt et et sat e e st e e e be e e s ente e e nabeeeabeeeaas 83
Table 6. Temperature and Fan Control COMMANGAS .........c.eiiiiiiiiiie ettt e 105
Table 7. SHOW SYSTEM ENVIRONMENT COMMANG .....ccuiiiiiiiiiiiiiniit ittt sttt e e e i e e 109
Table 8. Basic Switch Management COMMANGS ........c.oiiiuiiiiiiie e eee ettt e e et e e st e e seee e e sneeeeaneesnneeeanteeeeaneeeeanneas 131
Table 9. SHOW SWITCH COMMEANG ....oeiiiiiiiiieiiiiie et eeee et e etee e s seeeeateeeeaneeeesneeeeanseeeanseeeamseeeanseeenseeeanneeeanseeesanseesansens 159
Table 10. SHOW USERS COMIMEANG ......uuiiiiiiieiiie ettt ettt e et e e et e e st e et e e e aste e e saeeeean bt e enteeesmneeeanbeeeeneeeennneas 163
Table 11. Port Parameter COMMANGAS .......ooiiuiiiiiiiiiiiie ettt e et e e ea et ea bt e et e st et e sab e e e et e e e snne e e anneas 191
Table 12. SHOW FLOWCONTROL INTERFACE COMMANG ......ooiuiiiiaiiiiiiie sttt ettt siee e seessbeeneeesneeseee e 219
Table 13. SHOW INTERFACE COMMEANG ...ttt ettt ettt et sae e st s b e st e bt es e e b e e nbe e enbeesaneennas 222
Table 14. SHOW INTERFACE BRIEF COMMENG ....ccuiiiiiiiiieiii ettt sttt 225
Table 15. SHOW INTERFACE STATUS COMMANG ......oiiiiiiiiiiiiiie ettt ettt ene e 227
Table 16. SHOW PLATFORM TABLE PORT COUNTERS COmMMAaNG ........cccociiiiiiiiieieeniii ettt 229
Table 17. SHOW STORM-CONTROL COMMANG .....ceiuiiiiiiitieiiiieiie ittt steesteesteesieeebeesaeeseteesbeesseeenseesseeensessesanseesneesnnes 233
Table 18. IEEE POWEred DEVICE CIASSES .......ccoiuiiiiiiiiiiiiie ittt ettt ettt ettt s bt e s b e sa bt e st e e rab e e et e e nnn e e e naneas 244
Table 19. POE POrt PrOMIES ....cooi ittt ettt e e ettt e e e e ettt e e e e e naee e e e eanseeeae e e nneeeaaeeannnseeaaaeannees 245
Table 20. Receiving Power Consumption NOtIfiCation ............cooiiiiiiiiiie e 252
Table 21. POE ShOW COMMENAS ......oiiiiiiiiiiieeiiiee et ee et e e st e e et e e saae e e e s e e e ameeeeaneeeeseeeeanseeeenneeeenseeeeanseeeannens 253
Table 22. Power over Ethernet COMMANGS ..........oiiiiiiiiiieiiee ettt e et e e et e st e e st e e sate e e smnteeenbeeeenneeeeanneas 255
Table 23. SHOW POWER-INLINE COMMEANG ......cooitiiiiiiaiie ittt ettt ettt st sttt et e smeeesaeessbeetenseesseeanbeesneeennas 275
Table 24. SHOW POWER-INLINE COUNTERS INTERFACE COMMANG .......ooitiiiiiiiieiieeie et 277
Table 25. SHOW POWER-INLINE INTERFACE DETAIL COMMANG ......coiiiiiiiiiiiieiee ittt 280
Table 26. Features Requiring an IP Management Address on the SWitch ..........cccooiiiiriii i 286
Table 27. Management IP ADdress COMMENGS ......ccooiiiiuiieiiiie e riee e e e s e et e e st eeseeeesnseeeenseeeeaneeenneeeenseeeeaneeeeanneas 299
Table 28. SHOW IP ROUTE COMIMANG .....coiuiiiiitiieeiiieeieee sttt ett e e stee e e tee e sttt e s saeeeeante e e anteeesmseeeanbeeeaaeeeanseeesnbeeesaneeeeanseas 318
Table 29. SHOW IPV6 INTERFACE COMMEANG ......coiiuiiiiiiiiieiit ettt ettt tee e st e st e eaee et e emteenbeesnbeeseesneeanbeesneeennes 320
Table 30. DHCP Server with Port-Based IP ASSIGNMENT .......ooiiiiiiiii e 337
Table 31. SNTP Daylight Savings Time and UTC Offset COmMMaNdS ...........cccoiiiiiiiiiiiiiii e 370
Table 32. Simple Network Time Protocol COMMANAS .........ccocuiiiiiiiiiiii ettt e e e e e e e et e e e e e eara e e e e e e eanaes 375
Table 33. SHOW NTP ASSOCIATIONS COMMENG .....oiiiiiiiiiiiieitit ettt ettt nne e b neennee e 383
Table 34. MAC Address Table COMMENGS ......ccoiuiiiiiiieiiieiie ettt et e e st e e sae e e e snbeeesee e saneeesnbeeeeaneeeeanneas 397
Table 35. SHOW MAC ADDRESS-TABLE Command - Unicast ADAreSSES .........coiiiiiiiiiiiiiiieiiiie e 407
Table 36. SHOW MAC ADDRESS-TABLE Command - Multicast ADdreSSes ..........ccceviiiiiiiiiiniiiciieee e 408
Table 37. Enhanced Stacking COMMANAS ........coiiiiiiiiieiiiie ettt e e et esr e e ran e e st e e e snn e e e nnreas 433
Table 38. SHOW ESTACK COMMANG .....ooiiuiiieiiieeaiiieeiiie et e e see e seeeeateeeeaneeessaeeeeateeeanseeesanseeaseeeaaneeeesnneeeanseeeaanseesansens 442
Table 39. Port Mirror COMIMANGAS ......ceiiuiiiiiiieeiiiee et e et e e e e e e eee s st e e sneeeeaseeeamneeeeaseeeeaaseeeanseeeaseeeeanseeeanneeeanseeesanseesansens 459
Table 40. SHOW MIRROR COMMANG ......oiiiiiieiiiie ettt ettt ettt e ettt e e st e e sn bt e e eate e e amseeeenteeeaaeeesmseeeenbeeeeanneeeanneas 464
Table 41. IGMP Sn0OOPING COMMANTAS ......ooitiiiiiieeiiii ettt ea et et e e et e e ae et e sab e e e s b e e e st e e e sab e e e eabeeeenn e e e nnneas 472
Table 42. Internet Group Management Protocol Snooping COMMAaNAS ...........coiuiiiiiiiiiiiie e 477
Table 43. SHOW IP IGMP SNOOPING COMMEANG ...ccutiiiiiitiiiiieiiie ettt sttt st st shee s e sbe e be e b saeesnbeesaeesnnes 489
Table 44. MUltiCast COMMANGS ........ooi ittt e oottt e e e et ee e e e e e e aeeeeea e e e s eeeeaaeanteeeaaeaannseeaaeeannsseaaeaannnneeaaaeannees 491
Table 45. File EXteNSiONS @nd Fil@ TYPES .....oiiiiiiiiieiiiiii ettt e e e ettt e e e e ettt e e e e ennee e e e e e annnneeeeeaannnee 500
Table 46. File SyStem COMMEANGS .......ooiiiiiiiiie it e ettt e e e e e e e e e st eeee e s saeeeee s e sbaaeaaeaassaeaaesansssseaeeeassnneaeasasees 507
Table 47. SHOW FILE SYSTEMS COMMANG ......cooiiiiiiiiiieitie ittt ettt sttt b e st n e sbe s e 513
Table 48. Boot Configuration File COMMANGAS .........cooiiiiiiiiiiie ettt e 521
Table 49. SHOW BOOT COMMENG .....ooitiiiiiitieiiie ettt ettt sttt sie e bt e sae e s beesbeesas e e beeaheeeabeesheeeaseabeesbbeebeesaeeanbeesaneennas 528



Tables

Table 50. File Transfer COMMENAS ..........iiiiiiiiii ettt et e e ettt e e e e ettt e e e e e s aeeeeaeaaneaeeaanseeeaeeaannseeeaeeaannneeens 545
Table 51. EVENt LOG COMMANGS .....coiuiiiiiiiiieiiee e et e ettt e et e et e e e se e e e ameeeesmeeeeamteeeanteeeanseeeanseeeensaeeennneeeanneeenn 559
Table 52. Event Message SEVETILY LEVEIS ........coouiiiiiiiiiiie ettt ettt e e et e e e e e e et a e e e e s ennnraeeaeesnnneeens 561
Table 53. SHOW LOG COMIMANG ....ccitiiiiiiieiitiieitiie et et e ettt e st e e e et e e s aaeeeateeeeaateeeamseeeebeeeasteesanseeeanneeeensaeeenneeesnneeean 565
Table 54. Management SOftWare MOAUIES ...........ooiiiiiiiiiiiii et e et e e an 566
Table 55. SHOW LOG CONFIG COMMEANG .....ccueiiiiiiieeiiiieeeiieesiieeasteeesateeeasseeeeasteeeaseeesnsaeeaaseeeaasseeennseaaseeeansseesnnseessnseeenn 568
Table 56. Event Message SEVENLY LEVEIS .......oooiiiiiiiiiiii ettt sttt et e s e e e as 575
Table 57. Program ADDIreviations ... oottt e e e et e e e e e e e e e e e e e e ee e e e annneeeas 575
Table 58. Syslog ClieNt COMMENGS ........ooiiiiiiiiiiee et e et e e e e e e s e e e e e e e sataeeeeesstaeeeeeaassseeeeeeasnsseeaesannsrenens 581
Table 59. Static Port Trunk COMIMANGS .........oiiiiiiiiiiie ettt et e et e e st ee e s be e e ee e snee e e aabeeeenseeeenneeesnneeean 599
Table 60. LACP Port Trunk COMMANAS ........oiiiiiiiiiieeiie ittt ettt e e e ettt e e e e st e e e e e snnteeeeeesntaeaanssseeeeseannsseeaeeannseeens 619
Table 61. STP Switch Parameter COMMANGS .......coouiiiiiiiiiiie ettt e e et e e e e sttt a e e e etbteeaeseannreeeaeeannseeens 658
Table 62. STP Port Parameter COMMANAS ..........oiiiiiiiiiiiie ettt e e e e et e e e e e ssaeeeeaaaaneaeeaeanseeeaeeaannsseeaeeaannneeens 660
Table 63. Spanning Tree ProtoCol COMMENAS .........cuuiiiiiiieiire e eee e see e e e e et e e s saeee e steeeesneeeesneesnseeeenseeeennneeeanneeean 663
Table 64. RSTP SWiItCh Parameters ..........oooiiiiiiiiiieeii ettt et e e st e et e e et e e st e e e aseeeanseeeanseeeansaeeennneeesnneeenn 682
Table 65. RSTP POrt PArameters .........oooiiiiiiie ittt ettt ettt ettt e e st e e s bt e e ate e e enteeeambeeeensteeenneeesnneeenn 685
Table 66. Rapid Spanning Tree ProtoCol COMMEANGS .........ooiiiiiiiiiiiieiiiie ettt e e an 691
LI Lo G A S I ol (=Te o o PSPPSRI 723
Table 68. TWO ReGION EXAMPIES .......oiiiiiiiiiiii ettt ettt et e et s e e bt e ne e e e se e e e aa e e e et e e nneeenaneeean 732
Table 69. Multiple Spanning Tree Protocol COMMANAS .........ccciiiiiiiiiiiie et e et e e e e e seeeean 735
Table 70. MSTP Bridge Priority Value INCrEMENTS ........oiiiiiiiiiie e et e e e et e st e e enee e ennee e snneeean 737
Table 71. VLAN POt ASSIGNMENTS .....coiiiiiiieiiiieiie ettt e e ettt e e ettt e e e e ettt e e e e e e et e et e e e aaasbaeeaeseasaseeaeaassseeeeseannsseeaesannsrenens 773
Table 72. Port-based and Tagged VLAN COMMEANGS ......c.uiiiiiiiiiiiie ettt e e 785
Table 73. SHOW VLAN COMMENG .......oiiiiiiiiiiiie ettt e e e ettt e e e e ettt e e e e aseteeeaeaaanteeeaeesastseeaaeaanssseeaesaannsseeaeeannsseeens 790
Table 74. GARP VLAN Registration ProtoCol COMMANGS ..........coiiiiiiiiiiieiiieeeiee et 823
Table 75. Mappings of MAC Addresses to Egress Ports EXample ........c.coooiiiiiii oo 847
Table 76. Revised Example of Mappings of MAC Addresses to Egress POrts .........cccooieiiiiiiiie e 848
Table 77. Example of a MAC Address-based VLAN Spanning SWItChES ...........cccciiiiiiiiiiiiie e 850
Table 78. MAC Address-based VLAN COMMANGS ........oiiiiiiiiiiiieiiiiiie e et e e e sttt e e e st ee e e e eeseteaaesessnteeesennnseeeaeesnsaeeens 861
Table 79. SHOW VLAN MACADDRESS COMMANGA ......oooiiiiiiiiiieciiie et eiee ettt etee e stae e sabe e e et e e snaeesssbeeesnseesnnseessnneeean 867
Table 80. Private Port VLAN COMMEANAS ... ..ttt e e ettt e e e e ekt e e e e e e s sbeeeaaeaannsseeeaanseeeaeeaannseeeaeeaannneeens 883
Table 81. VOICE VLAN COMIMANGAS ....coiuuiiiiiiieiiiieeie e et e et eeseee e st e e seeee e aeeeeanteeeaaseeeanseaeanteeeaseeeanseeeanseeeensaeeennneeesneeenn 889
Table 82. VLAN StacCKiNg PrOCESS ......ccuiiiiiiie e itiie et e e e see ettt e et e e st e e s te e e s aseee e neeeeanteeeaateeeanseeeanseeeensteeennneeeanneeenn 899
Table 83. VLAN Stacking COMMANGAS .......coiiiiiiii et e ettt e e e e ettt e e e e st e e e e e e sstaeeeaeaanssaeeeeseannsseeaeeannnreeens 905
Table 84. MAC Address-based Port Security Commands and DescCriptions ...........ccccoiiiiiiiiiiiiiiieieee e 916
Table 85. MAC Address-based Port Security COMMEANAS ..........ooiiiiiiiiiiiiieeii et 923
Table 86. SHOW PORT-SECURITY INTERFACE COMMANG .....cooiiiiiiiiiieiiieeeiie e et e seiee s seeeeeseeeeeseseeesnaeeesseeesneesnneeens 926
Table 87. Reauthentication COMMEANGS ..........c.oiiiiiiiiie et e et e e e st e e st e e e seeeeesteeesnneeeanseeeennaeeenneeesnneeean 957
Table 88. 802.1x Port-based Network Access Control COMMANGS .......c.cooiiiieiiiieieiie e e e e s eeee s 963
Table 89. SNMPV1 and SNMPV2C COMMANGAS ......uiiiiiieiiiie et eriee et e et e et et e e smeeeeseeeeanbeeesaseeeeasseeaaneeeeanseeesnneeean 1019
Table 90. SHOW SNMP-SERVER COMMUNITY COMMANG .....cccuiiiiiiiiiiiiiaiieniie ettt seee e eeeenees 1031
Table 91. SHOW SNMP-SERVER VIEW COMMANG ......ccocuiiiiiiieiiiieciiee ettt eiee ettt e eteeessaaeeessbeeessseaesseeesssseesnseeesnsaeens 1033
Table 92. SNIMPV3 COMMANGAS ....coiiiiiiiiiie ettt ettt e e e e ettt aa e e s e teeeaaeaaasaeeeaeaansseeeaeaasseeeaeeaannsseeaeaaansaneeaeeannneenn 1043
Table 93. SFIOW AGENt COMIMANGS ......oiiiiiiieiiie et e eee et e e st e st e e e s teeeareeeeaseeeeamteeeanseeeaseeeanseeeaneeeenneeeeanseeeaneeesnneeenn 1081
Table 94. SHOW SFLOW COMIMANG .....oiiiiiiieitiieeiieieeieesteeeetieeseeee st e e e seeeeasseeeeasteeeanseeesnneeeaseeesseenseeeeanseeeanseeesnneeenn 1091
Table 95. ManNdatory LLDP TLVS .....uiuiiiiiiiiiiiiiiiie e e oot ettt e et e e eeaeeeaeeasaaa s eas e bebeaeeeeeeeeeaaa s asnssnssssssenaneneeeeeenaeens 1095
Table 96. OPtONAI LLDP TLVS ...iiiiiiiiiiiiiceie ettt ettt e ettt et e e et e e e eate e e s abe e e s taeessseeeasseeeteeeansseeesseeaasseeeansneesnsaeenn 1095
Table 97. OptioNal LLDP-IMED TLV'S .....uuiiiiiiiiitiie ettt e e et e e st e e et e e e sbe e e e e tbeeeesteeesabeeeanbeansseeensseeaasseeeanseeesnseeean 1097
Table 98. Optional LLDP TLVS = SUMMAIY .....cotiiiiiiiiiiiee ittt ettt st et e st e s et e e asr e e e sneeeseneee s 1102
Table 99. Abbreviated List of LLDP-MED Civic Location Entry Parameters ............cccooviiiiiieniei e 1106
Table 100. LLDP-MED Coordinate Location Entry Parameters .............coooiiiiiiii oo 1109
Table 101. LLDP and LLDP-MED COMMANGS .......uiiiiuiieiiiieeiiieeriieeeateeeerteeesaeeeessbeesaneeeesseeeanteeesneeesanseeaanseesaseeesnneeenn 1125
Table 102, OPONAI TLVS ...oiiiiiiiiiiie ettt a e st e a et e et e o bt e e e bb e e e s bt e e sae e ea b e e e easbeeebe e e e anbe e e aanneesaneee s 1144
Table 103. LLDP-MED Civic Location Entry Parameters ...........oooiiiiiiiiiiiii et 1149
Table 104. LLDP-MED Coordinate Location Entry Parameters ..o 1152
Table 105. SHOW LLDP COMMANG ......ooiiiiiiiiiiieeiiteeiieeestieeeeeieeessteaessteeeaaseeesnseeeaasseeaanseaesnseeeanseeeaaseeasseeaanseesaaseeesnnenenn 1165
Table 106. SHOW LLDP NEIGHBORS DETAIL COMMEAN ......ooiiiiieiiiieeiieeeiieeeeieeeeeee e seeeeesee e e aeseeeeeneeeeesneeesnneeean 1172
Table 107. SHOW LLDP NEIGHBORS INTERFACE COMMANG .......coiiiiiiiiiieiiiee ettt e e e sneee e 1176
Table 108. SHOW LLDP STATISTICS COMMANG ....coeiiuiiiiiiiieeiieeiiiee et et ee et ee ettt e e see e e s e e e s te e e seeeesnneeesaeeeanneeesnneeean 1178
Table 109. SHOW LLDP STATISTICS INTERFACE COMMANG .....c.uiiiiiiiiiiiieiii ettt sttt snee e see s 1180

34



AT-9000 Switch Command Line User's Guide

Table 110. SHOW LLDP STATISTICS INTERFACE COMMANG ......coiiiiiiiiiiiieiiee ettt sttt st seee s 1182
Table 111. Deleting ARP ENIES ... .ottt e e et e e e e e ae et e e e snee e e e e e e nebeeaeeanseneeeeeannnee 1188
= Lo (=T B B Y e 00T 410 =T o S SRR 1191
Table 113. SHOW ARP COMMANG ....coiiiiiiiiiieitie ettt ee ettt e ettt e e s ee e e eateee st eeeaateeeaaneeesaseeeeanteeeeneeesneeeeanneeaanee 1196
Table 114. Abbreviated List of MIB Object Names and OID NUMDETS ..........cccoiiiiiiiiiiiiiiie e 1208
Table 115. RMON COMMANGS ... ..ttt e ettt e e e e ettt e e e e e te et e e e s ateeeeaeeabeeeaaeaaanseeeaeeaanseaeaeaaansseaeeaaanssneaaeaannnes 1215
Table 116. MIB Object Names and ID NUMDEIS ........ooiiiiiiiiiiii ettt s e e 1222
Table 117. SHOW RMON ALARM COMMENG ......oiiitiiitiiiiieiiiieieeste ittt ettt sae et ssee e bt saee e sneebeesbneaneenree s 1233
Table 118. SHOW RMON EVENT COMMANG ......cocuiiiiiiiieiiiieie ettt sae ettt seneen e b e e neennee s 1234
Table 119. SHOW RMON HISTORY COMMEANG ....cccuiiiiiiiiiiiiieitie ettt sttt sttt st sttt en e ere e seneaneenree s 1236
Table 120. SHOW RMON STATISTICS COMMANG ...ccuuiiiiiiiiiiiiieiie ettt sttt e et st e st et eseeeaee e seaeeneeseeean 1238
Table 121. Access Control List ID NUMDEr RANGES ........ooiiiiiiiiiiiiiiie ettt st 1241
Table 122. ACCESS-LIST Commands for Creating Numbered IPV4 ACLS ..o 1243
Table 123. Blocking INgress Packets EXAMPIE ........ooo oottt et e e e e e e e e e e e e enneee 1245
Table 124. Blocking Traffic With TWO [PV4 AQAIESSES .....coeiiiieeiiiieeiiee et et e st e e st e s saeeeeante e sneeeeneeeeaneeeennes 1245
Table 125. Creating a Permit ACL Followed by a Deny ACL EXaMPIE .......cc.euiiiiiiiiiieee et 1246
Table 126. Permit ACLS IPV4 Packets EXAMIPIE ..ottt ettt s e e e e 1247
Table 127. ACL Filters Tagged IPv4 Packets EXamPIE ..........oooiiiiiiiiiiiii e 1248
Table 128. Numbered IPv4 ACL with ICMP Packets EXamPIe ........oociiiiiiiii e 1249
Table 129. Numbered IPv4 ACL with ProtoCol EXamPIE .........cooiiiiiiiiiieeee ettt et 1251
Table 130. Numbered IPv4 ACL with TCP Port Packets EXamPple ..........cooooiiiiiiiiiiiee e 1253
Table 131. Numbered IPv4 ACL with UDP POrt EXQmMPIE ........ccoiiiiiiiicieiie ettt e et aee e e e 1255
Table 132. Numbered MAC ACL EXAMPIE .......oiiiiiiiiiie ettt sttt e e et e sbe e e sbe e e e e e eaee 1257
Table 133. Assigning NUMDEred IPV4 ACLS .....ooo ittt rb e e et sne e e sbe e e sine e e 1259
Table 134. Assigning MAC Address ACLS EXAMPIE .......oooiiiiiiiiiic ettt e e 1259
Table 135. Removing Numbered [P ACLS EXAMPIE ......cooiiiiiiiiieei ettt et e e enee e e e e e nnee e e e 1261
Table 136. Removing MAC Address ACLS EXAMPIE ........oooiiiiiiiiieiee ettt e seee e et e e see e e e e e nneee e e 1262
Table 137. Assigning Numbered IP ACLs to VTY Lines EXaMPIE ........coooiiiiiiiiieiiiiiiee et 1263
Table 138. Assigning MAC ACLS t0 VTY LiNeS EXAMPIE .......ooiiiiiiiiiiiiie ettt 1264
Table 139. Assigning Named IPv4 ACLs to VTY Lines EXampPle ........cooiiiiiiiiiiii e 1265
Table 140. Assigning Named IPv4 ACLs to VTY Lines EXample ... 1266
Table 141. Removing Numbered IP ACLs from VTY Lines EXamPIE ......c.coeiiiiiiiiiieiiieeeiee e 1268
Table 142. Deleting Numbered [P ACLS EXAMPIE 1 ... it e e st e et e e e s nte e enee e eneeeenneeeennes 1269
Table 143. Deleting Numbered [P ACLS EXAMPIE 2 ......oeiiiiieeee ettt e e et e e e sre e e e e e taeea e e e eannes 1269
Table 144. Access Control LiSt COMMEANGS ..........iiiiiiiiiiiie ettt st e e et e e sbe e e sne e e e naneeeaaee 1273
Table 145. ProtoCol NUMDEIS ... ..ottt ettt st e s s it e e ea bt e e sabt e e sbeeeeaaneeeaaes 1290
Table 146. Quality Of SErvice COMMANTS ........eiiiiiiiiiiii et e et e st e e e s e aa e e snne e sneeeeaeneeeaee 1309
Table 147. SHOW MLS QOS INTERFACE COMMEANG ......ioiiiiiiiiiiiiesiie ittt sne e nnee s 1325
Table 148. Local Manager ACCOUNt COMMANGS ......ccoiuiiiiiieeiiieeetieeeee ettt e et eessaeee e steeeeanteeesnseeesnseeeaeesneeeeneeeeaneeeennes 1345
Table 149. Telnet Server COMMEANGS ........oiuiiiiiiieiiee et et e e te e e eaae e e e ss bt e e ateeesaneeeesaeeeanteeeenneeeaneeesanneeeanee 1361
Table 150. Telnet Client COMMEANGS .....coouiiiiiiie ettt b e rh et e e st e e e st e eb e e e aabe e e eabee e sbeeeeaaneeeaaee 1369
Table 151. Secure Shell Server COMMENAS ........iiiiiiiiiiii ettt a bt e abb e e eabe e e sbee e sbeeeeanneeeaaee 1385
Table 152. Non-secure HTTP Web Browser Server COMmMAaNGAS ..........ooooiiiiiiiiiiiiiiiieeeeeiieee e e e siiee e e e sieeeea e snaeea e ennees 1401
Table 153. Secure HTTPS Web Browser Server COMMANGAS ........cocuiiiiirraiiireeieeetieeeseeeeseeeesseeeeesseeeesneeesnneeesneeesnnes 1421
Table 154. SHOW IP HTTPS COMMANG ......ooiiiiiiiiiieiiie ittt sttt ettt et nae et re e s e e e e b e e neennee s 1433
Table 155. RADIUS and TACACS+ Client COMMANGS .......cuuiiiiiiieiiieeiiiee ettt e e e st e e st e e sneeeenneeeesneeeeanee 1451
Table 156. SHOW RADIUS COMMENG ..ottt ittt stee st et e st e sebe e steeaseeanbeesseeemseesbeesneesmeeenseesbneanseesaenan 1470
Table 157. SHOW TACACS COMMANG ....ouiiiuiiiiieitie ettt ettt steestee bt esaeesabe e steeaneeanbeesseeanseesbeeantesmeeenbeeseneanseesseean 1472
Table 158. System Monitoring COMMANGS .........uiiiiiiiiei et e e sr et e et e e snee e sneeeeneneeeaaee 1477

35



Tables

36



Preface

This is the command line management guide for the AT-9000/12POE,
AT-9000/28, AT-9000/28POE, AT-9000/28SP, and AT-9000/52 Managed
Layer 2-4 Gigabit Ethernet EcoSwitches. The instructions in this guide
explain how to start a management session and how to use the commands
in the AlliedWare Plus command line interface to view and configure the
features of the switch.

For hardware installation instructions, refer to the AT-9000 Manager Layer
2 Fast Ethernet EcoSwitch Series Installation Guide.

This preface contains the following sections:

0 “Document Conventions” on page 38
O “Where to Find Web-based Guides” on page 39
O “Contacting Allied Telesis” on page 40

A Caution

The customer, re-seller, sub-contractor, distributor, software
developer or any buyer of an Allied Telesis “ATI” product known as
“‘customer”, hereby agrees to have all licenses required by any
governmental agency and to comply with all applicable laws and
regulations in its performance under this Agreement, including
export control, maintained by U.S. Commerce Department’s Bureau
of Industry and Security (BIS) and the U.S. Treasury Department’s
Office of Foreign Assets Control (OFAC), international boycotts
regulations and all anti-corruption laws, including the U.S. Foreign
Corrupt Practices Act (FCPA). The customer understands that U.S.
Government authorization may be required to export the software,
commodity or technology, or to re-export or re-transfer to a third
country, another end-user or another end-use. The customer agrees
to assume all such obligations.
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Document Conventions

This document uses the following conventions:

Note
Notes provide additional information.

& Caution

Cautions inform you that performing or omitting a specific action
may result in equipment damage or loss of data.

A Warning

Warnings inform you that performing or omitting a specific action
may result in bodily injury.
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Where to Find Web-based Guides

The installation and user guides for all of the Allied Telesis products are
available for viewing in portable document format (PDF) from our web site
at www.alliedtelesis.com/support/documentation.
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Contacting Allied Telesis

40

If you need assistance with this product, you may contact Allied Telesis
technical support by going to the Support & Services section of the Allied
Telesis web site at www.alliedtelesis.com/support. You can find links for
the following services on this page:

a

24/7 Online Support— Enter our interactive support center to
search for answers to your product questions in our knowledge
database, to check support tickets, to learn about RMAs, and to
contact Allied Telesis experts.

USA and EMEA phone support— Select the phone number that
best fits your location and customer type.

Hardware warranty information— Learn about Allied Telesis
warranties and register your product online.

Replacement Services— Submit a Return Materials Authorization
(RMA) request via our interactive support center.

Documentation— View the most recent installation and user
guides, software release notes, white papers, and data sheets for
your products.

Software Downloads— Download the latest software releases for
your managed products.

For sales or corporate information, go to www.alliedtelesis.com/
purchase and select your region.


http://www.alliedtelesis.com/purchase
http://www.alliedtelesis.com/purchase
http://www.alliedtelesis.com/support

Section I

Getting Started

This section contains the following chapters:

Chapter 1, “AlliedWare Plus Command Line Interface” on page 43
Chapter 2, “Starting a Management Session” on page 65
Chapter 3, “Basic Command Line Management” on page 77

g a a a

Chapter 4, “Basic Command Line Management Commands” on page
83

Chapter 5, “Temperature and Fan Control Overview” on page 101

a a

Chapter 6, “Temperature and Fan Control Commands” on page 105
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Chapter 1

AlliedWare Plus Command Line

Interface

This chapter has the following sections:

“‘Management Sessions” on page 44
“‘Management Interfaces” on page 47

“Local Manager Account” on page 48
“AlliedWare Plus Command Modes” on page 49
“Moving Down the Hierarchy” on page 52
“Moving Up the Hierarchy” on page 56

“Port Numbers in Commands” on page 58
“Combo Ports 25 to 28” on page 60

“Command Format” on page 61

g aoaagaagaaaaaa

“Startup Messages” on page 62
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Management Sessions

44

Local
Management

Remote
Management

You can manage the switch locally or remotely. Local management is
conducted through the Console port on the switch. Remote management
is possible with a variety of management tools from workstations on your
network.

The switch has a Console port for local management of the unit. Local
management sessions, which must be performed at the unit, hence the
name “local,” are commonly referred to as out-of-band management
because they are not conducted over your network.

The requirements for local management sessions are a terminal or a PC
with a terminal emulator program and the RS-232 console management

cable that comes with the switch. For modern PCs without a serial port, a
USB-to-serial adapter and driver software is required.

Note
The initial management session of the switch must be from a local
management session.

You can manage the switch remotely with the following software tools:

0 Telnet client

O Secure Shell client

0 Secure (HTTPS) or non-secure (HTTP) web browser
0 SNMPv1, SNMPv2c, or SNMPv3 application

Management sessions performed with these tools are referred to as in-
band management because the sessions are conducted over your
network. Remote management sessions are generally more convenient
than local management session because they can be performed from any
workstation that has one of these software tools.

Table 1. Remote Software Tool Settings

Software Tool Default Setting
Telnet Enabled
Secure Shell Server Disabled
HTTPS Disabled
HTTP Enabled (This tool is disabled by
a factory reset of the switch.)
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To support remote management, the switch must have a management IP
address. For instructions on how to assign a management IP address to
the switch, refer to “Adding a Management |IP Address” on page 72.

Remote Telnet Management

The switch has a Telnet server that you can use to remotely manage the
unit from Telnet clients on your management workstations. Remote Telnet
sessions give you access to the same commands and the same
management functions as local management sessions.

Note

Telnet remote management sessions are conducted in clear text,
leaving them vulnerable to snooping. If an intruder captures the
packet with your login name and password, the security of the switch
will be compromised. For secure remote management, Allied Telesis
recommends Secure Shell (SSH) or secure web browser (HTTPS).

Remote Secure Shell Management

The switch has an SSH server for remote management with an SSH client
on a management workstation. This management method is similar to
Telnet management sessions in that it gives you access to the same
command line interface and the same functions. But where they differ is
SSH management sessions are secure against snooping because the
packets are encrypted, rendering them unintelligible to intruders who might
capture them.

For instructions on how to configure the switch for SSH management, refer
to Chapter 84, “Secure Shell (SSH) Server” on page 1373.

Web Browser Windows

The switch comes with a web browser server so that you can manage the
unit using a web browser on a management workstation. The switch
supports both encrypted (HTTPS) and non-encrypted (HTTP) web
browser management sessions.

Simple Network Management Protocol

The switch supports remote SNMPv1, SNMPv2¢c and SNMPv3
management. This form of management requires an SNMP application,
such as AT-View, and an understanding of management information base
(MIB) objects.
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The switch supports the following MIBs for SNMP management:

o aogaoaoaoaoaoaoaaaa

atistackinfo.mib
atiEdgeSwtich.mib

RFC 1155 MIB

RFC 1213 MIB-II

RFC 1493 Bridge MIB

RFC 1643 Ethernet MIB

RFC 2096 IP Forwarding Table MIB
RFC 2790 Host MIB

RFC 2863 Interface Group MIB
RFC 3176 sFlow MIB

IEEE 802.1x 2010 MIB

The Allied Telesis managed switch MIBs (atistackinfo.mib and
atiEdgeSwitch.mib) are available from the Allied Telesis web site.
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Management Interfaces

The switch has two management interfaces:

0 AlliedWare Plus command line

O Web browser windows
The AlliedWare Plus command line is available from local management
sessions, and remote Telnet and Secure Shell management sessions. The

web browser windows are available from remote web browser
management sessions.
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Local Manager Account

48

You must log on to manage the switch. This requires a valid user name
and password. The switch comes with one local manager account. The
user name of the account is “manager” and the default password is
“friend”. The user name and password are case sensitive. This account
gives you access to all management modes and commands.

The default manager account is referred to as “local” because the switch
authenticates the user name and password itself. If more manager
accounts are needed, you can add up to eight more local manager
accounts. For instructions, refer to Chapter 78, “Local Manager Accounts”
on page 1333.

Another way to create more manager accounts is to transfer the task of
authenticating the accounts to a RADIUS or TACACS+ server on your
network. For instructions, refer to Chapter 90, “RADIUS and TACACS+
Clients” on page 1435.

The initial and default switch configuration supports up to three
management sessions at one time. The number of sessions can be
configured using the SERVICE MAXMANAGER command. The maximum
number of sessions is 3. See “SERVICE MAXMANAGER” on page 154.
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AlliedWare Plus Command Modes

The AlliedWare Plus command line interface consists of a series of modes
that are arranged in the hierarchy shown in Figure 1.

User
Executive
Mode

Privileged

Executive
Mode
Global

Configuration
Mode
Class-Map Line Policy Map Interface c onzLﬁr':ti -
Mode Mode Mode Mode M%de

Class
Mode

Figure 1. Command Modes

The modes have different commands and support different management

functions. The only exceptions are the User Exec mode and the Privileged
Exec mode. The Privileged Exec mode contains all the same commands

as the User Exec mode, plus many more.

To perform a management function, you first have to move to the mode
that has the appropriate commands. For instance, to configure the speeds
and wiring configurations of the ports, you have to move to the Port
Interface mode because the SPEED and POLARITY commands, which
are used to configure the speed and wiring parameters, are stored in that
mode.

Some management functions require that you perform commands from
more than one mode. For instance, creating a new VLAN requires that you
first go to the VLAN Configuration mode to initially create it and then to the
Port Interface mode to designate the ports.

The modes, their command line prompts, and their functions are listed in
Table 2 on page 50.
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Note

By default, the mode prompts are prefixed with the “awplus” string.
To change this string, use the HOSTNAME command. See “What to
Configure First” on page 70.

Table 2. AlliedWare Plus Modes

Mode Prompt Function

User Exec mode awplus> Displays the switch settings.
Lists the files in the file system.

Pings remote systems.

Privileged Exec mode awplus# Displays the switch settings.
Lists the files in the file system.
Pings remote systems.

Sets the date and time.

Saves the current configuration.

O ogaaoaaoaoajaoaaQ

Downloads new versions of the
management software.

Restores the default settings.
Renames files in the file system.
Resets the switch.

Q|a a g

Creates classifiers and access
control lists.

Global Configuration mode | awplus (config)#

O Creates encryption keys for remote
HTTPS and SSH management.

O Activates and deactivates 802.1x
port-based network access control.

O Assigns a name to the switch.
O Configures IGMP snooping.

O Sets the MAC address table aging
timer.

O Enters static MAC addresses.

0 Specifies the IP address of an
SNTP server.

0 Configures the RADIUS client.
O Sets the console timer.
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Table 2. AlliedWare Plus Modes (Continued)

Mode Prompt Function

Console Line mode awplus (config-line)# O Sets the session timer for local
management sessions.

O Activates and deactivates remote
manager authentication.

Virtual Terminal Line mode | awplus (config-line)# O Sets the session timers for remote
Telnet and SSH management
sessions.

O Activates and deactivates remote
manager authentication.

Interface mode awplus (config-if)# Configures port settings.
Disables and enables ports.

Configures the port mirror.

g a a a

Configures 802.1x port-based
network access control.

a

Creates static port trunks.

Sets the load distribution method for
static port trunks.

a

0 Adds and removes ports from
VLANS.

0 Creates Quality of Service policies.

VLAN Configuration mode awplus (config-vlan)# 0 Creates VLANSs.

Civic Location mode awplus (config_civic)# O Creates optional LLDP-MED civic
location entries.

Coordinate Location mode | awplus (config_coord)# O Creates optional LLDP-MED
coordinate location entries.

DHCP Configuration mode | awplus (dhcp-config)# 0 Configures DHCP service settings
on the switch.
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Moving Down the Hierarchy

ENABLE
Command

CONFIGURE
TERMINAL
Command

LINE CONSOLE
0 Command
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To move down the mode hierarchy, you have to step through each mode
in sequence. Skipping modes is not permitted.

Each mode has a different command. For instance, to move from the User
Exec mode to the Privileged Exec mode, you use the ENABLE command.
Some commands, like the INTERFACE PORT command, which is used to
enter the Port Interface mode, require a value, such as a port number, a
VLAN ID or a port trunk ID.

You use this command to move from the User Exec mode to the
Privileged Exec mode. The format of the command is:

enable

awplus> enable
awplus#

Figure 2. ENABLE Command

You use this command to move from the Privileged Exec mode to the
Global Configuration mode. The format of the command is:

configure terminal

awplus> enable
awplus# configure terminal
awplus(config)#

Figure 3. CONFIGURE TERMINAL Command

You use this command to move from the Global Configuration mode to the
Console Line mode to set the management session timer and to activate

or deactivate remote authentication for local management sessions. The

mode is also used to set the baud rate of the terminal port. The format of

the command is:

Tine console 0

awplus(config)# Tline console 0
awplus(config-Tine)#

Figure 4. LINE CONSOLE Command




LINE VTY
Command

INTERFACE
Command -
Dynamic Port
Trunk

INTERFACE
Command - Ports
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You use this command to move from the Global Configuration mode to the
Virtual Terminal Line mode to set the management session timer and to
activate or deactivate remote authentication of manager accounts. The
format of the command is:

line vty 77ne_id

The range of the LINE_ID parameter is 0 to 9. For information on the VTY
lines, refer to “VTY Lines” on page 69. This example enters the Virtual
Terminal Line mode for VTY line 2:

awplus(config)# line vty 2
awplus(config-Tine)#

Figure 5. LINE VTY Command

You use this command to move from the Global Configuration mode to the
Dynamic Port Trunk Interface mode, to change the load distribution
methods of static port trunks. You specify a trunk by its name of “po”
followed by its ID number. You can specify only one static port trunk at a
time. The format of the command is:

interface trunk_name

This example enters the Port Trunk Interface mode for trunk ID 5:
awplus(config)# interface po5
awpTlus(config-if)#

Figure 6. INTERFACE TRUNK Command

You use this command to move from the Global Configuration mode to the
Interface mode where you configure the parameter settings of the ports
and add ports to VLANs and Quality of Service policies. The format of the
command is:

interface port

This example enters the Port Interface mode for port 21.

awplus(config)# interface portl.0.21
awplus(config-if)#

Figure 7. INTERFACE PORT Command - Single Port

You can configure more than one port at a time. This example enters the
Port Interface mode for ports 11 to 15 and 22.
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awplus(config)# interface portl.0.11-portl.0.15,portl.0.22
awplus(config-if)#

Figure 8. INTERFACE PORT Command - Multiple Ports

The INTERFACE PORT command is also located in the Port Interface
mode itself, so that you do not have to return to the Global Configuration
mode to configure different ports. This example moves from the current
Port Interface mode to the Port Interface mode for ports 7 and 10.

awplus(config-if)# interface portl.0.7,portl.0.10
awplus(config-if)#

Figure 9. INTERFACE PORT Command - Moving Between Port Interface
Modes

INTERFACE You use this command to move from the Global Configuration mode to the

Command - Static Port Trunk Interface mode, to change the load distribution methods

. of static port trunks. You specify a trunk by its name of “sa” followed by its

Static Port Trunk ID number. You can specify only one static port trunk at a time. The format
of the command is:

interface trunk_name

This example enters the Static Port Trunk Interface mode for trunk ID 2:
awplus(config)# interface sa2
awpTlus(config-if)#

Figure 10. INTERFACE TRUNK Command

INTERFACE You use this command to move from the Global Configuration mode to the
VLAN Command VLAN Interface mode to assign the switch a management IP address. The
format of the command is:

interface vlanvid

The VID parameter is the ID of an existing VLAN on the switch. This
example enters the VLAN Interface mode for a VLAN that has the VID 12:

awplus(config)# interface vlanl2
awplus(config-if)#

Figure 11. INTERFACE VLAN Command
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Note
A VLAN must be identified in this command by its VID and not by its
name.

You use this command to move from the Global Configuration mode to the
VLAN Configuration mode, which has the commands for creating VLANSs.
The format of the command is:

vlan database

awplus(config)# vlan database
awplus(config-vlan)#

Figure 12. VLAN DATABASE Command

You use this command to move from the Global Configuration mode to the
Civic Location mode, to create LLDP civic location entries. The format of
the command is:

location civic-location 7d_number

This example assigns the ID number 16 to a new LLDP civic location
entry:

awplus(config-civic)#

<§wp1us(config)# Tocation civic-location 16 ::)

Figure 13. LLDP LOCATION CIVIC-LOCATION Command

You use this command to move from the Global Configuration mode to the
Coordinate Location mode, to create LLDP coordinate location entries.
The format of the command is:

location coord-Tlocation 7d_number

This example assigns the ID number 8 to a new LLDP coordinate location
entry:

awplus(config)# location coord-Tocation 8
awplus(config-coord)#

Figure 14. LLDP LOCATION COORD-LOCATION Command
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Moving Up the Hierarchy

There are four commands for moving up the mode hierarchy. They are the
EXIT, QUIT, END and DISABLE commands.

EXIT and QUIT These commands, which are functionally identical, are found in nearly all
Commands the modes. They move you up one level in the hierarchy, as illustrated in
Figure 15.
User
Executive
Mode
Privileged
Executive ‘\
Mode
exit or quit
Global /
Configuration|
Mode -
exit or quit
. Static Port ] Port VLAN
Clan:s;’Map I\:I-”::le Trunk Policy Map Interface Configuration MOtI;er
oce ode Mode Mode Mode Mode odes
N
exit or quit
Class
Mode /
Figure 15. Moving Up One Mode with the EXIT and QUIT Command
END Command After you have configured a feature, you may want to return to the
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Privileged Exec mode to verify your changes with the appropriate SHOW
command. You can step back through the modes one at a time with the
EXIT or QUIT command. However, the END command is more convenient
because it moves you directly to the Privileged Exec mode from any mode
below the Global Configuration mode.
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User
Executive
Mode

Privileged
Executive - end
Mode

Global

Configuration
Mode

; Static Port ) Port VLAN
Clan::;‘tlap nl,l':;: Trunk POI'"(I:V dMap Interface Configuration
Mode ode Mode Mode

Class
Mode

Figure 16. Returning to the Privileged Exec Mode with the END Command

DISABLE To return to the User Exec mode from the Privileged Exec mode, use the
Command DISABLE command.

User
Executive

Mode ‘_\
disable

Privileged ./

Executive
Mode

Global
Configuration
Mode

Figure 17. Returning to the User Exec Mode with the DISABLE Command
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Port Numbers in Commands
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The ports on the switch are identified in the commands with the PORT
parameter. The parameter has the format shown in Figure 18.

portn.0.n
Switch ID —|
Module Slot Number
Paort Number

Figure 18. PORT Parameter in the Command Line Interface
The variables in the parameter are defined here:

O Switch ID: This number is used if the switch supports stacking. It is the
switch’s ID number in a stack. This number should always be 1 for AT-
9000 Series switches because they do not support stacking.

O Module Slot ID: This number is used for modular switches that have
slots for networking modules. It is used to identify the networking
modules by their slot numbers. This number should always be 0 for
AT-9000 Series switches because they are not modular switches.

O Port number: This is a port number.

Note
The correct format of the PORT parameter for AT-9000 Series
switches is PORT1.0.n.

Here are a few examples of the PORT parameter. This example uses the
INTERFACE PORT command to enter the Port Interface mode for ports
12 and 18:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.12,portl.0.18
awplus(config-if)#

You can also specify port ranges. This example displays the port settings
for ports 21 to 23:

awplus# show interface portl.0.21-portl.0.23

Note that you must include the prefix “port1.0.” in the last number of a
range.
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You can also combine individual ports and port ranges in the same
command, as illustrated in these commands, which enter the Port
Interface mode for ports 5 to 11 and ports 16 and 18:

awplus> enable
awplus# configure terminal

awplus(config)# interface portl.0.5-portl.0.11,portl.0.16,
portl.0.18

awplus(config-if)#
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Combo Ports 25 to 28

60

Ports 25 to 28 on the AT-9000/28, AT-9000/28POE, and AT-9000/28SP
Managed Layer 2 ecoSwitches are combo ports. Each combo consists of
one 10/100/1000Base-T port and one SFP slot. The twisted pair ports
have the letter R for Redundant as part of their port numbers on the front
faceplates of the units.

Here are the guidelines to using these ports and slots:

O Only one port in a pair — either the twisted pair port or the companion
SFP module — can be active at a time.

O The twisted pair port is the active port if the SFP slot is empty, or if an
SFP module is installed but does not have a link to a network device.

O The twisted pair port automatically changes to the redundant status
mode when an SFP module establishes a link with a network device.

O A twisted pair port automatically transitions back to the active status
when a link is lost on an SFP module.

0 A twisted pair port and an SFP module share the same configuration
settings, including port settings, VLAN assignments, access control
lists, and spanning tree.

O The only exception to shared settings is port speed. If you disable
Auto-Negotiation on a twisted pair port and set the speed and duplex
mode manually, the speed reverts to Auto-Negotiation when an SFP
module establishes a link with an end node.

Note
These guidelines do not apply to the SFP slots on the AT-9000/52
Managed Layer 2 ecoSwitch.




AT-9000 Switch Command Line User’s Guide

Command Format

Command Line
Interface
Features

Command
Formatting
Conventions

Command
Examples

The following sections describe the command line interface features and
the command syntax conventions.

The command line interface has these features:

0 Command history - Use the up and down arrow keys.

0 Keyword abbreviations - Any keyword can be recognized by typing
an unambiguous prefix, for example, type “sh” and the software
responds with “show.”

O Tab key - Pressing the Tab key fills in the rest of a keyword
automatically. For example, typing “sh” and then pressing the Tab
key enters “show” on the command line.

This manual uses the following command format conventions:

O screen text font - This font illustrates the format of a command
and command examples.

O []- Brackets indicate optional parameters.

O |- Vertical line separates parameter options for you to choose
from.

0O [talics - ltalics indicate variables you have to provide.

Most of the command examples in this guide start at the User Exec mode
and include the navigational commands. Here is an example that creates a
new VLAN called Engineering with the VID 5:

awplus> enable

awplus# configure terminal

awplus(config)# vlan database
awplus(config-vlan)# vlan 5 name Engineering

You do not have to return to the User Exec mode when you finish a
management task. But it is a good idea to return to the Privileged Exec
mode to confirm your changes with the appropriate SHOW command,
before performing a new task.
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Startup Messages

The switch generates the following series of status messages whenever it
is powered on or reset. The messages can be viewed on the Console port
with a terminal or a computer with a terminal emulator program.

@E—NTSW—5.0.4 for BCM956218 (32bit,SP,BE,MIPS) \
Build Date: Thu May 20 12:22:14 PDT 2010 (jwong@tiramisu)
Copyright (C) 2000-2008 Broadcom Corporation.

Initializing Arena.

Initializing Devices.

Board : AT9000_28sP

CPU type 0x2901A: 266MHz

Total memory: 0x8000000 bytes (128MB)

Total memory used by CFE: O0x87EB8000 - Ox87FFFBEO (1342432)
Initialized Data: Ox87EFA324 - Ox87EFCAF0 (10188)
BSS Area: Ox87EFCAFO Ox87EFDBEO (4336)
Local Heap: Ox87EFDBEO - Ox87FFDBEO (1048576)
Stack Area: 0x87FFDBEQ Ox87FFFBEO (8192)

Text (code) segment:
Boot area (physical):
Relocation Factor:

0x87EB8000 - Ox87EFI9B6F (269167)
0x07E77000 - Ox07EB7000
I:E82B8000 - D:E82B8000

Resetting uart to 9600 baud.

Press Ctrl-C to stop auto boot.......... 3...2...1...

Loader:elf Filesys:raw Dev:flashO.os-Linux File:ATI Options:(null)
Loading: 0x80001000/42538636 0x8289268c/96724 Entry at 0x80230860
Starting program at 0x80230860

Starting...

/N N\ //—\

/N \o

/ \ VAN

/ \\ //
/ /\ \\/ / /

Allied Telesis Inc.Mounting Filesystems...
Starting SNMP. ..
Starting MainTask...

\ /

Figure 19. Startup Messages
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/Ehitia1izing 323 o | done?\\
Initializing Board ......... .ottt iaiiennnans done!
Initializing Serial Interface ..........ccuiiiiiuu.n. done!
Initializing Timer Library ......... ... .. done!
INitializing IPC . .i it ittt it e i ettt e e e done!
Initializing EVent LOQ ... iiiiiiiiien it iannennnnns done!
Initializing Switch Models .......... ... ..., done!
Initializing File System ........c.ciiiiiiiiiennennnnn. done!
Initializing Database .......... i iiiiinnnnn. done!
Initializing Configuration ..............cciiiiuu... done!
Initializing AW+ CLI . .i ittt ittt e st tee e ennnnns done!
Initializing Drivers . ...ttt it ieeeennnnns done!
Initializing Port Statistics .........iiiiiiiinnnnn. done!
Initializing POrt ...ttt i it it e e e done!
Initializing Trunk ........ ittt ey done!
Initializing Port Security ........ieiiiiinennennnnn. done!
INTitializing LACP .ot ii ittt it ettt e e e done!
Initializing PORT VLAN ...ttt iei it iaeeennnnns done!
Initializing Port Mirroring ...........ciiicuuennnnn. done!
Initializing Telnet ......c.ciiiiiiiiin ittt iennnans done!
Initializing SNmp Service .........iiiiiiiiennennnan. done!
Initializing web Service ........cciiiiiiiiiannennnnn. done!
Initializing Monitor ........oiiiiiiei it iaennnans done!
INitializing STP .ttt it i i ettt e e e done!
Initializing SPANNING TREE ......c.iiiiiiinnnennnnnnnns done!
Initializing L2 _MGMT . ...t ittt iee it taeeennnnns done!
INTitializing LLDP_RX ittt it iee it iaeeennnnns done!
INTtializing LLDP_TX ittt iie i i tae st taeeannnnns done!
INitializing GARP ...t ittt ittt ittt e e e done!
Initializing GARP Post Init Task .................... done!
INitializing IGMPSNOOP .. cv it ittt tee s e taeeennnnns done!
Initializing SYS_MGMT ...t iii it iee it tee e ennnnns done!
Initializing SWITCH_MGMT .. ... iiiiiei it iannennnnns done!
Initializing L2APP_MGMT ...t ii it ie it ianeennnnns done!
Initializing SNMP_MGMT ...t iii ittt iee it taerennnnns done!
Initializing Authentication ............ ... ... done!
INitializing TCPIP ...ttt it ittt e e eannens done!
Initializing Default VLAN .. ... . iiiiiiiiniinnnnnnn done!
INitializing ENCO .. ii ittt ii ittt te ettt tee e eannens done!
INitializing PKI ..t ii ittt it ettt eee e ena s done!
Initializing POrtACCESS ..ttt ittt ieeiennnens done!
Initializing PAACCERCV ...ttt ittt i ieeeennnnns done!
INitializing SSH .. i ittt i ittt e e e done!
InNitializing IFM ...ttt ittt i ettt e e e done!
INitializing IFMVO ... viiiiin it e s eeannnsnnnnnnnn done!

\\Ehitia1izing

Figure 20. Startup Messages (continued)
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/Ehitia1izing 17 done!
Initializing FTABVG .. ......iiiiii i e e done!
Initializing ACM ... it done!
Initializing Filter ..... ... n done!
Initializing L3_MGMT ... ...ttt i e e e e e aaaee e done!
Initializing L3APP_MGMT .. ... ..t ii i i e aaaaananns done!
Initializing SFLOW . ...ttt e e e e e e e e aaeeens done!
Initializing NTP ... e e e e e e done!
Initializing CPU_HIST ... ..ttt i i e e e e aaaaaeannn done!
Initializing EStacking ......... ..., done!
Initializing MGMT_MGMT ... .. ...t iiiiiii i e aaaaaanannn done!

\téading configuration file "boot.cfg" ....... done! ,//

Figure 21. Startup Messages (continued)



Chapter 2
Starting a Management Session

This chapter has the following sections:

“Starting a Local Management Session” on page 66
“Starting a Remote Telnet or SSH Management Session” on page 68
“What to Configure First” on page 70

g a a a

“Ending a Management Session” on page 75

Note
You must do the initial configuration of the switch from a local
management session.
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Starting a Local Management Session

To start a local management session on the switch, perform the following
procedure:

1. Connect the RJ-45 connector on the management cable that comes
with the switch to the Console port, as shown in Figure 22. The
Console port is located on the front panels on the AT-9000/12POE,
AT-9000/28, AT-9000/28POE, and AT-9000/28SP Switches and on
the back panel on the AT-9000/52 Switch.

Figure 22. Connecting the Management Cable to the Console Port

2. Connect the other end of the cable to an RS-232 port on a terminal or
PC with a terminal emulator program.

3. Configure the terminal or terminal emulator program as follows:

0 Baud rate: 9600 bps (The baud rate of the Console Port is
adjustable from 1200 to 115200 bps. The default is 9600 bps.)
Data bits: 8
Parity: None
Stop bits: 1
Flow control: None

g a a a

Note
The port settings are for a DEC VT100 or ANSI terminal, or an
equivalent terminal emulator program.

4. Press Enter.

You are prompted for a user name and password.
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5. Enter a user name and password. If this is the initial management
session of the switch, enter “manager” as the user name “friend” as the
password. The user name and password are case sensitive.

The local management session has started when the AlliedWare Plus
command line prompt, shown in Figure 23 is displayed.

< awpTlus> >

Figure 23. AlliedWare Plus Command Line Prompt
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Starting a Remote Telnet or SSH Management Session

Here are the requirements for remote management of the switch from a
Telnet or SSH client on your network:

O You must assign the switch a management IP address. To initially

assign the switch an address, use a local management session.
For instructions, refer to “What to Configure First” on page 70 or
Chapter 13, “IPv4 and IPv6 Management Addresses” on page 285.

The workstation that has the Telnet or SSH client must be a
member of the same subnet as the management IP address on the
switch, or must have access to it through routers or other Layer 3
devices.

If the workstation with the Telnet or SSH client is not a member of
the same subnet as the management IP address, you must also
assign the switch a default gateway. This IP address needs to
specify an interface on a router or other Layer 3 routing device that
is the first hop to the subnet where the client resides. The default
gateway must be a member of the same subnet as the
management IP address. For instructions, refer to “What to
Configure First” on page 70 or Chapter 13, “IPv4 and IPv6
Management Addresses” on page 285.

For remote SSH management, you must create an encryption key
pair and configure the SSH server on the switch. For instructions,
see Chapter 84, “Secure Shell (SSH) Server” on page 1373. The
factory configuration includes a default random key. When you
initially connect to the switch, most SSH clients will flag the new
key and ask you to accept it.

To start a remote Telnet or SSH management session, perform the
following procedure:

1.
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In the Telnet or SSH client on your remote management workstation,
enter the management IP address of the switch.

Prompts are displayed for a user name and password.

Enter a user name and password of a management account on the
switch. The switch comes with one management account. The user
name is “manager” and the password is “friend”. User names and
passwords are case sensitive.

The management session starts and the command line interface
prompt is displayed, as shown in Figure 23 on page 67.
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The switch has ten VTY (virtual teletypewriter) lines. Each line supports
one remote Telnet or SSH management session. The switch allocates the
lines, which are numbered 0 to 9, in ascending order, beginning with line 0,
as remote sessions are initiated.

The VTY lines cannot be reserved for particular remote workstations
because the switch allocates them as needed. Line 0 is assigned by the
switch to a new remote session if there are no other active remote
sessions. Or, if there is already one active management session, a new
session is assigned line 1, and so on.

You can adjust these three parameters on the individual lines:

O Management session timer - This timer is used by the switch to
end inactive management sessions, automatically. This protects
the switch from unauthorized changes to its configuration sessions
should you leave your workstation unattended during a
management session. For instructions on how to set this timer,
refer to “Configuring the Management Session Timers” on
page 124.

O Number of SHOW command scroll lines - You can specify the
number of lines that SHOW commands display at one time on your
screen. Refer to “LENGTH” on page 95 to set this parameter.

O Remote authentication of management accounts - You can toggle
on or off remote authentication of management accounts on the
individual VTY lines. Lines use local authentication when remote
authentication is turned off. For background information, refer to
Chapter 90, “RADIUS and TACACS+ Clients” on page 1435.
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What to Configure First

70

Creating a Boot
Configuration
File

Here are a few suggestions on what to configure during your initial
management session of the switch. The initial management session must
be a local management session from the Console port on the switch. For
instructions on how to start a local management session, refer to “Starting
a Local Management Session” on page 66.

The first thing you should do is create a boot configuration file in the
switch’s file system and mark it as the active boot configuration file. This
file is used by the switch to store your configuration changes. It should be
noted that a boot configuration file contains only those parameter settings
that have been changed from their default values on the unit. So,
assuming the switch is just out of its shipping container, the file, when you
create it, contains about 20 lines.

The quickest and easiest way to create a new boot configuration file and
to designate it as the active file is with the BOOT CONFIG-FILE
command, located in the Global Configuration mode. Here is the format of
the command:

boot config-file f77ename.cfqg

The name of the new boot configuration file, which is specified with the
FILENAME parameter, can be from 1 to 16 alphanumeric characters, not
including the extension “.cfg.” The filename cannot contain spaces and the
extension must be “.cfg.”

Here is an example that creates a new boot configuration file called
“switch1.cfg:”

awplus> enable
awplus# configure terminal
awplus(config)# boot config-file switchl.cfg

When you see the message “Operation successful,” the switch has
created the file and marked it as the active boot configuration file. To
confirm the creation of the file, return to the Global Configuration mode
and enter the SHOW BOOT command:

awplus(config)# exit
awplus# show boot

Figure 24 on page 71 is an example of the display.



Changing the
Login Password

Assigning a Name
to the Switch
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Current software: v2.2.1.1

Current boot image: v2.2.1.1

Default boot config: boot.cfg

Current boot config: switchl.cfg (file exists)

Figure 24. SHOW BOOT Command

The name of your new active boot configuration file is displayed in the
“Current boot config” field.

To protect the switch from unauthorized access, you should change the
password of the manager account. The password is set with the
USERNAME command in the Global Configuration. Here is the format of
the command.

username wusername password passwora’

Both the user name and the password are case sensitive. The password
can consist of 1 to 16 alphanumeric characters including punctuation and
printable special characters. Spaces are not permitted.

This example of the command changes the password of the manager
account to “clearsky2a:

awplus> enable
awplus# configure terminal
awplus(config)# username manager password clearsky2a

Note

Write down the new password and keep it in a safe and secure
location. If you forget the manager password, you cannot manage
the switch if there are no other management accounts on the unit. In
this case, contact Allied Telesis Technical Support for assistance.

For instructions on how to create additional management accounts, refer
to Chapter 78, “Local Manager Accounts” on page 1333.

The switch will be easier to identify if you assign it a name. The switch’s
name is displayed in the screen banner when you log on and replaces the
“awplus” in the command line prompt.

A name is assigned to the switch with the HOSTNAME command in the
Global Configuration mode. Here is the format of the command:

hostname name

A name can consist of up to 39 alphanumeric characters. Spaces,
punctuation, special characters, and quotation marks are not permitted.
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Adding a
Management IP
Address

This example assigns the name “Engineering_sw2” to the switch:

awplus> enable

awplus# configure terminal
awplus(config)# hostname Engineering_sw2
Engineering_sw2(config)#

You must assign the switch a management IP address to use the features
in Table 26 on page 286. Here are the requirements:

O The switch can have one management IPv4 address and one
management IPv6 address.

O A management IP address must be assigned to a VLAN on the
switch. It can be any VLAN, including the Default VLAN. For
background information on VLANS, refer to Chapter 49, “Port-
based and Tagged VLANS” on page 761.

O The network devices (that is, syslog servers, TFTP servers, etc.)
must be members of the same subnet as a management IP
address or have access to it through the default gateway.

O The switch must also have a default gateway if the network
devices are not members of the same subnet as the management
IP address. The default gateway specifies the IP address of a
router interface that represents the first hop to the subnets or
networks of the network devices.

O A default gateway address, if needed, must be a member of the
same subnet as a management IP address.

O The switch can have one IPv4 default gateway and one IPv6
gateway.

Note

The following examples illustrate how to assign a management |IPv4
address to the switch. For instructions on how to assign an IPv6
address, refer to Chapter 13, “IPv4 and IPv6 Management
Addresses” on page 285.

The IP ADDRESS command in the VLAN Interface mode command adds
a management IPv4 address to the switch. This example of the command
assigns the management IPv4 address 149.82.112.72 and a subnet mask
of 255.255.255.0 to the Default_VLAN, which has the VID 1. The switch is
also assigned the default gateway 149.82.112.18:
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Table 3. Adding a Management Address: Example 1

awplus> enable

Move to the Privileged Exec mode.

awplus# configure terminal

Move to the Global Configuration mode.

awplus(config)# interface vlanl

Use the INTERFACE VLAN command to
move to the VLAN Interface mode of the
Default_VLAN.

awplus(config-if)# ip address
149.82.112.72/24

Assign the management IPv4 address to
the switch using the IP ADDRESS
command. The mask is a decimal number
that represents the number of bits, from
left to right, that constitute the network
portion of the address. For example, the
decimal masks 16 and 24 are equivalent
to masks 255.255.0.0 and 255.255.255.0,
respectively.

awplus(config-if)# exit

Return to the Global Configuration mode.

awplus(config)# ip route 0.0.0.0/0
149.82.112.18

Assign the default gateway to the switch
using the IP ROUTE command.

awplus(config)# exit

Return to the Privileged Exec mode.

awplus# show 1ip route

Verify the new management IPv4 address
and default gateway with the SHOW IP
ROUTE command.

This example assigns the management IPv4 address to a new VLAN
called Tech_Support, with the VID 5. The VLAN will consist of the
untagged ports 5,6, and 23. The management IPv4 address and default
route of the switch will be assigned by a DHCP server on the network:

Table 4. Adding a Management IP Address: Example 2

awplus> enable

Move to the Privileged Exec mode.

awplus# configure terminal

Move to the Global Configuration mode.

awplus(config)# vlan database

Enter the VLAN Configuration mode.

awplus(config-if)# vlan 5 name Tech_Support

Create the new VLAN with the VLAN
command.

awplus(config-if)# exit

Return to the Global Configuration mode.

awplus(config)# interface portl.0.5,
portl.0.6,portl.0.23

Enter the Port Interface mode for ports 5,
6, and 23.
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Table 4. Adding a Management IP Address: Example 2

awplus(config-if)# switchport access vlan 5

Add the ports as untagged ports to the
VLAN with the SWITCHPORT ACCESS
VLAN command.

awplus(config-if)# exit

Return to the Global Configuration mode.

awplus(config)# interface vlan5

Use the INTERFACE VLAN command to
move to the VLAN Interface mode of
VLAN 5.

awplus(config-if)# ip address dhcp

Activate the DHCP client on the switch
with the IP ADDRESS DHCP command.

awplus(config-if)# end

Return to the Global Configuration mode.

awplus# show ip interface

Verify the management IP address on the
switch.

awplus# show 1ip route

Verify the new management IPv4 address
and default gateway.
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Saving Your
Changes

awplus# write

To permanently save your changes in the active boot configuration file,
use the WRITE command in the Privileged Exec mode:

You can also update the active configuration file with the COPY
RUNNING-CONFIG STARTUP-CONFIG command, also located in the
Global Configuration mode. It is just more to type.
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Ending a Management Session

To end a management session, go to either the Privileged Exec mode or
the User Exec mode. From the Privileged Exec mode, enter either the
EXIT or LOGOUT to end a management session:

awplus# exit
or
awplus# logout

From the User Exec mode, enter either the EXIT or LOGOUT command to
end a management session:

awplus> exit
or

awplus> logout
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Basic Command Line Management

This chapter contains the following sections:
“Clearing the Screen” on page 78

“Displaying the On-line Help” on page 79
“Saving Your Configuration Changes” on page 81

g a a a

“Ending a Management Session” on page 82
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Clearing the Screen

78

If your screen becomes cluttered with commands, you can start fresh by
entering the CLEAR SCREEN command in the User Exec or Privileged
Exec mode. If you are in a lower mode, you have to move up the mode
hierarchy to one of these modes to use the command. Here is an example
of the command from the Port Interface mode:

awplus(config-if)# end
awplus# clear screen
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Displaying the On-line Help

The command line interface has an on-line help system to assist you with
the commands. The help system is displayed by typing a question mark.

Typing a question mark at a command line prompt displays all the
keywords in the current mode. This example displays all the keywords in
the VLAN Configuration mode.

//Ewp1us> enable ‘\\

awplus# configure terminal

awplus(config)# vlan database

awplus(config-vlan)# ?
convert Convert vlan
do To run exec commands in config mode
end End current mode and down to privileged mode
exit End current mode and down to previous mode
help Description of the interactive help system
no Negate a command or set its defaults
private-vlan Private-vlan
quit End current mode and down to previous mode
vlan Add, delete, or modify values associated

\\\ with a single VLAN 4//

Figure 25. Displaying the Keywords of a Mode

Typing a question mark after a keyword displays any additional keywords
or parameters. This example displays the available parameters for the
FLOWCONTROL command in the Port Interface mode.

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.5
awpTlus(config-if)# flowcontrol ?

both Flow control on send and receive
receive Flow control on receive
send Flow control on send

Figure 26. Displaying Subsequent Keywords of a Keyword

Note

You must type a space between the keyword and the question mark.
Otherwise, the on-line help system simply displays the previous
keyword.

Typing a question mark at the point in a command where a value is
required displays a value’s class (that is, integer, string, etc.). The example
in Figure 27 on page 80 displays the class of the value for the
HOSTNAME command in the Global Configuration mode.
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awplus> enable

awplus# configure terminal

awplus(config)# hostname ?
<STRING:sysName>

Figure 27. Displaying the Class of a Parameter
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Saving Your Configuration Changes

To permanently save your changes to the parameter settings on the
switch, you must update the active boot configuration file. This is
accomplished with either the WRITE command or the COPY RUNNING-
CONFIG STARTUP-CONFIG command, both of which are found in the
Privileged Exec mode. When you enter either of these commands, the
switch copies its running configuration into the active boot configuration
file for permanent storage.

To update the active configuration file, enter:
awplus# write
or

awplus# copy running-config startup-config

Note

Parameter changes that are not saved in the active boot
configuration file are discarded when the switch is powered off or
reset.
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Ending a Management Session

To end a management session, go to either the Privileged Exec mode or
the User Exec mode. From the Privileged Exec mode, enter either the
EXIT or LOGOUT to end a management session:

awplus# exit
or
awplus# logout

From the User Exec mode, enter either the EXIT or LOGOUT command to
end a management session:

awplus> exit
or

awplus> logout
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Basic Command Line Management

Commands

The basic command line commands are summarized in Table 5.

Table 5. Basic Command Line Commands

Command

Mode

Description

“? (Question Mark Key)” on page 85

All modes

Displays the on-line help.

“CLEAR SCREEN” on page 87

User Exec and
Privileged Exec

Clears the screen.

“‘CONFIGURE TERMINAL” on
page 88

Privileged Exec

Moves you from the Privileged Exec
mode to the Global Configuration
mode.

“COPY RUNNING-CONFIG
STARTUP-CONFIG” on page 89

Privileged Exec

Updates the active boot configuration
file with the current settings from the
switch.

“‘DISABLE” on page 90

Privileged Exec

Returns you to the User Exec mode
from the Privileged Exec mode.

Privileged Exec

“‘DO” on page 91 Global Performs Privileged Exec mode
Configuration commands from the Global
Configuration mode.
“‘ENABLE” on page 92 User Exec Moves you from the User Exec mode
to the Privileged Exec mode.
“END” on page 93 All modes Returns you to the Privileged Exec
below the mode.
Global
Configuration
mode
“EXIT” on page 94 All modes Moves you up one mode.
except the User
Exec and

“‘LENGTH” on page 95

Console Line
and Virtual
Terminal Line

Specifies the maximum number of
lines the SHOW commands display at
one time on the screen.

“‘LOGOUT” on page 97

User Exec

Ends a management session.
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Table 5. Basic Command Line Commands (Continued)

Command

Mode

Description

“QUIT” on page 98

All modes Moves you up one mode.

except the User
Exec and
Privileged Exec

“WRITE” on page 99

Privileged Exec | Updates the active boot configuration

switch.

file with the current settings of the
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? (Question Mark Key)

Syntax
?
Parameters

None

Modes

All modes

Description

Use the question mark key to display on-line help messages. Typing the
key at different points in a command displays different messages:

O Typing “?” at a command line prompt displays all the keywords in
the current mode.

0 Typing “?” after a keyword displays the available parameters.

Note
You must type a space between a keyword and the question mark.
Otherwise, the on-line help returns the previous keyword.

O Typing “?” after a keyword or parameter that requires a value
displays a value’s class (i.e. integer, string, etc.).

Examples

This example displays all the keywords in the Port Interface mode for port
4:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.4
awplus(config-if)# ?

This example displays the parameters for the SHOW keyword in the User
Exec mode and the Privileged Exec mode:

awplus> enable
awplus# show ?
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This example displays the class of the value for the SPANNING-TREE
HELLO-TIME command in the Global Configuration mode:

awplus> enable
awplus# configure terminal
awplus(config)# spanning-tree hello-time ?
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Syntax

clear screen

Parameters

None

Modes

User Exec and Privileged Exec modes

Description

Use this command to clear the screen.

Example

awplus# clear screen
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CONFIGURE TERMINAL

88

Syntax

configure terminal

Parameters

None

Mode

Privileged Exec mode

Description

Use this command to move from the Privileged Exec mode to the Global
Configuration mode.

Example

awplus# configure terminal
awplus(config)#



AT-9000 Switch Command Line User’s Guide

COPY RUNNING-CONFIG STARTUP-CONFIG

Syntax

copy running-config startup-config

Parameters

None

Mode

Privileged Exec mode

Description

Use this command to update the active boot configuration file with the
switch’s current configuration, for permanent storage. When you enter the
command, the switch copies its parameter settings into the active boot
configuration file. The switch saves only those parameters that are not at
their default settings.

Note

Parameter changes that are not saved in the active boot
configuration file are discarded when the switch is powered off or
reset.

To view the name of the active boot configuration file, see “SHOW BOOT
on page 528.

This command is equivalent to “WRITE” on page 99.

Example

awplus# copy running-config startup-config
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DISABLE

90

Syntax
disable

Parameters

None

Mode

Privileged Exec mode

Description

Use this command to return to the User Exec mode from the Privileged
Exec mode.

Example
The following command returns the software to the User Exec mode:

awplus# disable
awplus>
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Syntax

do command

Parameter

command
Specifies the Privileged Exec mode command to perform.

Mode

Global Configuration mode

Description

Use this command to perform Privileged Exec mode commands from the
Global Configuration mode. You may use the command to perform some,
but not all, of the Privileged Exec mode commands. To view the available
commands, type a question mark “?” after the DO command.

Examples

This example displays all of the Privileged Exec mode commands you may
perform using the DO command in the Global Configuration mode:

awplus(config)# do ?
This example displays all of the available SHOW commands:
awplus(config)# do show ?

This example performs the SHOW INTERFACE command for port 4 from
the Global Configuration mode:

awplus(config)# do show interface portl.0.4
This example pings a network device:

awplus(config)# do ping 149.11.123.45
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ENABLE

92

Syntax

enable

Parameters

None

Mode

User Exec mode

Description

Use this command to move from the User Exec mode to the Privileged
Exec mode.

Example

The following command moves the prompt from the User Exec mode to
the Privileged Exec mode:

awplus> enable
awplus#
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Syntax
end
Parameters

None

Mode

All modes below the Global Configuration mode.

Description

Use this command to return to the Privileged Exec mode.

Example
The following command returns the prompt to the Privileged Exec mode:

awplus(config-if)# end
awplus#
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EXIT

94

Syntax
exit
Parameters

None

Mode

All modes

Description

Use this command to move down one mode in the mode hierarchy in all
modes except the User Exec and Privileged Exec modes. Using the EXIT
command in the User Exec and Privileged Exec modes terminates the
management session.

Example

The following example moves the prompt from the Global Configuration
mode to the Privileged Exec mode:

awplus(config)# exit
awplus#
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Syntax

length value

Parameters

value
Specifies the maximum number of lines that the SHOW commands
display at one time on the screen. The range is 0 to 512 lines. Use
the value O if you do not want the SHOW commands to pause.

Mode

Console Line and Virtual Terminal Line modes

Description

Use this command to specify the maximum number of lines the SHOW
commands display at one time on the screen during local or remote
management sessions. You can set different values for the local and
remote management methods. To set this parameter for local
management sessions, enter the command in the Console Line mode. To
set this parameter for the ten VTY lines for remote Telnet and SSH
sessions, enter the same command in the Virtual Terminal Line modes.
Each VTY line can have a different setting.

The default value is 20 lines for the console port. For the VTY lines, the
default value is negotiated with the VTY ports.

Examples

This example sets the maximum number of lines to 25 for local
management sessions:

awplus> enable

awplus# configure terminal
awplus(config)# 1line console 0
awplus(config-1line)# Tength 25

This example sets the maximum number of lines to 15 for VTY line 0:
awplus> enable
awplus# configure terminal

awplus(config)# line vty O
awplus(config-1line)# Tength 15
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This example returns the number of lines to the default setting for local
management sessions:

awplus> enable

awplus# configure terminal
awplus(config)# 1line console 0
awpTlus(config-Tine)# no Tength
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Syntax

Togout

Parameters

None

Mode

User Exec and Privileged Exec modes

Description

Use this command to end a management session.

Note
Entering the EXIT command in either the User Exec or Privileged
Exec mode also ends a management session.

Example

This example shows the sequence of commands to logout starting from
the Global Configuration mode:

awplus(config)# exit

awplus# disable
awplus> logout
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QUIT

98

Syntax
quit
Parameters

None

Mode

All modes except the User Exec and Privileged Exec modes.

Description

Use this command to move up one mode in the mode hierarchy. This
command is almost identical to the EXIT command. The difference is that
unlike the EXIT command, the QUIT command cannot be used to end a
management session.

Example

This example uses the QUIT command to return to the Privileged Exec
mode from the Global Configuration mode:

awplus(config)# quit
awplus#
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WRITE

Syntax

write

Parameters

None

Mode

Privileged Exec mode

Description

Use this command to update the active boot configuration file with the
switch’s current configuration, for permanent storage. When you enter the
command, the switch copies its parameter settings into the active boot
configuration file. The switch saves only those parameters that are not at
their default settings.

Note

Parameter changes that are not saved in the active boot
configuration file are discarded when the switch is powered off or
reset.

To view the name of the active boot configuration file, see “SHOW BOOT
on page 528.

This command is equivalent to “COPY RUNNING-CONFIG STARTUP-
CONFIG” on page 89.

Example

awplus# write
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Chapter 5
Temperature and Fan Control Overview

O “Overview” on page 102
0 “Displaying the System Environmental Status” on page 103
0 “Controlling Eco-Mode LED” on page 104
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Overview

102

The switch monitors the environmental status, such as temperature and
voltage, and the status of fan modules. Checking this information helps
you to identify potential hardware issues before they become problems.

To check the switch’s environmental and saving energy status, and turn
on and off the port LEDs, use the following commands:
“ECOFRIENDLY LED” on page 106

“NO ECOFRIENDLY LED” on page 107

“SHOW ECOFRIENDLY” on page 108

“SHOW SYSTEM ENVIRONMENT” on page 109

a aaa
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Displaying the System Environmental Status

The switch monitors the environmental status of the switch and any
attached PSU, XEM, or expansion option. The environmental status
covers information about temperatures, fans, and voltage. To display this
information, go to User Exec or Privileged Exec mode and enter the
command:

awplus# show system environment

Figure 28 shows an example of the information the command displays.
The columns are described in “SHOW SYSTEM ENVIRONMENT” on
page 109.

/Envi ronment Monitoring Status \

ID Sensor (Units) Reading Status
0 Temp (Degrees Q) 37 Normal
1 Fan 1 (RPM) 3467 Normal
2 PSU 1l on Normal
3 PSU 2 off off

Figure 28. SHOW SYSTEM ENVIRONMENT Command

Note
Switches that do not contain fan controllers will not display
temperature readings.
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Controlling Eco-Mode LED

104

AlliedWare Plus products provide an Eco-Mode LED control to conserve
additional power on the port LEDs. The Eco-Mode LED is an eco-friendly
feature that turns off the port LEDs when they are not necessary. To
enable Eco-Mode LED control, enter the command:

awplus(config)# ecofriendly led
To disable Eco-Mode LED control,

awplus(config)# no ecofriendly Ted
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Temperature and Fan Control

Commands

The temperature and fan control commands are summarized in Table 6.

Table 6. Temperature and Fan Control Commands

Command Mode Description
“‘ECOFRIENDLY LED” on page 106 Global Turns off the port LEDs on the switch
Configuration to save power.
“‘“NO ECOFRIENDLY LED” on Global Turns on the port LEDs on the switch.
page 107 Configuration

“SHOW ECOFRIENDLY” on page 108

Privileged Exec

Displays the power saving status of
the port LEDs.

“‘SHOW SYSTEM ENVIRONMENT”
on page 109

Privileged Exec

Displays the environmental
information for the switch, such as
temperatures, voltage, and fan status.
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ECOFRIENDLY LED

Syntax

ecofriendly Ted

Parameters

None

Mode

Global Configuration mode

Description

Use this command to turn off the port LEDs on the switch to save power.

Confirmation Command

“SHOW ECOFRIENDLY” on page 108

Example

awplus# ecofriendly led
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NO ECOFRIENDLY LED

Syntax

no ecofriendly led

Parameters

None

Mode

Global Configuration mode

Description

Use this command to turn on the port LEDs on the switch.

Confirmation Command

“SHOW ECOFRIENDLY” on page 108

Example
The following command turns on the port LEDs on the switch:

awplus# no ecofriendly led
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SHOW ECOFRIENDLY

Syntax
show ecofriendly
Parameters

None

Mode
Privileged Exec mode

Description

Use this command to display the power saving status of the port LEDs. An
example of the information the command displays is shown in Figure 29.

Gront panel port LEDs: on >

Figure 29. SHOW ECOFRIENDLY Command

Example
The following example displays the power saving status of the port LEDs:

awplus# show ecofriendly
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SHOW SYSTEM ENVIRONMENT

Syntax

show system environment

Parameters

None

Mode

Privileged Exec mode

Description
Use this command to display the environmental information for the switch.

Figure 30 shows an example of the information that the command
displays.

ﬁnvi ronment Monitoring Status \

ID Sensor (Units) Reading Status
0 Temp (Degrees C) 37 Normal
1 Fan 1 (RPM) 3467 Normal
2 PsUl on Normal
3 PSU 2 off off

Figure 30. SHOW SYSTEM ENVIRONMENT Command

The columns in the display are described here:
Table 7. SHOW SYSTEM ENVIRONMENT Command

Parameter Description
Switch Model Indicates a model name of the switch.
ID Indicates the ID number of an item.
Sensor (Units) Indicates an item on the switch, such as
temperature, fan, or power supply unit
(PSU).
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Table 7. SHOW SYSTEM ENVIRONMENT Command

Parameter Description
Reading Indicates the current reading of the item.
Status Indicates the status of the item.

Example
The following example displays environmental information for the switch:

awplus# show system environment

110



Section 11

Basic Operations

This section contains the following chapters:
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Chapter 7, “Basic Switch Management” on page 113

Chapter 8, “Basic Switch Management Commands” on page 131
Chapter 9, “Port Parameters” on page 171

Chapter 10, “Port Parameter Commands” on page 191

Chapter 11, “Power Over Ethernet” on page 243

Chapter 12, “Power Over Ethernet Commands” on page 255
Chapter 13, “IPv4 and IPv6 Management Addresses” on page 285

Chapter 14, “IPv4 and IPv6 Management Address Commands” on
page 299

Chapter 15, “DHCP Server with Port-Based IP Assignment” on page
323

Chapter 16, “DHCP Server with Port-Based IP Assignment
Commands” on page 337

Chapter 17, “Simple Network Time Protocol (SNTP) Client” on page
367

Chapter 18, “SNTP Client Commands” on page 375
Chapter 19, “MAC Address Table” on page 387

Chapter 20, “MAC Address Table Commands” on page 397
Chapter 21, “Enhanced Stacking” on page 409

Chapter 22, “Enhanced Stacking Commands” on page 433
Chapter 23, “Port Mirror” on page 451

Chapter 24, “Port Mirror Commands” on page 459

Chapter 25, “Internet Group Management Protocol (IGMP) Snooping”
on page 467

Chapter 26, “IGMP Snooping Commands” on page 477
Chapter 27, “Multicast Commands” on page 491
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Chapter 7
Basic Switch Management

This chapter contains the following:

“Adding a Name to the Switch” on page 114

“Adding Contact and Location Information” on page 115
“Displaying Parameter Settings” on page 116

“Manually Setting the Date and Time” on page 117

“Pinging Network Devices” on page 118

“‘Resetting the Switch” on page 119

“Restoring the Default Settings to the Switch” on page 120
“Setting the Baud Rate of the Console Port” on page 122
“Configuring the Management Session Timers” on page 124
“Setting the Maximum Number of Manager Sessions” on page 126
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“Configuring the Banners” on page 127
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Adding a Name to the Switch

114

The switch will be easier to identify if you assign it a name. The switch
displays its name in the command line prompt, in place of the default
prefix “awplus.”

To assign the switch a name, use the HOSTNAME command in the Global
Configuration mode. A name can consist of up to 39 alphanumeric
characters. Spaces, punctuation, special characters, and quotation marks
are not permitted.

This example assigns the name Switch12 to the switch:

awplus> enabTe

awplus# configure terminal
awplus(config)# hostname Switchl2
switchl2(config)#

To remove the current name without assigning a new name, use the NO
HOSTNAME command:

Unit2b_bld4> enable

Unit2b_bld4# configure terminal
Unit2b_bld4(config)# no hostname
awplus(config)#

For reference information, refer to “HOSTNAME” on page 145 and “NO
HOSTNAME” on page 148.
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Adding Contact and Location Information

The commands for assigning the switch contact and location information
are the SNMP-SERVER CONTACT and SNMP-SERVER LOCATION
commands, both of which are found in the Global Configuration mode.
Here are the formats of the commands:

snmp-server contact contact

snmp-server Tlocation Jocation

The variables can be from 1 to 255 alphanumeric characters in length.
Spaces and special characters are allowed.

To view the information, use the SHOW SYSTEM command in the User
Exec and Privileged Exec modes.

Here is an example that assigns the switch this contact and location
information:

0 Contact: JordanB
O Location: 123_Westside Dr_room_45

awplus> enable

awplus# configure terminal

awplus(config)# snmp-server contact JordanB

awplus(config)# snmp-server Tocation 123_westside_Dr_room_45

To remove the contact or location information without adding new
information, use the NO form of the commands. This example removes the
location information:

awplus> enable

awplus# configure terminal
awplus(config)# no snmp-server Tocation
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Displaying Parameter Settings

116

To display the current parameter settings on the switch, use the SHOW
RUNNING-CONFIG command in the Privileged Exec mode. The settings,
which are displayed in their equivalent command line commands, are
limited to just those parameters that have been changed from their default
values. The information includes new settings that have yet to be saved in
the active boot configuration file. Here is the command:

awplus# show running-config

For reference information, refer to “SHOW RUNNING-CONFIG” on
page 158.
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Manually Setting the Date and Time

To manually set the date and time on the switch, use the CLOCK SET
command in the Privileged Exec mode. Here is the format of the
command:

clock set hh:mm:ss dd mmm yyyy
Here are the variables:
O hh:mm:ss: Use this variable to specify the hour, minute, and second
for the switch’s time in 24-hour format.

O dd: Use this variable to specify the day of the month.

O mmm: Use this variable to specify the month. The month is
specified by its first three letters. For example, June is Jun. The
first letter must be uppercase and the second and third letters
lowercase.

O yyyy: Use this variable to specify the year. The year must be
specified in four digits (for example, 2011 or 2012).

The command has to include both the date and time. This example sets
the time to 4:11 pm and the date to January 4, 2011:

awplus> enable
awplus# clock set 16:11:0 4 Jan 2011

To display the date and time, use the SHOW CLOCK command in the
User Exec or Privileged Exec mode.

awplus# show clock

For reference information, refer to “CLOCK SET” on page 140 and
“SHOW CLOCK” on page 157.

Note

The date and time, when set manually, are not retained by the
switch when it is reset or power cycled.
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If the switch is unable to communicate with a network device, such as a
syslog server or a TFTP server, you can test for an active link between the
two devices by instructing the switch to send ICMP Echo Requests and to
listen for replies sent back from the other device. This is accomplished
with the PING command in the Privileged Exec mode.

This command instructs the switch to send ICMP Echo Requests to a
network device known by the IP address 149.122.14.15:

awplus> enabTe
awplus# ping 149.122.14.15

The results of the ping are displayed on the screen.

Note

To send ICMP Echo Requests, the switch must have a management
IP address. For instructions, refer to Chapter 13, “IPv4 and IPv6
Management Addresses” on page 285.

Note

The switch sends the ICMP Echo Requests from the ports of the
VLAN assigned the management IP address. The device the switch
is pinging must be a member of that VLAN or must be accessible
through routers or other Layer 3 devices.

For reference information, refer to “PING” on page 149.
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Resetting the Switch

To reset the switch, use either the REBOOT or RELOAD command in the
Privileged Exec mode. You might reset the switch if it is experiencing a problem
or if you want to reconfigure its settings after designating a new active boot
configuration file. The commands display a confirmation prompt.

A Caution

The switch will not forward network traffic while it initializes its
management software. Some network traffic may be lost. The reset can
take from thirty seconds to two minutes, depending on the number and
complexity of the commands in the active boot configuration file.

Note

Any configuration changes that have not been saved in the active boot
configuration file are discarded when you reset the switch. To save your
changes, use the WRITE or COPY RUNNING-CONFIG STARTUP-
CONFIG command in the Privileged Exec mode.

To reset the switch with the REBOOT command:

awplus> enable
awpTlus# reboot

Are you sure you want to reboot the switch? (y/n) y
To reset the switch with the RELOAD command:

awplus> enable
awplus# reload

Are you sure you want to reboot the switch? (y/n) y

To resume managing the switch, wait for the switch to initialize its management
software and then start a new management session.

For reference information, refer to “REBOOT” on page 152 and “RELOAD” on
page 153.
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To restore the default settings to the switch, delete or rename the active
boot configuration file and then reset the unit. Without an active boot
configuration file, the switch will use the default parameter settings after it
initializes the management software.

& Caution

Restoring the default settings requires that you reset the switch. The
unit will not forward network traffic while it initializes the
management software. Some network traffic may be lost.

There are two ways to delete the active boot configuration file. One way is
with the DELETE command in the Privileged Exec mode. Here is the
format of the command:

delete filename.cfqg

This example deletes the active boot configuration file “Sales_unit.cfg”
and resets the switch:

awplus> enabTe
awplus# delete Sales_unit.cfg
awplus# reboot

reboot switch? (y/n): vy

If you do not know the name of the active boot configuration file, you can
display it with the SHOW BOOT command in the Privileged Exec mode.
Figure 31 is an example of what is displayed:

Current software : v1.0.0

Current boot image : v1.0.0

Default boot config: /cfg/boot.cfg

Current boot config: /cfg/switch2.cfg (file exists)

Figure 31. SHOW BOOT Command

The active boot configuration file is identified in the “Current boot config”
field.
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Another way to delete the file is with the ERASE STARTUP-CONFIG
command, also in the Privileged Exec mode. The advantage of this
command over the DELETE command is that you do not have to know the
name of the active boot configuration file. When you enter the command, a
confirmation prompt is displayed. If you enter “Y” for yes, the switch
automatically deletes the active boot configuration file from the file system.
Afterwards, you can reset the switch with the REBOOT command so that it
restores the default settings.

Here is the sequence of commands and messages:

awplus> enable
awplus# erase startup-config

erase start-up config? (y/n):y
Deleting..

Successful Operation

awplus# reboot

reboot switch? (y/n): y

If you prefer to keep the active boot configuration file, you can rename it
with the MOVE command in the Privileged Exec mode and then reset the
switch. Here is the format of the MOVE command:

move f7lenamel.cfg filenameZ.cfg

The FILENAME1 parameter is the name of the configuration file you want
to rename. The FILENAMEZ2 parameter is the file’s new name. The
extensions of the files must be “.cfg”. For example, if the name of the
active boot configuration file is “Sales_unit.cfg,” these commands rename
it to “Sales_unit_backup.cfg” and reset the switch:

awplus> enable
awplus# move Sales_unit.cfg Sales_unit_backup.cfg
awplus# reboot

reboot switch? (y/n): y

To resume managing the switch after restoring the default settings, you
must establish a local management session from the Console port.
Remote management is not possible because the switch will not have a
management |P address.

Note
For instructions on how to create a new boot configuration file, refer
to Chapter 30, “Boot Configuration Files” on page 515.
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The Console port is used for local management of the switch. To set its
baud rate, use the BAUD-RATE SET command in the Global
Configuration mode.

Note

If you change the baud rate of the Console port during a local
management session, your session is interrupted. To resume the
session you must change the speed of the terminal or the terminal
emulator program to match the new speed of the serial terminal port
on the switch.

Here is an example to set the baud rate of the Console port on the switch
to 57600 bps:

Example 1:

awplus> enabTe
awplus# configure terminal
awplus(config-conf)# baud-rate set 57600

awplus# config

Enter configuration commands, one per line. End with CNTL/Z.
awplus(config)# 1line console

awplus(config-1ine)# speed 57600

Baud rate changed to 57600 bps.
Please change your console baud rate correspondingly.

To display the current settings of the Console port, use the SHOW BAUD-
RATE command in the User Exec or Privileged Exec mode. Here is the
command:

awplus# show baud-rate

Here is an example of the information.

Asynchronous Port (Console) Information:

Baud Rate .......ivvvcunnnnnnn 57600
Parity +vvvviriinnniinnnnenns None
Data bits .......... ... 8
Stop bits ..., 1

Figure 32. SHOW BAUD-RATE Command
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Note
The baud rate is the only adjustable parameter on the Console port.

For reference information, refer to “BAUD-RATE SET” on page 139 and
“‘SHOW BAUD-RATE” on page 156.
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Configuring the Management Session Timers

You should always conclude a management session by logging off so that
if you leave your workstation unattended, someone cannot use it to
change the switch’s configuration. If you forget to log off, the switch has
management session timers that detect and log off inactive local and
remote management sessions automatically. A session is deemed
inactive when there is no management activity for the duration of the
corresponding timer.

There are different timers for the different types of management sessions.
There is one timer for local management sessions, which are conducted
through the Console port, and ten timers for each supported VTY line, for
remote Telnet and SSH management sessions.

The command for setting the timers is the EXEC-TIMEOUT command.
You enter this command in different modes depending on the timer you
want to set. The timer for local management sessions is set in the Line
Console mode, which is accessed using the LINE CONSOLE 0 command
from the Global Configuration mode. This example of the commands sets
the timer for local management sessions on the switch to 5 minutes:

awplus> enable

awplus# configure terminal
awplus(config)# 1line console 0
awplus(config-1ine)# exec-timeout 5

Note
The default value the EXEC-TIMEOUT command is 10 minutes.

There are ten VTY lines for remote Telnet and SSH sessions. Each
remote management session uses one line. The switch automatically
allocates a line when a remote session is initiated. The first remote Telnet
or SSH session is allocated the VTY 0 line, the second session is
allocated the VTY 1 line, and so forth.

Each VTY line has its own management session timer. The timers are set
in the Virtual Terminal Line mode, which is accessed with the LINE VTY
command. The format of the LINE VTY command is shown here:

line vty first_line_id JTast_Jline_id
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Both the first_line_id and the last_line_id parameters have value of 0 to 9.
You can specify one VTY line or a range of VTY lines. This example sets
the management session timer to 8 minutes on VTY line 2:

awplus> enable

awplus# configure terminal
awplus(config)# line vty 2
awplus(config-1ine)# exec-timeout 8

This example sets the management session timer to 3 minutes for all VTY
lines:

awplus> enable

awplus# configure terminal
awplus(config)# line vty 0 9
awplus(config-1ine)# exec-timeout 3
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Setting the Maximum Number of Manager Sessions

The switch supports up to three manager sessions simultaneously so that
more than one person can manage the unit at a time. You set the
maximum number of sessions with the SERVICE MAXMANAGER
command in the Global Configuration mode. The default is three manager
sessions.

This example sets the maximum number of manager sessions to three:

awplus> enable
awplus# configure terminal
awplus(config)# service maxmanager 3

For reference information, refer to “SERVICE MAXMANAGER” on
page 154.
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Configuring the Banners

The switch has banner messages you may use to identify the switch or to
display other information about the unit. The banners are listed here:

Q aaa

Message-of-the-day banner

Login banner

User Exec and Privileged Exec modes banner
Display login banner

Message-of—the-day_(This unit was updated to version 2.1.1 today, may 21, \

banner

Login banner— This switch is located in building 2A, wiring closet4Mm.

User Exec and
Privileged Exec

2010.

Login: manager
Passwo r-d . Feddedht

modes banner

\_

» Sales Switch 12

/

Figure 33. Banner Messages

The message-of-the-day and login banners are displayed above the login
user name and password prompts of local, Telnet, and SSH management
sessions. The display banner displays the contents of the login banner.

The User Exec and Privileged Exec modes banner is displayed above the
command line prompts of these two modes, after you log on or whenever
you use the CLEAR SCREEN command to clear the screen.

Note
The banners are not displayed in web browser management
sessions.

The banner commands are:

BANNER MOTD
BANNER LOGIN
BANNER EXEC
SHOW BANNER LOGIN

a aaa
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The commands for setting the banners are located in the Global
Configuration mode with the exception of the SHOW BANNER LOGIN
command which you access in the Privileged Exec mode.

After you enter the BANNER EXEC, BANNER LOGIN, or BANNER MOTD
command, the “Type CTRL/D to finish” prompt is displayed. When you see
this message, enter the banner message. Both the BANNER MOTD and
BANNER EXEC banners may be up to 256 characters, while the BANNER
LOGIN banner may be up to 4,000 characters. Spaces and special
characters are allowed.

After you finish entering your message, press CTRL D to return to the
command prompt in the Global Configuration mode.

This example of the BANNER MOTD command assigns the switch the
message-of-the-day banner in Figure 33 on page 127:

awplus> enable

awplus# configure terminal

awplus(config)# banner motd

Type CTRL/D to finish

This unit was updated to version 2.1.1 today, May 21, 2010.
awplus(config)#

This example of the BANNER LOGIN command assigns the switch the
login banner in Figure 33 on page 127:

awplus> enable

awplus# configure terminal

awplus(config)# banner Togin

Type CTRL/D to finish

This switch is located in building 2A, wiring closet 4M.
awplus(config)#

Here is an example of the BANNER EXEC command:

awplus> enabTe

awplus# configure terminal
awplus(config)# banner exec
Type CTRL/D to finish

Sales Switch 12
awplus(config)#

This example uses the SHOW BANNER LOGIN command to display the
contents of the BANNER LOGIN file:

awplus> enabTe
awplus# configure terminal
awplus(config)# show banner Togin
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To remove messages without assigning new messages, use the NO
versions of the commands. This example removes the message-of-the-
day banner:

awplus> enable

awplus# configure terminal

awplus(config)# no banner motd

This example removes the login banner:

awplus> enable

awplus# configure terminal

awplus(config)# no banner Togin

This example removes the User Exec and Privileged Exec modes banner:
awplus> enable

awplus# configure terminal
awplus(config)# no banner exec
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Chapter 8

Basic Switch Management Commands

The basic switch management commands are summarized in Table 8.

Table 8. Basic Switch Management Commands

Command Mode Description
“BANNER EXEC” on page 133 Global Creates a User Exec and Privileged
Configuration Exec modes banner.
“‘BANNER LOGIN” on page 135 Global Creates a login banner.
Configuration
“‘“BANNER MOTD” on page 137 Global Creates a message-of-the-day
Configuration banner.

“‘BAUD-RATE SET” on page 139

Line Console

Configures the baud rate of the serial
terminal port on the switch.

“CLOCK SET” on page 140

Privileged Exec

Manually sets the date and time.

“‘ERASE STARTUP-CONFIG” on
page 141

Privileged Exec

Restores the default settings to all the
parameter settings on the switch.

‘EXEC-TIMEOUT” on page 142

Line Console

Sets the console timer which is used
to end inactive management sessions.

“HELP” on page 144 All Displays how to use the on-line help
system.

‘HOSTNAME” on page 145 Global Assigns a name to the switch.
Configuration

“‘LINE CONSOLE” on page 146 Global Enters the Line Console mode.
Configuration

“‘LINE VTY” on page 147 Global Enters the Virtual Terminal Line mode
Configuration for a VTY line.

“‘“NO HOSTNAME” on page 148 Global Deletes the switch’s name without
Configuration assigning a new name.

“‘PING” on page 149

User Exec and
Privileged Exec

Instructs the switch to ping another
network device.

“‘PING IPv6” on page 151

User Exec and
Privileged Exec

Instructs the switch to ping another
IPv6 network device.
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Table 8. Basic Switch Management Commands

Command

Mode

Description

‘REBOOT” on page 152

Privileged Exec

Resets the switch.

“‘RELOAD” on page 153

Privileged Exec

Resets the switch.

“SERVICE MAXMANAGER” on
page 154

Global
Configuration

Sets the maximum number of
permitted manager sessions.

“‘SHOW BANNER LOGIN” on
page 155

Privileged Exec

Displays the banner set with the
BANNER LOGIN command.

“‘SHOW BAUD-RATE” on page 156

Global
Configuration

Displays the settings of the Console
port.

“‘SHOW CLOCK” on page 157

User Exec and
Privileged Exec

Displays the date and time.

“*‘SHOW RUNNING-CONFIG” on
page 158

Privileged Exec

Displays all of the settings on the
switch, including those that have not
yet been saved in the active boot
configuration file.

“‘SHOW SWITCH” on page 159

Privileged Exec

Displays general information about
the switch.

“‘SHOW SYSTEM” on page 161

User Exec

Displays general information about
the switch.

“‘SHOW SYSTEM SERIALNUMBER”
on page 162

User Exec and
Privileged Exec

Displays the serial number of the
switch.

“SHOW USERS” on page 163

Privileged Exec

Displays the managers who are
currently logged on the switch.

“‘SHOW VERSION” on page 165

User Exec and
Privileged Exec

Displays the version number and build
date of the management software.

Configuration

“‘SNMP-SERVER CONTACT” on Global Adds contact information to the
page 166 Configuration switch.

“*‘SNMP-SERVER LOCATION” on Global Adds location information to the
page 167 Configuration switch.

“‘SYSTEM TERRITORY” on page 168 | Global Specifies the territory of the switch.
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BANNER EXEC

Syntax

banner exec

Parameters

None

Mode

Global Configuration mode

Description

Use this command to create a banner for the User Exec and Privilege
Exec modes. The message is displayed above the command line prompt
when you log on or clear the screen with the CLEAR SCREEN command,
in local, Telnet, and SSH management sessions.

After you enter the command, the “Type CTRL/D to finish” prompt is
displayed. Enter a banner message of up to 256 characters. Spaces and
special characters are allowed. When you are finished, press CTRL D.

To remove the banner, use the NO version of this command, NO BANNER
EXEC.

Note
Web browser management sessions do not display this banner.

Confirmation Command

“‘SHOW RUNNING-CONFIG” on page 158

Examples

This example creates the banner “Production Switch 1P” for the User Exec
and Privileged Exec modes:

awplus> enable

awplus# configure terminal
awplus (config)# banner exec
Type CNTL/D to finish
Production Switch 1P
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This example deletes the banner:

awplus> enable
awplus# configure terminal
awplus(config)# no banner exec
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Syntax

banner login

Parameters

None

Mode

Global Configuration mode

Description

Use this command to configure the login banner. The message is
displayed prior to the login user name and password prompts for local,
Telnet, and SSH management sessions. If the switch also has a message-
of-the-day banner, this message is displayed after the login banner.

After you enter the command, the “Type CTRL/D to finish” prompt is
displayed on your screen. Enter a login message of up to 4,000
characters. Spaces and special characters are allowed. When you are
finished, press CTRL D.

To remove the login banner, use the NO version of this command, NO
BANNER LOGIN.

Note
Web browser management sessions do not display the login banner.

Confirmation Command

“SHOW BANNER LOGIN” on page 155

Examples
This example creates a login banner:

awplus> enable

awplus# configure terminal

awplus (config)# banner Togin

Type CTRL/D to finish

This switch is located in building B on the second floor,
wiring closet 2B.

awplus (config)#
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This example removes the login banner:
awplus> enable

awplus# configure terminal
awplus(config)# no banner login

136



BANNER MOTD

AT-9000 Switch Command Line User’s Guide

Syntax

banner motd

Parameters

None

Mode

Global Configuration mode

Description

Use this command to create a message-of-the-day banner. The message
is displayed prior to the login user name and password prompts for local,
Telnet, and SSH management sessions. If the switch also has a login
banner, this message is displayed before the message-of-the-day banner.

After you enter the command, the “Type CTRL/D to finish” prompt is
displayed. Enter a message-of-the-day banner of up to 256 characters.
Spaces and special characters are allowed. When you are finished, press
CTRL D.

To remove the message-of-the-day banner, use the NO version of this
command, NO BANNER MOTD.

Note
Web browser management sessions do not display the message-of-
the-day banner.

Confirmation Command

“‘SHOW RUNNING-CONFIG” on page 158

Examples
This example create a message-of-the-day banner:

awplus> enable

awplus# configure terminal

awplus(config)# banner motd

Type CTRL/D to finish

This switch was updated to the latest software on May 23,
2010.
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This example removes the message-of-the-day banner:

awplus> enable
awplus# configure terminal
awplus(config)# no banner motd
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BAUD-RATE SET

Syntax
baud-rate set 1200|2400|4800|9600|19200|38400|57600|115200
Parameters

None

Mode
Global Configuration mode

Description

Use this command to set the baud rate of the Console port, which is used
for local management sessions of the switch.

Note

If you change the baud rate of the serial terminal port during a local
management session, your session will be interrupted. To resume
the session you must change the speed of your terminal or the
terminal emulator program to match the new speed of the serial
terminal port on the switch.

Confirmation Command

“‘SHOW BAUD-RATE” on page 156

Example
This example sets the baud rate of the Console port to 19200 bps:
awplus> enable

awplus# configure terminal
awplus(config)# baud-rate set 19200
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CLOCK SET
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Syntax

clock set hh:mm:ss dd mmm yyyy

Parameters

hh:mm:ss
Specifies the hour, minute, and second for the switch’s time in 24-
hour format.

dd
Specifies the day of the month.

mmm
Specifies the month. The month is specified by its first three letters.
For example, June is Jun. The first letter must be uppercase and
the second and third letters lowercase.

year
Specifies the year. The year must be specified in four digits (for
example, 2011 or 2012).

Mode

Privileged Exec mode

Confirmation Command

“‘SHOW CLOCK” on page 157

Description

Use this command to manually set the date and the time on the switch.
The command must include both the date and the time.

Note
When set manually the date and time are not retained by the switch
when it is reset or powered off.

Example
This example sets the time and date to 2:15 pm, April 7, 2011:

awplus> enabTe
awplus# clock set 14:15:0 7 Apr 2011
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ERASE STARTUP-CONFIG

Syntax

erase startup-config

Parameters

None

Mode

Privileged Exec mode

Description

Use this command to delete the active boot configuration file to restore the
default settings to all the parameters on the switch. After entering this
command, enter the REBOOT command to reset the switch and restore
the default settings.

Caution

The switch will not forward network traffic while it initializes its
management software. Some network traffic may be lost.

To resume managing the switch after restoring the default settings, you
must establish a local management session from the Console port.
Remote management is not possible because the switch will not have a
management |P address.

Note
For instructions on how to create a new boot configuration file, refer
to Chapter 30, “Boot Configuration Files” on page 515.

Example

The following command deletes the active boot configuration file and
restores the default settings to all the parameters on the switch.

awplus> enable
awplus# erase startup-config

erase start-up config? (y/n):y
Deleting..

Successful Operation

awplus# reboot
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EXEC-TIMEOUT

142

Syntax

exec-timeout value

Parameters

exec-timeout
Specifies the session timer in minutes. The range is 0 to 35,791
minutes. The default value is 10 minutes.

Mode

Line Console and Virtual Terminal Line modes

Description

Use this command to set the management session timers. The timers are
used by the switch to end inactive management sessions to protect
against unauthorized changes should you leave your management station
unattended during a management session. A management session is
deemed inactive by the switch if there is no management activity for the
duration of a timer.

Local management sessions, which are conducted through the Console
port on the switch, and remote Telnet and SSH sessions have different
timers. The timer for local management sessions is set in the Line Console
mode. The timers for remote Telnet and SSH sessions are set in the
Virtual Terminal Line mode. There is a different timer for each of the ten
VTY lines for remote Telnet and SSH sessions.

Confirmation Commands

“SHOW SWITCH” on page 159 and “SHOW RUNNING-CONFIG” on
page 158

Examples

This example sets the session timer for local management sessions to 15
minutes:

awplus> enable

awplus# configure terminal
awplus(config)# 1line console 0
awplus(config-1line)# exec-timeout 15



AT-9000 Switch Command Line User’s Guide

This example sets the session timer for the first (vty 0) Telnet or SSH
session to 5 minutes:

awplus> enable

awplus# configure terminal
awplus(config)# line vty O
awplus(config-Tline)# exec-timeout 5
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HELP

Syntax

help

Parameters

None

Mode

All modes

Description

Use this command to learn how to use on-line help. Entering this
command at a command line displays how to use the on-line help system.
See Figure 34 for the description displayed on the screen.

4 N

when you need help at the command 1line, press “?”.

If nothing matches, the help 1list will be empty. Delete
characters until entering a ‘?’ shows the available options.

Enter ‘?’ after a complete parameter to show remaining valid
command parameters (e.g. ‘show ?’).

Enter ‘?’ after part of a parameter to show parameters that
\\\comp]ete the typed Tetters (e.g. ‘show 1ip?’). ,//

Figure 34. HELP Command

Example
This example displays the HELP command:

awplus# help
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Syntax

hostname name

Parameters

name
Specifies a name of up to 39 alphanumeric characters for the
switch. Spaces, punctuation, special characters, and quotation
marks are not permitted.

Mode

Global Configuration mode

Description

Use this command to assign the switch a name. The switch displays the
name in the command line prompt, in place of the default prefix “awplus.”

Example

This example assigns the name “Sw_Sales” to the switch:
awplus> enable

awplus# configure terminal

awplus(config)# hostname Sw_Sales
Sw_Sales(config)#
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LINE CONSOLE
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Syntax

Tine console 0

Parameters

None

Mode

Global Configuration mode

Description

Use this command to enter the Line Console mode to set the session
timer and to activate or deactivate remote authentication for local
management sessions.

Example

The following example enters the Line Console mode to set the session
timer and to activate or deactivate remote authentication for local
management sessions:

awplus> enable

awplus# configure terminal
awplus(config)# 1line console 0
awplus(config-Tine)#
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Syntax

line vty first_line_id [Tast_Tline_id]

Parameters

first_line_id
Specifies the number of a VTY line. The range is 0 to 9.

last_line_id

Specifies the number of a VTY line. The range is 0 to 9. This is an
optional parameter.

Mode

Global Configuration mode

Description

Use this command to enter the Virtual Terminal Line mode for a VTY line
or arange of VTY lines, to set the session timer or to activate or deactivate
remote authentication for Telnet or SSH management sessions.

Refer to “EXEC-TIMEOUT” on page 142 to set session timeout values and
“‘LOGIN AUTHENTICATION” on page 1461 to activate remote
authentication.

Examples
This example enters the Virtual Terminal Line mode for VTY line O:

awplus> enable

awplus# configure terminal
awplus(config)# line vty O
awplus(config-Tine)#

This example enters the Virtual Terminal Line mode for all VTY lines:
awplus> enable
awplus# configure terminal

awplus(config)# 1line vty 0 9
awplus(config-line)#
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NO HOSTNAME

Syntax

no hostname

Parameters

None

Mode

Global Configuration mode

Description

Use this command to delete the switch’s name without assigning a new
name.

Example

This example deletes the current name of the switch without assigning a
new value:

B1d2_shipping> enable
B1d2_shipping# configure terminal
B1d2_shipping(config)# no hostname
awplus#(config)
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Syntax

ping 7paddress/hostname

Parameters

ipaddress
Specifies the IP address of the network device to receive the ICMP
Echo Requests from the switch. You can specify only one IP
address.

hostname
Specifies the host name of the network device to receive the ICMP
Echo Requests from the switch. You can specify only one host
name.

Modes

Privileged Exec mode

Description

Use this command to instruct the switch to send ICMP Echo Requests to a
network device with an IPv4 address. You can use the command to
determine whether there is an active link between the switch and another
network device, such as a RADIUS server or a Telnet client, or to
troubleshoot communication problems. To ping an IPv6 address, see
‘PING IPv6” on page 151.

In order to specify the host name parameter, the switch needs a
connection to a name server. To accomplish this, the switch can obtain a
name server automatically with DHCP. See “IP ADDRESS DHCP” on
page 304 for information about how to set the switch to DHCP.

Note
To send ICMP Echo Requests the switch must be configured with a
management IP address. For background information, refer to

Note

The switch sends the ICMP Echo Requests from the ports of the
VLAN assigned the management IP address. The device the switch
is pinging must be a member of that VLAN or must be accessible
through routers or other Layer 3 devices.
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Example

This command instructs the switch to ping a network device with the IP
address 149.122.14.15:

awplus> enabTe
awplus# ping 149.122.14.15

The results of the ping are displayed on the screen.
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Syntax

ping ipv6 <ipvb-address> repeat <I1-99> size <36-18024>

Parameters

ipv6-address

Indicates the destination IPv6 address. The IPv6 address uses the
format:

nnnn:nnNN:nNNN:NNNN:NNNN:NNNN:NNNN:NNNN

Where N is a hexadecimal digit from 0 to F. The eight groups of
digits have to be separated by colons. Groups where all four digits
are ‘0’ can be omitted. Leading ‘0’s in groups can also be omitted.
For example, the following IPv6 addresses are equivalent:

12¢c4:421e:09a8:0000:0000:0000:00a4:1c50
12c4:421e:09a8::a4:1c50 X: X:: X:X

repeat <1-99>
Specifies the number of times the ping is sent. The default is 4
times.

size <36-18024>
Indicates the packet size, in bytes, that are sent to the destination
IPv6 address. The packet size excludes the 8 byte ICMP header.
The default is 56 bytes. The range is 36 to 18,024 bytes.

Mode

User Exec and Privileged Exec modes

Description

Use this command to instruct the switch to send ICMP Echo Requests to
an IPv6 host.

Example

The following example sends 37 data bytes in an ICMP Echo Request to
IPv6 address 2001:0db8::a2 for a total of 12 times:

awplus> enable
awplus# ping ipv6 2001:0db8::a2 repeat 12 size 37
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REBOOT
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Syntax

reboot

Parameters

None

Mode

Privileged Exec mode
Description

Use this command to reset the switch. You might reset the unit if it is
experiencing a problem or if you want to reconfigure its settings after you
designate a new active boot configuration file. This command is identical to
‘RELOAD” on page 153. The command displays a confirmation prompt.

& Caution

The switch does not forward network traffic while it initializes its

management software. Some network traffic may be lost. The reset
can take from 10 seconds to two minutes, depending on the number
and complexity of the commands in the active boot configuration file.

Note

The switch discards any configuration changes that have not been
saved in its active boot configuration file. To save your changes,
enter the WRITE command or the COPY RUNNING-CONFIG
STARTUP-CONFIG command before resetting the switch. For
instructions, refer to “WRITE” on page 99 or “COPY RUNNING-
CONFIG STARTUP-CONFIG” on page 89.

To resume managing the switch, wait for the switch to initialize the
management software and then start a new management session.

Example
The following command resets the switch:

awplus> enable
awplus# reboot

Are you sure you want to reboot the switch? (y/n): vy
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Syntax

reload

Parameters

None

Mode

Privileged Exec mode

Description

Use this command to reset the switch. You might reset the unit if it is
experiencing a problem or if you want to reconfigure its settings after you
designate a new active boot configuration file. This command is identical
to “REBOOT” on page 152. The command displays a confirmation prompt.

& Caution

The switch does not forward network traffic while it initializes its
management software. Some network traffic may be lost. The reset
can take from 10 seconds to 2 minutes, depending on the number
and complexity of the commands in the active boot configuration file.

Note

The switch discards any configuration changes that have not been
saved in its active boot configuration file. To save your changes,
enter the WRITE command or the COPY RUNNING-CONFIG
STARTUP-CONFIG command before resetting the switch. For
instructions, refer to “WRITE” on page 99 or “COPY RUNNING-
CONFIG STARTUP-CONFIG” on page 89.

To resume managing the switch, wait for the switch to initialize the
management software and then start a new management session.

Example
The following example resets the switch:

awplus> enable
awplus# reload

reboot switch? (y/n): vy
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SERVICE MAXMANAGER
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Syntax

service maxmanager value

Parameters

value
Specifies the maximum number of manager sessions the switch
will allow at one time. The range is 1 to 3. The default is 3.

Mode

Global Configuration mode

Description

Use this command to set the maximum number of manager sessions that
can be open on the switch simultaneously. This feature makes it possible
for more than one person to manage the unit at one time. The range is one
to three manager sessions, with the default, three manager sessions.

Confirmation Command

“SHOW RUNNING-CONFIG” on page 158

Example
This example sets the maximum number of manager sessions to two:
awplus> enable

awplus# configure terminal
awplus(config)# service maxmanager 2
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SHOW BANNER LOGIN

Syntax

show banner login

Parameters

None

Mode

Privileged Exec mode

Description

Use this command to display the contents of the banner login file
configured with the BANNER LOGIN command. A sample of the display is
shown below.

This switch is located on the third floor of building 4 in
Tab 2B.

Figure 35. SHOW BANNER LOGIN Command

Example

This example displays the contents of the banner login file configured with
the BANNER LOGIN command:

awplus> enable
awplus# show banner login
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SHOW BAUD-RATE

156

Syntax

show baud-rate

Parameters

None

Mode

User Exec mode and Privileged Exec mode

Description

Use this command to display the settings of the Console port, used for
local management sessions of the switch. Here is an example of the
information.

Asynchronous Port (Console) Information:

Baud RAte ....viviinnnnnnnnnn. 9600

Parity +vveiiiiieiii i iannnens User Configured
Data bits ......vviiiinnann 0

Stop bits ... i, 1

Figure 36. SHOW BAUD-RATE Command

To set the baud rate, refer to “BAUD-RATE SET” on page 139.

Note
The baud rate is the only adjustable parameter on the Console port.

Example
This example displays the settings of the console port:

awplus# show baud-rate
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SHOW CLOCK

Syntax

show clock

Parameters

None

Modes

User Exec mode

Description

Use this command to display the system’s current date and time.

Example
This example displays the system’s current date and time:

awplus# show clock
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SHOW RUNNING-CONFIG
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Syntax

show running-config

Parameters

None

Modes

Privileged Exec mode

Description

Use this command to display the settings of the switch, in their equivalent
command line commands.

The command displays only the settings that have been changed from
their default values and includes those values that have not yet been
saved in the active boot configuration file. Parameters at their default
settings are not included in the running configuration file.

To display the port configuration settings, see “SHOW RUNNING-
CONFIG INTERFACE” on page 232.

Example
This example displays the switch settings:

awpTlus# show running-config
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Syntax

show switch

Parameters

None

Modes

Privileged Exec mode

Description

Use this command to view the information in Figure 37.

//éwitch Information:
Application Software Version
Application Software Build date
MAC Address
console Disconnect Timer Interval

\
v1.0.0

May 2010 10:24:12
00:15:77:cc:e2:42
. 10 minute(s)

Telnet Server StatUS .....cvevvnrenenns Enabled
MAC address aging time ............... 300 second(s)
....................... Unknown

\\JWu1ticast Mode

/

Figure 37. SHOW SWITCH Command
The fields are described in Table 9.

Table 9. SHOW SWITCH Command

Parameter Description

Application Software
Version

The version number of the management
software.

Application Software Build | The date and time when Allied Telesis

Date released this version of the management
software.
MAC Address The MAC address of the switch.
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Table 9. SHOW SWITCH Command (Continued)

Parameter

Description

Active Spanning Tree
version

The active spanning tree protocol on the
switch. The protocol can be STP, RSTP,
or MSTP. The active spanning tree
protocol is set with “SPANNING-TREE
MODE STP” on page 672, “SPANNING-
TREE MODE RSTP” on page 708, and
“SPANNING-TREE MODE MSTP” on
page 750.

Console Disconnect Timer
Interval

The current setting of the console timer.
The switch uses the console timer to end
inactive management sessions. The
switch ends management sessions if they
are inactive for the length of the timer. To
set the timer, refer to “EXEC-TIMEQOUT”
on page 142.

Telnet Server Status

The status of the Telnet server. The switch
can be remotely managed from a Telnet
client on your network when the server is
enabled. When the server is disabled, the
switch cannot be remotely managed with
a Telnet client. To configure the Telnet
client, refer to “SERVICE TELNET” on
page 1363 and “NO SERVICE TELNET”
on page 1362.

MAC Address Aging Time

The current setting of the aging timer,
which the switch uses to delete inactive
dynamic MAC addresses from the MAC
address table. To set this value, refer to
“MAC ADDRESS-TABLE AGEING-TIME”
on page 400.

Example

The following example displays the switch information:

awplus# show switch
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SHOW SYSTEM

Syntax
show system
Parameters

None

Modes
User Exec and Privileged Exec modes

Description

Use this command to view general information about the switch. Figure 38
is an example of the information.

/“switch System StatusFri, 18 Nov 2011 00:37:26 N
BoardBoard NameRevSerial Number

Environmental Status:Normal

Uptime:0 days 00:37:27

Bootloader version:5.1.2

Bootloader build date:June 01 2010 10:24:05

Software version:2.2.2.0
Build date:oct 23 2011 01:40:25

Current boot config:/cfg/switchla.cfg (file exists)
Territory:

System Name:

System Contact:

\\fystem Location: 4//

Figure 38. SHOW SYSTEM Command

Example
This example displays general information about the switch:

awplus# show system
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SHOW SYSTEM SERIALNUMBER

Syntax

show system serialnumber
Parameters

None

Mode

User Exec and Privileged Exec modes

Description

Use this command to display the serial number of the switch. Figure 39 is
an example of the output.

<805525A023600001 >

Figure 39. SHOW SYSTEM SERIALNUMBER Command

Example
This example displays the system’s serial number:

awplus# show system serialnumber
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Syntax

show users

Parameters

None

Modes

Privileged Exec mode

Description

Use this command to display the managers who are currently managing
the switch locally through the Console port and remotely from Telnet and
SSH sessions. This command does not display managers who are
configuring the device with a web browser application or an SNMP
application. Figure 40 displays an example of the information.

LineUserHost(s)IdleLocation
conOmanageridle00:00:00ttys0O
vtyOBrandonidl1e00:03:11149.112.167.29

Figure 40. SHOW USERS Command
The columns are described in Table 10.

Table 10. SHOW USERS Command

Parameter Description

Line The active management sessions. The
possible designators are “con0” for a local
management session and “vty” for remote
Telnet and SSH sessions.

User The login user name of the manager
account.
Host(s) This field is not applicable to the switch.
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Table 10. SHOW USERS Command (Continued)

Parameter

Description

Idle

The number of hours, minutes, and
seconds since the manager using the
account entered a command on the
switch. The value is always zero for your
account because you just entered the
SHOW USERS command.

Location

The network device from which the
manager is accessing the switch. A
device connected to the Console port is
identified by “ttys0”, while remote Telnet
and SSH devices are identified by their IP
addresses.

Priv

The privilege level of the manager
account. Manager accounts with the
privilege level 1 are restricted to the User
Exec mode, while accounts with the level
15 can access all of the command modes.

Example

This example displays the managers who are logged on to the switch:

awplus# show users
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SHOW VERSION

Syntax

show version

Parameters

None

Mode

User Exec and Privileged Exec modes

Description

Use this command to display the software version number and build date
of the management software. Figure 41 displays an example of the
information.

/“Alliedware Plus (TM) 2.1.3.0 09/15/11 14:37:22 N

Application Build name : ats-9000-2.1.3.0.1img
Application Build date : Sep 15 2011 14:37:22
Application Build type : RELEASE

\\\Foot1oader version : 5.0.4 4//

Figure 41. SHOW VERSION Command

Example
This example displays the management software version number:

awplus# show version
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SNMP-SERVER CONTACT

166

Syntax

snmp-server contact contact

Parameters

contact
Specifies the name of the person responsible for managing the
switch. The name can be up to 255 alphanumeric characters in
length. Spaces and special characters are allowed.

Mode

Global Configuration mode

Description

Use this command to add contact information to the switch. The contact
information is usually the name of the person who is responsible for
managing the unit.

To remove the current contact information without adding a new contact,
use the NO form of this command.

Confirmation Command

“‘SHOW SYSTEM” on page 161

Example

This example assigns the contact “JSmith_ex5441” to the switch:
awplus> enable

awplus# configure terminal

awplus(config)# snmp-server contact JSmith_ex5441
This example removes the current contact information:

awplus> enable

awplus# configure terminal
awplus(config)# no snmp-server contact
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SNMP-SERVER LOCATION

Syntax

snmp-server Tlocation Jocation

Parameters

location
Specifies the location of the switch. The location can be up to 255
alphanumeric characters. Spaces and special characters are
allowed.

Mode

Global Configuration mode

Description
Use this command to add location information to the switch.

To remove the current location information without adding new
information, use the NO form of this command.

Confirmation Command

“‘SHOW SYSTEM” on page 161

Examples

This example adds the location “Bldg5_fl2_rm201a” to the switch:
awplus> enable

awplus# configure terminal

awplus(config)# snmp-server location Bldg5_f12_rm201a
This example removes the current location information:

awplus> enable

awplus# configure terminal
awplus(config)# no snmp-server Tlocation
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SYSTEM TERRITORY

Syntax

system territory territory

Parameters

territory
Specifies the territory of the switch. The switch can have only one
territory. You may choose from the following:

australia

china

europe

japan

korea

nz (New Zealand)

usa

Mode

Global Configuration mode

Description

Use this command to specify the territory of the switch. The territory
setting is not currently used by any of the features on the switch.

Confirmation Command

“‘SHOW SYSTEM” on page 161

Examples
This example sets the switch’s territory to Australia:
awplus> enable

awplus# configure terminal
awplus(config)# system territory australia
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This example removes the current territory information:

awplus> enable
awplus# configure terminal
awplus(config)# no system territory
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Chapter 9
Port Parameters

This chapter contains the following:

“Adding Descriptions” on page 172

“Setting the Speed and Duplex Mode” on page 173
“Setting the MDI/MDI-X Wiring Configuration” on page 175
“Enabling or Disabling Ports” on page 176

“Enabling or Disabling Backpressure” on page 177
“Enabling or Disabling Flow Control” on page 178
“‘Resetting Ports” on page 181

“Configuring Threshold Limits for Ingress Packets” on page 182
“Displaying Threshold Limit Settings on Ports” on page 184
“Reinitializing Auto-Negotiation” on page 185

“Restoring the Default Settings” on page 186

“Displaying Port Settings” on page 187

“Displaying or Clearing Port Statistics” on page 189

I I s

“Displaying SFP Information” on page 190
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Adding Descriptions
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The ports will be easier to identify if you give them descriptions. The
descriptions are viewed with the SHOW INTERFACE command in the
Privileged Exec mode.

The command for adding descriptions is the DESCRIPTION command in
the Port Interface mode. Here is the format:

description description

The DESCRIPTION parameter can be up to 80 alphanumeric characters.
Spaces and special characters are allowed.

You can assign a description to more than one port at a time.

To remove the current description from a port without assigning a new
description, use the NO form of this command.

This example assigns the name “printer22” to port 15:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.15
awplus(config-if)# description printer22

This example removes the current name from port 16 without assigning a
new description:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.16
awplus(config-if)# no description

For reference information, refer to “DESCRIPTION” on page 198.

Note

The POWER-INLINE DESCRIPTION command is used to describe
powered devices that are connected to the ports. For information
about this command, see “POWER-INLINE DESCRIPTION” on
page 267.
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Setting the Speed and Duplex Mode

The twisted pair ports on the switch can operate at 10, 100, or 1000 Mbps,
in either half-duplex or full-duplex mode. You may set the speeds and
duplex modes yourself or, since the ports support Auto-Negotiation, you
may let the switch configure the ports automatically. The default setting for
the ports is Auto-Negotiation for both speed and duplex mode.

To set the speed manually on a port or to reactivate Auto-Negotiation, use
the SPEED command in the Port Interface mode. The format of the
command is:

speed auto|10]|100|1000

The “10” setting is for 10Mbps, the “100” for 100Mbps and the “1000” for
1000Mbps. The “auto” activates Auto-Negotiation for port speed.

The DUPLEX command, for setting the duplex mode, has this format:
duplex auto|half|full

The “half” setting is for half-duplex mode and “full” for full-duplex mode.
The “auto” activates Auto-Negotiation for duplex mode.

You should review the following information before configuring the ports:

0 Auto-Negotiation may be activated separately for speed and
duplex mode on a port. For instance, you may activate Auto-
Negotiation for speed on a port, but set the duplex mode manually.

O The 1000 Mbps setting in the SPEED command is for fiber optic
modules. The twisted pair ports on the switch must be set to Auto-
Negotiation to operate at 1000 Mbps.

Note

To avoid a duplex mode mismatch between switch ports and
network devices, do not use duplex mode Auto-Negotiation on ports
that are connected to network devices on which the duplex modes
are set manually. Switch ports that are set to Auto-Negotiation
default to half duplex mode if they detect that the network devices
are not using Auto-Negotiation. This may result in duplex mode
mismatches in which the switch ports use half duplex mode, and the
network devices full duplex mode. To prevent this problem, always
manually set the duplex mode on ports that are connected to
network devices that are not using Auto-Negotiation.
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This example sets the speeds of ports 11 and 17 to 100Mbps:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.11,portl.0.17
awplus(config-if)# speed 100

This example configures port 1 to half-duplex:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.1
awplus(config-if)# duplex half

This example configures ports 2 to 4 to 10 Mbps, full-duplex:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.2-portl.0.4
awplus(config-if)# speed 10
awplus(config-if)# duplex full

This example sets the speed on port 15 to Auto-Negotiation and the
duplex mode to half duplex:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.15
awplus(config-if)# speed auto
awplus(config-if)# duplex half

This example sets the speed on port 23 to 100 Mbps and the duplex mode
to Auto-Negotiation:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.23
awplus(config-if)# speed 100
awplus(config-if)# duplex auto

For reference information, refer to “SPEED” on page 239 and “DUPLEX”
on page 200.
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Setting the MDI/MDI-X Wiring Configuration

The wiring configurations of twisted pair ports that operate at 10 or 100
Mbps are MDI (medium dependent interface) and MDI-X (medium
dependent interface crossover). A port on the switch and a port on a link
partner must have different settings. For instance, a switch port has to be
using the MDI wiring configuration if the port on its link partner is using the
MDIX wiring configuration.

The command for setting the wiring configuration is the POLARITY
command in the Port Interface mode. Here is the format of the command:

polarity auto|mdi|mdix

The AUTO setting activates auto-MDI/MDIX, which enables a port to
detect the wiring configuration of its link partner so that it can set its wiring
configuration to the opposite setting.

This example of the command configures ports 22 and 23 to the MDI
wiring configuration:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.22,portl.0.23
awplus(config-if)# polarity mdi

This example activates auto-MDI/MDIX on ports 7 to 9:
awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.7-portl.0.9
awplus(config-if)# polarity auto

For reference information, refer to “POLARITY” on page 214.
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Enabling or Disabling Ports
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Disabling ports turns off their receivers and transmitters so that they
cannot forward traffic. You might disable unused ports on the switch to
protect them from unauthorized use, or if there is a problem with a cable or
a network device.

To disable ports, use the SHUTDOWN command in the Port Interface
mode. To enable ports again, use the NO SHUTDOWN command.

This example disables ports 1 to 4:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.1-portl.0.4
awplus(config-if)# shutdown

This example enables ports 17 and 22:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.17,portl.0.22
awplus(config-if)# no shutdown

For reference information, refer to “SHUTDOWN” on page 237 and “NO
SHUTDOWN” on page 211.
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Enabling or Disabling Backpressure

Ports use backpressure during periods of packet congestion, to prevent
packet overruns. They use it to stop their link partners from sending any
further packets to enable them to process the packets already in their
buffers.

Backpressure applies to ports that are operating in half-duplex mode at 10
or 100 Mbps. A port that is experiencing packet congestion initiates
backpressure by transmitting a signal on the shared link. When the link
partner detects that its own transmission has become garbled on the link,
it ceases transmission, waits a random period of time, and, if the link is
clear, resumes transmitting.

You can enable or disable backpressure on ports where you disabled
Auto-Negotiation and set the speeds and duplex modes manually. If you
enable backpressure, the default setting, a port initiates backpressure
when it needs to prevent a buffer overrun from packet congestion. If you
disable backpressure, a port does not use backpressure. (Ports that are
set to Auto-Negotiation always use backpressure when operating in half-
duplex mode at 10 or 100 Mbps.)

Backpressure is set with the BACKPRESSURE command in the Port
Interface mode. In this example, ports 11 and 12 are manually set to 10
Mbps, half-duplex, with backpressure enabled:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.11,portl.0.12
awplus(config-if)# speed 10

awplus(config-if)# duplex half
awplus(config-if)# backpressure on

In this example, port 12 is manually set to 100 Mbps, half-duplex, with
backpressure disabled:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.12
awplus(config-if)# speed 100
awplus(config-if)# duplex half
awplus(config-if)# backpressure off

For reference information, refer to “BACKPRESSURE” on page 194.
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Enabling or Disabling Flow Control
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When a port that is operating in full-duplex mode needs to temporarily stop
its local or remote counterpart from sending any further packets, it initiates
flow control by sending what are known as pause packets. Pause packets
instruct the link partner to stop sending packets to allow the sender of the
packets time to process the packets already stored in its buffers.

There are two aspects to flow control on the ports on the switch. The first
is whether or not a port will issue pause packets during periods of buffer
congestion. The other is whether or not a port will stop sending packets
when it receives pause packets from another network device. You can
control both of these aspects of flow control on the ports on the switch.

Flow control is set with the FLOWCONTROL RECEIVE command and the
the FLOWCONTROL SEND command. The formats of the commands
are:

flowcontrol send on]|off
flowcontrol receive on|off

The FLOWCONTROL SEND command controls whether or not a port
sends pause packets during periods of packet congestion. If you set it to
ON, the port sends pause packets when it reaches the point of packet
congestion. If you set it to OFF, the port does not send pause packets. At
the default setting, the send portion of flow control is off.

The FLOWCONTROL RECEIVE command is used to control whether or
not a port stops transmitting packets when it receives pause packets from
its local or remote counterpart. If you set it to ON, a port stops transmitting
packets when it receives pause packets. If you set it to OFF, a port does
not stop transmitting packets when it receives pause packets. At the
default setting, the receive portion of flow control is off.

The commands are located in the Port Interface mode. This example
configures ports 12 and 13 to 100Mbps, full-duplex mode. The receive
portion of flow control is disabled so that the ports ignore any pause
packets that they receive from their link partners:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.12,portl.0.13
awplus(config-if)# speed 100

awplus(config-if)# duplex full
awplus(config-if)# flowcontrol receive off



AT-9000 Switch Command Line User’s Guide

This example configures port 21 not to send pause packets during periods
of packet congestion:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.21
awplus(config-if)# speed 100
awplus(config-if)# duplex full
awplus(config-if)# flowcontrol send off

This example enables both the receive and send portions of flow control
on port 7:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.7
awplus(config-if)# flowcontrol receive on
awplus(config-if)# flowcontrol send on

For reference information, refer to “FLOWCONTROL” on page 204.

To disable flow control, use the NO FLOWCONTROL command in the
Port Interface mode. This example disables flow control on ports 22 and
23:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.22,portl.0.23
awplus(config-if)# no flowcontrol

To view the flow control settings on ports, use the SHOW
FLOWCONTROL INTERFACE command in the Privilege Exec mode.
Here is the format of the command:

show flowcontrol interface port

You can view just one port at a time. This example displays the flow
control settings for port 4:

awplus# show flowcontrol interface portl.0.4

Here is an example of the information the command displays.

Port Send Receive RxPause TxPause
admin admin
1.0.4 yes yes 112 83

Figure 42. SHOW FLOWCONTROL INTERFACE Command

The columns in the table are described in “SHOW FLOWCONTROL
INTERFACE” on page 219.
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If flow control is not configured on a port, this message is displayed:

Flow control 1is not set on interface portl.0.2
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If a port is experiencing a problem, you may be able to correct it with the
RESET command in the Port Interface mode. This command performs a
hardware reset. The port parameter settings are retained. The reset takes
just a second or two to complete.

This example resets ports 16 and 17:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.16,portl.0.17
awplus(config-if)# reset

For reference information, refer to “RESET” on page 218.
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Configuring Threshold Limits for Ingress Packets

You can set threshold limits for the ingress packets on the ports. The
threshold limits control the number of packets the ports accept each
second. Packets that exceed the limits are discarded by the ports. You
can set different limits for broadcast, multicast, and unknown unicast
traffic. This feature is useful in preventing bottlenecks from forming in a
network.

To assign a threshold limit on a port, use the STORM-CONTROL
command in the Port Interface mode. The format is:

storm-control broadcast|multicast|d]lf Tevel value

The BROADCAST, MULTICAST and DLF parameters specify the packet
type of the threshold limit. (The DLF parameter, the acronym for “database
lookup failure,” is for unknown unicast packets.) The VALUE parameter
specifies the maximum permitted number of ingress packets per second a
port will accept. The range is 0 to 33,554,431 packets.

This example sets a threshold of 5,000 packets per second for ingress
broadcast packets on port 12:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.12
awplus(config-if)# storm-control broadcast level 5000

This example sets a threshold of 100,000 packets per second for ingress
multicast packets on port 4:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.4

awplus(config-if)# storm-control multicast level 100000

This example sets a threshold of 200,000 packets per second for ingress
unknown unicast packets on ports 15 and 17:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.15,portl.0.17
awplus(config-if)# storm-control d1f level 200000
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To remove threshold limits from the ports, use the NO STORM-CONTROL
command, also in the Port Interface mode. This example removes the
threshold limit for broadcast packets on port 12:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.12
awplus(config-if)# no storm-control broadcast

This example disables unknown unicast rate limiting on port 5, 6, and 15:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.5,portl.0.6,portl.0.15
awplus(config-if)# no storm-control di1f

This example removes the threshold limit for multicast packets on port 23:
awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.23

awplus(config-if)# no storm-control multicast

For reference information, refer to “STORM-CONTROL” on page 241 and
“‘NO STORM-CONTROL” on page 213.
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Displaying Threshold Limit Settings on Ports

184

To display the threshold settings for the ingress packets on the ports, use
the SHOW STORM-CONTROL command in the Privileged Exec mode.
Here is the format:

show storm-control [port]

This example of the command displays the broadcast, multicast and dif
levels on ports 18:

awplus# show storm-control portl.0.18

Here is an example of the information the command displays.

Port Bcastlevel Mcastlevel Diflevel
portl.0.18 30 100 100

Figure 43. SHOW STORM-CONTROL Command
The columns are described in Table 15 on page 227.

If the parameter port is not specified, the command displays the threshold
settings on all the ports on the switch.

If you want to display information on multiple ports at a time, enter:
awplus# show storm-control portl.0.18,portl.0.20,portl.0.21

Here is an example of the information the command displays.

Port Bcastlevel McastTevel Diflevel
portl.0.18 30 100 100
Portl.0.20 100 50 100
portl.0.21 100 100 100

Figure 44. SHOW STORM-CONTROL Command
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Reinitializing Auto-Negotiation

If you believe that a port set to Auto-Negotiation is not using the highest
possible common speed and duplex-mode between itself and a network
device, you can instruction it to repeat Auto-Negotiation. This is
accomplished with the RENEGOTIATE command in the Port Interface
mode. The command does not have any parameters. A port must already
be set to Auto-Negotiation before you can use this command.

This example prompts ports 4 and 8 to use Auto-Negotiation to renegotiate
their settings with the ports on their network counterparts:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.4,portl.0.8
awplus(config-if)# renegotiate

For reference information, refer to “RENEGOTIATE” on page 217.
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Restoring the Default Settings

To restore the default settings on a port, use the PURGE command in the
Port Interface mode. This example returns ports 12, 13 and 15 to their
default settings:

awplus> enable
awplus# configure terminal

awplus(config)# interface portl.0.12,portl.0.13,portl.0.15
awplus(config-if)# purge

For reference information, refer to “PURGE” on page 216.
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Displaying Port Settings

There are several ways to display port settings. See the following:

0 “Displaying Speed and Duplex Settings” on page 187
0 “Displaying Port Status” on page 187
0 “Displaying Port Configuration” on page 188

Displaying Speed  To display the speed and duplex mode settings of the ports, use the
and Duplex SHOW INTERFACE STATUS command in the Privileged Exec mode.
. Here is the format:
Settings
show interface [port] status
This example of the command displays the speed and duplex mode
settings for ports 18 and 20:
awplus# show interface portl.0.18,portl.0.20 status
Here is an example of the information the command displays.
Port Name Status Vlan Duplex Speed Type
portl.0.18 Port_01 down 3 half 100 10/100/1000Base-T
portl.0.20 Port_02 up 11 auto auto 10/100/1000Base-T
Figure 45. SHOW INTERFACE STATUS Command
The columns are described in Table 15 on page 227. For a description of
the command, see “SHOW INTERFACE STATUS” on page 227.
Displaying Port To display the current status of the ports on the switch, use the SHOW
Status INTERFACE command in the Privileged Exec mode. Here is the format:

show interface [port]
This example displays the settings for ports 1 and 2:
awplus# show interface portl.0.1,portl.0.2

See Figure 46 on page 188 for an example of the display.
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/fﬁterface portl.0.1 ‘\\

Link is UP, administrative state is UP
Address 1is 0015.77cc.e243
index 1 mtu 9198
SNMP Tink-status traps: Enabled (Suppressed in 0 sec.)
Bandwidth 1g
input packets 0, bytes 0, dropped 0, multicast packets 0
output packets 0, bytes 0, multicast packets 0 broadcast packets 0
Interface portl.0.2
Link is UP, administrative state is UP
Address 1is 0015.77cc.e244
index 2 mtu 9198
SNMP Tink-status traps: Enabled (Suppressed in 0 sec.)
Bandwidth 1g
input packets 0, bytes 0, dropped 0, multicast packets 0
\\\ output packets 0, bytes 0, multicast packets 0 broadcast packets 0 4//

Figure 46. SHOW INTERFACE Command

The fields are described in Table 13 on page 222. For a description of the
command, see “SHOW INTERFACE” on page 221.

Displaying Port To display the current port configuration settings, use the SHOW
Configuration RUNNING-CONFIG INTERFACE command in the Privileged Exec mode.
Here is the format:

show running-config interface 7nterface-7ist
This example displays the settings for ports 1 and 2:
awplus# show running-config interface portl.0.7

See Figure 47 for an example of the display.

Interface portl.0.7
switchport
switchport mode access
switchport access vlan 2

Figure 47. SHOW RUNNING-CONFIG INTERFACE Command

For a description of the command, see “SHOW RUNNING-CONFIG
INTERFACE” on page 232.
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Displaying or Clearing Port Statistics

To view packet statistics for the individual ports, use the SHOW
PLATFORM TABLE PORT COUNTERS command in the Privileged Exec
mode. Here is the format of the command:

show platform table port [port] counters
This example displays the statistics for ports 23 and 24

awplus# show platform table port portl.0.23,portl.0.24
counter

The statistics are described in Table 16 on page 229.

To clear the port counters, use the CLEAR PORT COUNTER command,
which has this format:

clear port counter port
This example clears the counters for ports 1 and 4:

awplus# clear port counter portl.0.1,portl.0.4
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Displaying SFP Information
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To view information on a plugged SFP on the switch, use the SHOW
SYSTEM PLUGGABLE command in the Privileged Exec mode. Here is
the format of the command:

show system pluggable

For more information about this command, see “SHOW SYSTEM
PLUGGABLE” on page 235.

To view more detail information on a plugged SFP, use the following
command:

awplus# show system pluggable detail

The fields are described in Table 16 on page 229.
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Port Parameter Commands

The port parameter commands are summarized in Table 11.

Table 11. Port Parameter Commands

Command

Mode

Description

“‘BACKPRESSURE” on page 194

Port Interface

Enables or disables backpressure on
ports that are operating in half-duplex
mode.

“BPLIMIT” on page 196

Port Interface

Specifies threshold levels for
backpressure on ports.

“CLEAR PORT COUNTER” on
page 197

User Exec and
Privileged Exec

Clears the packet counters.

“‘DESCRIPTION” on page 198

Port Interface

Adds port descriptions.

“‘DUPLEX” on page 200

Port Interface

Configures the duplex modes.

‘EGRESS-RATE-LIMIT” on page 202

Port Interface

Sets a limit on the amount of traffic
that can be transmitted per second
from the port.

“‘FCTRLLIMIT” on page 203

Port Interface

Specifies threshold levels for flow
control.

‘FLOWCONTROL” on page 204

Port Interface

Enables or disables flow control on
ports that are operating in full-duplex
mode.

“‘HOLBPLIMIT” on page 207

Port Interface

Specifies a threshold for head of line
blocking events.

“NO EGRESS-RATE-LIMIT” on
page 209

Port Interface

Disables egress rate limiting on the
ports.

“NO FLOWCONTROL” on page 210

Port Interface

Disables flow control on ports.

“‘NO SHUTDOWN?” on page 211

Port Interface

Activates disabled ports so that they
resume forwarding network traffic
again.

“‘NO SNMP TRAP LINK-STATUS” on
page 212

Port Interface

Deactivates link traps.
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Table 11. Port Parameter Commands (Continued)

Command

Mode

Description

“‘NO STORM-CONTROL” on
page 213

Port Interface

Removes threshold limits for
broadcast, multicast, or unknown
unicast packets.

“‘POLARITY” on page 214

Port Interface

Sets the MDI/MDI-X settings on
twisted pair ports.

“PURGE” on page 216

Port Interface

Restores the default settings.

‘RENEGOTIATE” on page 217

Port Interface

Prompts ports that are using Auto-
Negotiation to renegotiate their
settings with the network devices.

“‘RESET” on page 218

Port Interface

Performs software resets on the ports.

“‘SHOW FLOWCONTROL
INTERFACE” on page 219

Privileged Exec

Displays the current settings for flow
control on the ports.

“SHOW INTERFACE” on page 221

Privileged Exec

Displays port settings.

“‘SHOW INTERFACE BRIEF” on
page 225

Privileged Exec

Displays administrative and link
statuses.

“SHOW INTERFACE STATUS” on
page 227

Privileged Exec

Displays the speed and duplex mode
settings of the ports.

“SHOW PLATFORM TABLE PORT
COUNTERS” on page 229

Privileged Exec

Displays packet statistics for the
individual ports.

“‘SHOW RUNNING-CONFIG
INTERFACE” on page 232

Privileged Exec

Displays the settings of the specified
ports.

“SHOW STORM-CONTROL” on
page 233

Privileged Exec

Displays threshold settings for
broadcast, multicast, and unknown
unicast packets.

“‘SHOW SYSTEM PLUGGABLE” on
page 235

Privileged Exec

Displays information about the SFP
modules in the switch.

“SHOW SYSTEM PLUGGABLE
DETAIL” on page 236

Privileged Exec

Displays information about the SFP
modaules in the switch.

“‘SHUTDOWN?” on page 237

Port Interface

Disables ports to stop them from
forwarding network traffic.

“SNMP TRAP LINK-STATUS” on
page 238

Port Interface

Activates link traps.

“SPEED” on page 239

Port Interface

Manually sets port speed or activates
Auto-Negotiation.
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Command Mode Description

“‘STORM-CONTROL” on page 241 Port Interface Sets a maximum limit of the number of
broadcast, multicast, or unknown
unicast packets forwarded by a port.
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BACKPRESSURE

194

Syntax

backpressure on|off

Parameters

on
Activates backpressure on the ports.

off
Deactivates backpressure on the ports.

Mode

Port Interface mode

Description

Use this command to enable or disable backpressure on ports that are
operating at 10 or 100 Mbps in half-duplex mode. Backpressure is used by
ports during periods of packet congestion to temporarily stop their network
counterparts from transmitting more packets. This prevents a buffer
overrun and the subsequent loss and retransmission of network packets.
A port initiates backpressure by transmitting on the shared link to cause a
data collision, which causes its link partner to cease transmission.

To set backpressure on a port, you must configure the speed and duplex
mode manually. You cannot set backpressure on a port that is using Auto-
Negotiation.

Confirmation Command

“‘SHOW RUNNING-CONFIG” on page 158

Examples

This example configures port 15 to 10 Mbps, half-duplex mode, and
activates backpressure:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.15
awplus(config-if)# speed 10
awplus(config-if)# duplex half
awplus(config-if)# backpressure on



AT-9000 Switch Command Line User’s Guide

This example configures ports 8 and 21 to 100 Mbps, half-duplex mode,
with backpressure disabled:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.8,portl.0.21
awplus(config-if)# speed 100
awplus(config-if)# duplex half
awplus(config-if)# backpressure off
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BPLIMIT

196

Syntax
bplimit bplimit
Parameters
bplimit
Specifies the number of cells for backpressure. A cell represents

128 bytes. The range is 1 to 7935 cells. The default value is 7935
cells.

Mode

Port Interface mode

Description

Use this command to specify a threshold level for backpressure on a port.

Confirmation Command

“*‘SHOW RUNNING-CONFIG” on page 158

Example

This example sets the threshold for backpressure on ports 15 and 20 to
7000 cells:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.15,portl.0.20
awplus(config-if)# bplimit 7000
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CLEAR PORT COUNTER

Syntax

clear port counter port

Parameters
port

Specifies the port whose packet counters you want to clear. You
can specify more than one port at a time in the command.

Mode

User Exec mode and Privileged Exec mode

Description
Use this command to clear the packet counters of the ports. To display the

counters, refer to “SHOW PLATFORM TABLE PORT COUNTERS” on
page 229.

Example

This example clears the packet counters for ports 4 to 7:

awplus# clear port counter portl.0.4-portl.0.7
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DESCRIPTION

198

Syntax

description description

Parameters

description
Specifies a description of 1 to 240 alphanumeric characters for a
port. Spaces and special characters are allowed.

Mode

Port Interface mode

Description

Use this command to add descriptions to the ports on the switch. The
ports will be easier to identify if they have descriptions.

Use the NO form of this command to remove descriptions from ports
without assigning new descriptions.

Note
The POWER-INLINE DESCRIPTION command is used to describe

powered devices that are connected to the ports. For information
about this command, see “POWER-INLINE DESCRIPTION” on
page 267.

Confirmation Command

“SHOW INTERFACE” on page 221

Examples

This example assigns the description “printer22” to port 15:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.15
awplus(config-if)# description printer22



AT-9000 Switch Command Line User’s Guide

This example removes the current name from port 11 without assigning a
new name:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.11
awplus(config-if)# no description
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DUPLEX

Syntax

duplex auto|half|full

Parameters

auto
Activates Auto-Negotiation for the duplex mode, so that the duplex
mode is set automatically.

half

Specifies half-duplex mode.
full

Specifies full-duplex mode.
Mode

Port Interface mode

Description

Use this command to set the duplex modes of the twisted pair ports. Ports
operating in half-duplex mode can either receive packets or transmit
packets, but not both at the same time, while ports operating in full-duplex
can both send and receive packets, simultaneously.

Note
To avoid a duplex mode mismatch between switch ports and

network devices, do not select Auto-Negotiation on ports that are
connected to network devices on which the duplex modes are set
manually. Switch ports that are set to Auto-Negotiation default to
half duplex mode if they detect that the network devices are not
using Auto-Negotiation. This may result in duplex mode mismatches
in which the switch ports use half duplex mode and the network
devices full duplex mode. To prevent this problem, always manually
set the duplex mode on ports that are connected to network devices
that are not using Auto-Negotiation.

Confirmation Command

“‘SHOW INTERFACE STATUS” on page 227
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Examples
This example sets the duplex mode on port 11 half-duplex:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.11
awplus(config-if)# duplex half

This example configures the duplex mode with Auto-Negotiation on port
15:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.15
awplus(config-if)# duplex auto
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EGRESS-RATE-LIMIT

Syntax

egress-rate-limit value

Parameters

value
Specifies the maximum amount of traffic that can be transmitted
from the port. The value is kilobits per second. The range is 64 to
1,000,000 kilobits per second.

Mode

Port Interface mode

Description

Use this command to set a limit on the amount of traffic that can be
transmitted per second from the port.

Confirmation Command

“‘SHOW RUNNING-CONFIG” on page 158

Example

This example sets the egress rate limit to 1,000,000 kilobits per second on
ports 15, 16 and 21:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.15,portl.0.16,portl.0.21
awplus(config-if)# egress-rate-Timit 1000000
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Syntax

fctrllimit fctrllimit

Parameters

fetrllimit
Specifies the number of cells for flow control. A cell represents 128
bytes. The range is 1 to 7935 cells. The default value is 7935 cells.

Mode

Port Interface mode

Description

Use this command to specify threshold levels for flow control on the ports.

Confirmation Command

“‘SHOW RUNNING-CONFIG” on page 158

Example

This example sets the threshold level for flow control on port 14 to 5000
cells:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.14
awplus(config-if)# fctr1Tlimit 5000
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FLOWCONTROL

204

Syntax

flowcontrol send|receive|both on|off

Parameter

send
Controls whether a port sends pause packets during periods of
packet congestion, to initiate flow control.

receive
Controls whether a port, when it receives pause packets from its
network counterpart, stops sending packets.

on
Activates flow control.
off
Deactivates flow control.
Mode

Port Interface mode

Description

Use this command to enable or disable flow control on ports that are
operating in full-duplex mode. Ports use flow control when they are
experiencing traffic congestion and need to temporary stop their link
partners from transmitting any more traffic. This allows them time to
process the packets already in their buffers.

A port that is experiencing traffic congestion initiates flow control by
sending pause packets. These packets instruct the link partner to stop
transmitting packets. A port continues to issue pause packets so long as
the traffic congestion persists. Once the condition has cleared, a port
stops sending pause packets to allow its link partner to resume the
transmission of packets.

The ports on the switch can both send pause packets during periods of
traffic congestion and stop transmitting packets when they receive pause
packets from their link partners. You can control both aspects of flow
control separately on the ports.

The RECEIVE parameter in the command controls the behavior of a port
when it receives pause packets from a network device. If receive is on, a
port stops sending packets in response to pause packets from its link
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partner. If it is off, a port does not respond to pause packets and continues
to transmit packets. At the default setting, the receive portion of flow
control is off.

The SEND parameter determines whether a port sends pause packets
when it experiences traffic congestion. If send is on, a port sends pause
packets to signal its link partner of the condition and to stop the
transmission of more packets. If send is off, a port does not send pause
packets during periods of traffic congestion. At the default setting, the
send portion of flow control is off.

To configure flow control on a port, you must disable Auto-Negotiation and
set the speed and duplex mode manually. A port set to Auto-Negotiation
always uses flow control when operating in full-duplex mode.

Confirmation Command

“SHOW FLOWCONTROL INTERFACE” on page 219

Examples

This example configures port 19 to 100 Mbps, full-duplex mode, with both
the send and receive parts of flow control enabled:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.19
awplus(config-if)# speed 100
awplus(config-if)# duplex full
awplus(config-if)# flowcontrol send on
awplus(config-if)# flowcontrol receive on

This example configures ports 18 to 21 and 24 to 10 Mbps, full-duplex
mode, with both the send and receive portions of flow control disabled.
The ports will neither respond to pause packets from their link partners by
ceasing transmission nor will they issue pause packets during periods of
traffic congestion:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.18-portl.0.21,portl.0.24
awplus(config-if)# speed 10

awplus(config-if)# duplex full

awplus(config-if)# flowcontrol receive off
awplus(config-if)# flowcontrol send off
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206

This example configures port 1 and 2 to 10 Mbps, full-duplex mode. The
send portion of flow control is disabled so that the ports do not send pause
packets during periods of traffic congestion. But the receive portion is
enabled so that the ports respond to pause packets from their network
counterparts by temporarily ceasing transmission:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.1,portl.0.2
awplus(config-if)# speed 10
awplus(config-if)# duplex full
awplus(config-if)# flowcontrol send off
awplus(config-if)# flowcontrol receive on
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Syntax

holbplimit Aolbplimit
Parameter

holbplimit
Specifies the threshold at which a port signals a head of line
blocking event. The threshold is specified in cells. A cell is 128
bytes. The range is 1 to 8,191 cells; the default is 7,168 cells.

Mode

Port Interface mode

Description

Use this command to specify a threshold for head of line blocking events
on the ports. Head of line (HOL) blocking is a problem that occurs when a
port on the switch becomes oversubscribed because it is receiving more
packets from other switch ports than it can transmit in a timely manner.

An oversubscribed port can prevent other ports from forwarding packets to
each other because ingress packets on a port are buffered in a First In,
First Out (FIFO) manner. If a port has, at the head of its ingress queue, a
packet destined for an oversubscribed port, it will not be able to forward
any of its other packets to the egress queues of the other ports.

A simplified version of the problem is illustrated in Figure 48 on page 208.
It shows four ports on the switch. Port D is receiving packets from two
ports— 50% of the egress traffic from port A and 100% of the egress traffic
from port B. Not only is port A unable to forward packets to port D because
port D’s ingress queues are filled with packets from port B, but port A is
also unable to forward traffic to port C because its egress queue has
frames destined to port D that it is unable to forward.
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Port A Port C
50%
—> [cfcfcfcfpjpjp|p| ——— > [ [ [ [[ [ [ [ |—
Egress Queue Ingress Queue
50%
Port B Port D
0
—> (p|p|Dp|D|D|D|D|D]| » D |D|D|D|[D|D[D|D] —>
Egress Queue Ingress Queue

Figure 48. Head of Line Blocking

The HOL Limit parameter can help prevent this problem from occurring. It
sets a threshold on the utilization of a port’s egress queue. When the
threshold for a port is exceeded, the switch signals other ports to discard
packets to the oversubscribed port.

For example, referring to the figure above, when the utilization of the
storage capacity of port D exceeds the threshold, the switch signals the
other ports to discard packets destined for port D. Port A drops the D
packets, enabling it to once again forward packets to port C.

The number you enter for this value represents cells. A cell is 128 bytes.
The range is 1 to 8,191 cells; the default is 7,168 cells.

Confirmation Command

“*‘SHOW RUNNING-CONFIG” on page 158

Example

This example sets the head of line blocking threshold on port 9 to 5,000
cells:

awplus> enabTe

awplus# configure terminal
awplus(config)# interface portl.0.9
awplus(config-if)# holbpTlimit 5000
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NO EGRESS-RATE-LIMIT

Syntax
no egress-rate-limit
Parameters

None

Mode

Port Interface mode

Description

Use this command to disable egress rate limiting on the ports.

Confirmation Command

“SHOW RUNNING-CONFIG” on page 158

Example

This example disable egress rate limiting on the ports 4 and 5:
awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.4,portl.0.5
awplus(config-if)# no egress-rate-limit
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NO FLOWCONTROL

210

Syntax

no flowcontrol

Parameter

None

Mode

Port Interface mode

Description

Use this command to disable flow control on ports.

Confirmation Command

“‘SHOW FLOWCONTROL INTERFACE” on page 219

Example
This example disables flow control on port 16:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.16
awplus(config-if)# no flowcontrol
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NO SHUTDOWN

Syntax

no shutdown

Parameters

None

Mode

Port Interface mode

Description

Use this command to enable ports so that they forward packets again.
This is the default setting for a port.

Confirmation Command

“‘SHOW RUNNING-CONFIG” on page 158

Example

This example enables port 22:
awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.22
awplus(config-if)# no shutdown
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NO SNMP TRAP LINK-STATUS
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Syntax

no snmp trap link-status

Parameter

None

Mode

Port Interface mode

Description

Use this command to deactivate SNMP link traps on the ports of the
switch. The switch does not send traps when a port on which link trap is
disabled experiences a change in its link state (i.e., goes up or down).

Confirmation Command

“SHOW INTERFACE” on page 221

Example
This example deactivates link traps on ports 18 and 23:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.18,portl.0.23
awplus(config-if)# no snmp trap link-status
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NO STORM-CONTROL

Syntax

no storm-control broadcast|multicast|dlf

Parameters

broadcast
Specifies broadcast packets.

multicast
Specifies multicast packets.

dif
Specifies unknown unicast packets.

Description

Use this command to remove packet threshold levels that were set on the
ports with “STORM-CONTROL” on page 241.

Confirmation Command

“SHOW RUNNING-CONFIG” on page 158

Examples
This example removes the threshold limit for broadcast packets on port 12:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.12
awplus(config-if)# no storm-control broadcast

This example removes the threshold limit for unknown unicast rate on port
5:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.5
awplus(config-if)# no storm-control dl1f

This example removes the threshold limit for multicast packets on port 23:
awplus> enable
awplus# configure terminal

awplus(config)# interface portl.0.23
awplus(config-if)# no storm-control multicast
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POLARITY
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Syntax
polarity auto|mdi|mdix
Parameters

auto
Activates auto-MDI/MDIX.

mdi

Sets a port’s wiring configuration to MDI.
mdix

Sets a port’s wiring configuration to MDI-X.
Mode

Port Interface mode

Description

Use this command to set the wiring configuration of twisted pair ports that
are operating at 10 or 100 Mbps, in half- or full-duplex mode.

A twisted pair port that is operating at 10 or 100 Mbps can have one of two
wiring configurations, known as MDI (medium dependent interface) and
MDI-X (medium dependent interface crossover). To forward traffic, a port
on the switch and a port on a network device must have different settings.
For instance, the wiring configuration of a switch port has to be MDI if the
wiring configuration on a port on a network device is MDIX.

Confirmation Command

“‘SHOW RUNNING-CONFIG” on page 158

Examples
This example sets port 28 to the MDI wiring configuration:

awplus> enabTe

awplus# configure terminal
awplus(config)# interface portl.0.28
awplus(config-if)# polarity mdi
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This example sets ports 4 and 18 to the MDI-X wiring configuration:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.4,portl.0.18
awplus(config-if)# polarity mdix

This example activates auto-MDI/MDIX on ports 1 to 3:
awplus> enable
awplus# configure terminal

awplus(config)# interface portl.0.1-portl.0.3
awplus(config-if)# polarity auto
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PURGE

216

Syntax

purge
Parameters

None

Mode

Port Interface mode

Description
Use this command to restore the default settings to these port parameters:

Enabled status (NO SHUTDOWN)
Description

Speed

Duplex mode

MDI/MDI-X

Flow control

Backpressure

Head of line blocking threshold

o aoaoaoaoaaoaaaa

Backpressure cells

Example
This example restores the default settings to ports 5, 6 and 12:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.5,portl.0.6,portl.0.12
awplus(config-if)# purge
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Syntax

renegotiate

Parameters

None

Mode

Port Interface mode

Description

Use this command to prompt a port that is set to Auto-Negotiation to
renegotiate its speed and duplex mode with its network device. You might
use this command if you believe that a port and a network device did not
establish the highest possible common settings during the Auto-
Negotiation process.

Example

This example prompts port 18 to renegotiate its settings with its network
counterpart:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.18
awplus(config-if)# renegotiate
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RESET

Syntax

reset

Parameters

None

Mode

Port Interface mode

Description

Use this command to perform a hardware reset on the ports. The ports
retain their parameter settings. The reset takes only a second or two to
complete. You might reset a port if it is experiencing a problem.

Example

This example resets port 14:
awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.14
awplus(config-if)# reset
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SHOW FLOWCONTROL INTERFACE

Syntax

show flowcontrol interface port

Parameter
port

Specifies the port whose flow control setting you want to view. You
can specify just one port at a time.

Modes
Privileged Exec mode

Description

Use this command to display the current settings for flow control on the
ports. An example of the information is shown in Figure 49.

PortSendReceive RxPause TxPause
adminadmin

Figure 49. SHOW FLOWCONTROL INTERFACE Command

The fields are described in Table 12.

Table 12. SHOW FLOWCONTROL INTERFACE Command

Parameter Description

Port Port number.

Send admin Whether or not flow control is active on
the transmit side of the port. If yes, the
port transmits pause packets during
periods of packet congestion. If no, the
port does not transmit pause packets.

Receive admin Whether or not flow control is active on
the receive side of the port. If yes, the port
stops transmitting packets when it
receives pause packets from the other
network device. If no, the port does not
stop transmitting packets.

219




Chapter 10: Port Parameter Commands

Table 12. SHOW FLOWCONTROL INTERFACE Command (Continued)

Parameter Description
RxPause The number of received pause packets.
TxPause The number of transmitted pause packets.

Example
This command displays the flow control settings for port 2:

awplus# show flowcontrol interface portl.0.2
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SHOW INTERFACE

Syntax

show interface [port]

Parameter
port
Specifies the port whose current status you want to view. You can

display more than one port at a time. To display all the ports, do not
include this parameter.

Modes

Privileged Exec mode

Description

Use this command to display the current operating status of the ports. An
example of the information is shown in Figure 50 on page 222.
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//interface portl.0.1

Link is UP, administrative state is UP
Address 1is 0015.77cc.e243

Description:
index 1 mtu 9198

Unknown Ingress Multicast Blocking: Disabled

Unknown Egress Multicast Blocking: Disabled

SNMP Tlink-status traps: Enabled (Suppressed in 0 sec.)
Bandwidth 1g

input packets 0, bytes 0, dropped 0, multicast packets 0

output packets 0, bytes 0, multicast packets 0 broadcast packets 0
Interface portl.0.2

Link is UP, administrative state is UP
Address 1is 0015.77cc.e244

Description:
index 1 mtu 9198

Unknown Ingress Multicast Blocking: Disabled

Unknown Egress Multicast Blocking: Disabled

SNMP Tlink-status traps: Enabled (Suppressed in 0 sec.)
Bandwidth 1g

input packets 0, bytes 0, dropped 0, multicast packets 0

output packets 0, bytes 0, multicast packets 0 broadcast packets 0

Figure 50. SHOW INTERFACE Command

The fields are described in Table 13.

Table 13. SHOW INTERFACE Command

Parameter Description

Interface Port number.
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Table 13. SHOW INTERFACE Command (Continued)

Parameter

Description

Link is

The status of the link on the port. This
field is UP when the port has a link with a
network device, and DOWN when the port
does not have a link.

Administrative state

The administrative state of the port. The
administrative state will be DOWN if the
port was disabled with the SHUTDOWN
command. Otherwise, the administrative
state of the port will be UP. To disable and
enable ports, refer to “SHUTDOWN” on
page 237 and “NO SHUTDOWN” on
page 211, respectively.

Address is The MAC address of the port.

Description The port’s description. To set the
description, refer to “DESCRIPTION” on
page 198.

Index mtu The maximum packet size of the ports.

The ports have a maximum packet size of
9198 bytes. This is not adjustable.

Unknown Ingress/Egress
Multicast Blocking

The status of multicast blocking on the
port. To set multicast blocking, refer to
Chapter 27, “Multicast Commands” on
page 491.

SNMP link-status traps

The status of SNMP link traps on the port.
The switch sends link traps if the status is
Enabled and does not send link traps if
the status is Disabled. To enable and
disable link traps, refer to “SNMP TRAP
LINK-STATUS” on page 238 and “NO
SNMP TRAP LINK-STATUS” on

page 212, respectively.

Bandwidth

The current operating speed of the port.
The bandwidth will be Unknown if the port
does not have a link to a network device.

Input statistics

Ingress packet statistics.

Output statistics

Egress packet statistics.
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Examples

This command displays the current operational state of all the ports:
awplus# show interface

This command displays the current operational state of ports 1 to 4:

awplus# show interface portl.0.1l-portl.0.4
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Syntax

show interface brief

Parameter

None

Modes

Privileged Exec mode

Description

Use this command to display the administrative and link statuses of all of
the ports on the switch. An example of the information is shown in

Figure 51.

Interface StatusProtocol

portl.
portl.
portl.
portl.
portl.
portl.

[cNoNoNoNoNe]

.ladmin
.2admin
.3admin
.4admin
.5admin
.6admin

up down
up down
up down
up down
up down
up down

Figure 51. SHOW INTERFACE BRIEF Command

The fields are described in Table 14.

Table 14. SHOW INTERFACE BRIEF Command

Field

Description

Interface

Indicates the port number.

Status

Indicates the administrative state of the
port. The administrative state is DOWN if
the port was disabled with the
SHUTDOWN command. Otherwise, the
administrative state of the port is UP. To
disable and enable ports, refer to
“‘SHUTDOWN?” on page 237 and “NO
SHUTDOWN” on page 211, respectively.
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Table 14. SHOW INTERFACE BRIEF Command (Continued)

Field Description
Protocol Indicates the status of the link on the port.
This field is UP when the port has a link
with a network device, and DOWN when
the port does not have a link.
Example

The following example displays the administrative and link statuses of all

of the ports on the switch:

awplus# show interface brief
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Syntax

show interface [port] status

Parameter

port

Specifies the port whose parameter settings you want to view. You
can display more than one port at a time. To display all the ports,
do not include a port number.

Modes

Privileged Exec mode

Description

Use this command to display the speed, duplex mode, and VLAN settings
of the ports. An example of the information is shown in Figure 52.

PortNameStatus Vlan Duplex
portl.0.1Port_0ldown3 half
portl.0.2Port_02upll auto
portl.0.2Port_02up?2 auto
portl.0.2Port_02up2 full
portl.0.2Port_02up?2 auto

SpeedType
10010/100/1000Base-T
autol0/100/1000Base-T
autol0/100/1000Base-T
10010/100/1000Base-T
autol0/100/1000Base-T

Figure 52. SHOW INTERFACE STATUS Command

The fields are described in Table 15.

Table 15. SHOW INTERFACE STATUS Command

Parameter

Description

Port

Port number.

Name

Description of port. To set the description,
refer to “DESCRIPTION” on page 198.

Status

Link status of the port. The status is Up if
the port has a link to a network device.
The status is Down if the port does not
have a link.

VLAN

The ID of the VLAN in which the port is an
untagged member.
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Table 15. SHOW INTERFACE STATUS Command (Continued)

Parameter Description

Duplex The duplex mode setting of the port. The
setting can be half, full or auto for Auto-
Negotiation. To set the duplex mode, refer
to “DUPLEX” on page 200.

Speed The speed of the port. The settings are
10, 100, or 1000 Mbps, or auto for Auto-
Negotiation.

Type The Ethernet standard of the port.

Examples

This command displays the settings of all the ports:

awplus# show interface status

This command displays the settings of ports 17 and 18:

awplus# show interface portl.0.17-portl.0.18 status
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SHOW PLATFORM TABLE PORT COUNTERS

Syntax

show platform table port [port] counters

Parameter
port
Specifies the port whose statistics you want to view. You can

specify more than one port at a time in the command. To view all
the ports, omit this parameter.

Modes

Privileged Exec mode

Description

Use this command to display the packet statistics for the individual ports
on the switch. The statistics are described in Table 16. To clear the packet
counters, refer to “CLEAR PORT COUNTER” on page 197.

Table 16. SHOW PLATFORM TABLE PORT COUNTERS Command

Parameter Description

64 Number of frames transmitted by the port,
65-127 grouped by size.

128-255
256-511
512-1023
1024-1518
1519-1522

General Counters

Octets Number of received and transmitted
octets.

Pkts Number received and transmitted
packets.

CRCErrors Number of frames with a cyclic

redundancy check (CRC) error but with
the proper length (64-1518 bytes)
received by the port.

FCSErrors Number of ingress frames that had frame
check sequence (FCS) errors.
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Table 16. SHOW PLATFORM TABLE PORT COUNTERS Command

Parameter Description
MulticastPkts Number of received and transmitted
multicast packets.
BroadcastPkts Number of received and transmitted
broadcast packets
PauseMACCtrIFrms Number of received and transmitted flow

control pause packets.

OversizePkts

Number of received packets that
exceeded the maximum size as specified
by IEEE 802.3 (1518 bytes including the
CRC).

Fragments

Number of undersized frames, frames
with alignment errors, and frames with
frame check sequence (FCS) errors (CRC
errors).

Jabbers

Number of occurrences of corrupted data
or useless signals the port has
encountered.

UnsupportOpcode

Number of MAC Control frames with
unsupported opcode.

UndersizePkts

Number of frames that were less than the
minimum length as specified in the IEEE
802.3 standard (64 bytes including the
CRC).

SingleCollsnFrm

Number of frames that were transmitted
after at least one collision.

MultCollsnFrm

Number of frames that were transmitted
after more than one collision.

LateCollisions

Number of late collisions.

ExcessivCollsns

Number of excessive collisions.

Collisions

Total number of collisions on the port.

Layer 3 Counters

ifinUcastPkts Number of ingress unicast packets.
ifOutUcastPkts Number of egress unicast packets.
ifinDiscards Number of ingress packets that were

discarded.
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Table 16. SHOW PLATFORM TABLE PORT COUNTERS Command

Parameter

Description

ifOutErrors

Number of packets that were discarded
prior to transmission because of an error.

ipInHdrErrors

Number of ingress packets that were
discarded because of a hardware error.

Miscellaneous Counters

MAC TxErr

Number of frames not transmitted
correctly or dropped due to an internal
MAC transmit error.

MAC RxErr

Number of Receive Error events seen by
the receive side of the MAC.

Drop Events

Number of frames successfully received
and buffered by the port, but discarded
and not forwarded.

Examples

This command displays the statistics for ports 21 and 23:

awplus# show platform table port portl.0.21,portl.0.23

counters

This command displays the statistics for all the ports on the switch:

awplus# show platform table port counters
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SHOW RUNNING-CONFIG INTERFACE
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Syntax

show running-config interface port

Parameters

port
Specifies a port, multiple ports, or a range of ports. For a detailed
explanation on how to specify ports, see “Port Numbers in
Commands” on page 58.

Modes

Privileged Exec mode

Description

Use this command to display the configuration settings of the ports. The
command displays only the settings that have been changed from their
default values and includes those values that have not yet been saved in
the active boot configuration file. An example of the information is shown
in Figure 53.

interface portl.0.1
dotlx port-control auto
no auth dynamic-vlan-creation

interface portl.0.3-portl.0.4
switchport access vlan 2

Figure 53. SHOW RUNNING-CONFIG INTERFACE Command

Example
This example displays the configuration settings for ports 1, 3, and 4:

awplus# show running-config interface portl.0.1,portl.0.3-
portl.0.4
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SHOW STORM-CONTROL

Syntax

show storm-control [port]

Parameters
port
Specifies the port whose storm-control, threshold limit settings you

want to view. You can specify more than one port at a time. To
display all the ports, do not include this parameter.

Mode

Privileged Exec mode

Description

Use this command to display information about the threshold limit settings
on the ports. Figure 54 shows an example of the information when you
enter the following command:

awplus# show storm-control port1.0.15

Port BcastLevel Mcastlevel DIflevel
Portl.0.15 30100 100

Figure 54. SHOW STORM-CONTROL Command

See Table 17 for a description of the table headings.

Table 17. SHOW STORM-CONTROL Command

Column Description
Port Indicates the port number.
BcastLevel Indicates the maximum number of ingress broadcast

packets per second for the port. Broadcast packets
beyond this number are discarded.

McastLevel Indicates the maximum number of ingress multicast
packets per second for the port. Multicast packets
beyond this number are discarded.
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Table 17. SHOW STORM-CONTROL Command (Continued)

Column Description
DifLevel Indicates the maximum number of unknown unicast
packets, destination lookup failure (DLF) packets per
second for the port. DLF packets beyond this number
are discarded.
Examples

This command displays the settings of all the ports:

awplus# show storm-control

This command displays the settings of ports 15 and 18:

awplus# show storm-control portl.0.15,portl.0.18
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SHOW SYSTEM PLUGGABLE

Syntax

show system pluggable
Parameters

None

Mode

Privileged Exec mode
Description

Use this command to display information about the SFP modules in the
switch.

System Pluggable Information

PortvendorDevice Serial NumberDatecode Type

1.0.49ATIAT-SPSX A03240R08420074120081018 1000BASE-SX
1.0.51ATIAT-SPSX A03240R08420074920081018 1000BASE-SX

Figure 55. SHOW SYSTEM PLUGGABLE Command
Example

This example displays SFP module information:

awplus# show system pluggable
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SHOW SYSTEM PLUGGABLE DETAIL
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Syntax

show system pluggable detail

Parameters

None

Mode

Privileged Exec mode

Description

Use this command to display information about the SFP modules in the
switch. See Figure 56. The SHOW SYSTEM PLUGGABLE DETAIL
command provides more detailed information than the SHOW SYSTEM
PLUGGABLE command. See “SHOW SYSTEM PLUGGABLE” on
page 235.

//;ort1.0.49 \\\

vendor Name:ATI

Device Name:AT-SPSX

Device Type:1000BASE-SX

Serial Number:A03240R084200741
Manufacturing Datecode:20081018
SFP Laser wavelength:850nm

Link Length Supported
oMl (62.5um) Fiber:270m

oM2 (50um) Fiber:550m

/

Figure 56. SHOW SYSTEM PLUGGABLE DETAIL Command

The OM1 field specifies the link length supported by the pluggable
transceiver using 62.5 micron multi-mode fiber. The OM2 field specifies
the link length supported by the pluggable transceiver using 50 micron
multi-mode fiber.

Example
This example displays detailed information about SFP modules:

awplus# show system pluggable detail
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Syntax

shutdown

Parameter

None

Mode

Port Interface mode

Description

Use this command to disable ports. Ports that are disabled do not forward
traffic. You might disable ports that are unused to secure them from
unauthorized use or that are having problems with network cables or their
link partners. The default setting for the ports is enabled.

To reactivate a port, refer to “NO SHUTDOWN?” on page 211.

Confirmation Command

“SHOW INTERFACE” on page 221

Example

This example disables ports 15 and 16:
awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.15,portl.0.16
awplus (config-if)# shutdown
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SNMP TRAP LINK-STATUS
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Syntax

snmp trap link-status

Parameter

None

Mode

Port Interface mode

Description

Use this command to activate SNMP link traps on the ports. The switch
sends an SNMP trap to an SNMP trap receiver on your network whenever
a port experiences a change in its link state.

To disable link traps on a port, refer to “NO SNMP TRAP LINK-STATUS”
on page 212.

Note
For the switch to send SNMP traps, you must activate SNMP and

specify one or more trap receivers. For instructions, refer to Chapter
65, “SNMPv1 and SNMPv2c Commands” on page 1019 or Chapter
66, “SNMPv3 Commands” on page 1043.

Confirmation Command

“‘SHOW INTERFACE” on page 221

Example
This example activates link traps on port 22:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.22
awplus(config-if)# snmp trap link-status
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Syntax

speed auto|10|100|1000

Parameters

auto
Activates Auto-Negotiation so that the speed is configured
automatically.

10
Specifies 10 Mbps.

100
Specifies 100 Mbps.

1000
Specifies 1000 Mbps. This setting should not be used on twisted
pair ports. For 1000Mbps, full duplex operation, a twisted pair port
must be set to Auto-Negotiation.

Mode

Port Interface mode

Description

Use this command to manually set the speeds of the twisted pair ports or
to activate Auto-Negotiation.

Confirmation Commands

0 Configured speed: “SHOW INTERFACE STATUS” on page 227
O Current operating speed: “SHOW INTERFACE” on page 221
Examples

This example sets the speed on ports 11 and 17 to 100 Mbps:
awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.11,portl.0.17
awplus(config-if)# speed 100
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This example activates Auto-Negotiation on port 15:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.15
awplus(config-if)# speed auto
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STORM-CONTROL

Syntax

storm-control broadcast|multicast|d]lf Tevel value

Parameters

broadcast
Specifies broadcast packets.

multicast
Specifies multicast packets.

dif
Specifies unknown unicast packets.

level
Specifies the maximum number of ingress packets per second of
the designated type the port will forward. The range is 0 to
33,554,431 packets.

Mode

Port Interface mode

Description

Use this command to set maximum thresholds for the ingress packets on
the ports. Ingress packets that exceed the thresholds are discarded by the
ports. Thresholds can be set independently for broadcast packets,
multicast packets, and unknown unicast packets. To view the current
thresholds of the ports, refer to “SHOW RUNNING-CONFIG” on page 158.

To remove threshold levels from the ports, refer to “NO STORM-
CONTROL” on page 213.

Confirmation Commands
“SHOW STORM-CONTROL” on page 233
“SHOW RUNNING-CONFIG” on page 158
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Examples

This example sets the maximum threshold level of 5,000 packets per
second for ingress broadcast packets on port 12:

awplus> enabTe

awplus# configure terminal

awplus(config)# interface portl.0.12
awplus(config-if)# storm-control broadcast Tevel 5000

This example sets the maximum threshold level of 100,000 packets per
second for ingress multicast packets on port 4:

awplus> enabTe

awplus# configure terminal

awplus(config)# interface portl.0.4

awplus(config-if)# storm-control multicast Tevel 100000

This example sets the threshold level of 200,000 packets per second for
ingress unknown unicast packets on ports 15 and 17:

awplus> enabTe

awplus# configure terminal

awplus(config)# interface portl.0.15,portl.0.17
awplus(config-if)# storm-control d1f Tevel 200000
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“Overview” on page 244
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Overview

The AT-9000/12PoE and AT-9000/28PoE switches feature Power over
Ethernet (PoE) on the 10/100Base-Tx ports. PoE is used to supply power
to network devices over the same twisted pair cables that carry the
network traffic.

The main advantage of PoE is that it can make it easier to install a
network. The selection of a location for a network device is often limited by
whether there is a power source nearby. This constraint limits equipment
placement or requires the added time and cost of having additional
electrical sources installed. However, with PoE, you can install PoE-
compatible devices wherever they are needed without having to worry
about whether there is a power source nearby.

Power Sourcing A device that provides PoE to other network devices is referred to as
Equipment (PSE) power sourcing equipment (PSE). The AT-9000/12PoE and AT-9000/
28PoE switches are PSE devices providing DC power to the network

cable and functioning as a central power source for other network devices.

Powered Device A device that receives power from a PSE device is called a powered
(PD) device (PD). Examples include wireless access points, IP phones,
webcams, and even other Ethernet switches.

PD Classes PDs are grouped into five classes. The classes are based on the amount
of power that PDs require. The AT-9000 PoE switches support all five
classes listed in Table 18.

Table 18. IEEE Powered Device Classes

Maximum Power Output

Class from a Switch Port Power Ranges of the PDs
0 15.4W 0.44W to 12.95W
1 4.0W 0.44W to 3.84W
2 7.0W 3.84W to 6.49W
3 15.4W 6.49W to 12.95W
4 30w 12.95W to 25.5W

Power Budget Power budget is the maximum amount of power that the PoE switch can
provide at one time to the connected PDs.
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The AT-9000/12POE switch has a power budget of 125 watts. The
AT-9000/28POE switch has a power budget of 370 watts. These are the
maximum amounts of power the switches can provide at one time to the
powered devices.

The AT-9000/28POE switch has two power supplies. Each power supply
is responsible for providing 185 watts, or half, of the power budget. Both
power supplies must be connected to AC power sources for the switch to
provide the full 370 watts. The power budget is reduced to 185 watts if only
one power supply is connected to a power source.

As long as the total power requirements of the PDs is less than the total
available power of the switch, it can supply power to all of the PDs.
However, when the PD power requirements exceed the total available
power, the switch denies power to some ports based on a process called
port prioritization.

The ports on the PoE switch are assigned to one of three priority levels.
These levels and descriptions are listed in Table 19.

Table 19. PoE Port Priorities

Priority e
Level Description

Critical This is the highest priority level. Ports set to the Critical
level are guaranteed to receive power before any of the
ports assigned to the other priority levels.

High Ports set to the High level receive power only when all
the ports assigned to the Critical level are already
receiving power.

Low This is the lowest priority level. Ports set to the Low level
receive power only when all the ports assigned to the
Critical and High levels are already receiving power. This
level is the default setting.

Without enough power to support all the ports set to the same priority level
at one time, the switch provides power to the ports based on the port
number, in ascending order. For example, when all of the ports in the
switch are set to the low priority level, and the power requirements are
exceeded on the switch, port 1 has the highest priority level, port 2 has the
next highest priority level and so forth.
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Enabling and Disabling PoE
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Enabling PoE on ports allows the switch to supply power to PDs
connected to the ports. In order for PDs to receive power, POE must be
enabled on the ports. By default, PoE is enabled on all the ports on the
PoE switch.

The switch detects whether or not a network device connected to the port
is a valid PD. If the device is not a valid PD, the port functions as a regular
Ethernet port even when PoE is enabled on the port. The PoE feature
remains activated on the port, but no power is delivered to the device.

Disabling PoE on the port turns off the power supply to the port. You may
want to disable PoE on the ports used only for data traffic in order to
prevent them from unauthorized power use.

There are two ways to disable and enable PoE:

O Gilobally: all the ports on the switch at a time.
O Individually: on a port basis.

To enable PoE globally, use the SERVICE POWER-INLINE command in
the Global Configuration mode. See “SERVICE POWER-INLINE” on
page 273. The NO SERVICE POWER-INLINE command disables PoE on
all the ports on the switch. See “NO SERVICE POWER-INLINE” on

page 264.

To enable PoE on an individual port basis, use the POWER-INLINE
ENABLE command in the Port Interface mode. See “POWER-INLINE
ENABLE” on page 268. The NO POWER-INLINE command disables PoE
on a port. See “NO POWER-INLINE ENABLE” on page 260.

This example enables PoE globally:

awplus> enable
awplus# configure terminal
awplus(config)# service power-inline

This example disables PoE globally:

awplus> enable
awplus# configure terminal
awplus(config)# no service power-inline

This example enables PoE individually on port 6 and port 8:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.6,portl.0.8
awplus(config-if)# power-inline enable
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This example disables PoE individually on port 5 to port 8:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.5-portl.0.8
awplus(config-if)# no power-inline enable
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Adding PD Descriptions to Ports
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PDs connected to the ports are easier to identify if you give them
descriptions. To add descriptions to PDs, use the POWER-INLINE
DESCRIPTION command in the Port Interface mode. Here is the format:

power-inline description description

The description parameter can consist of up to 256 alphanumeric
characters. Spaces and special characters are allowed. You can assign a
description to more than one port at a time. See “POWER-INLINE
DESCRIPTION” on page 267.

To remove the current description from the port without assigning a new
one, use the NO POWER-INLINE DESCRIPTION command. See “NO
POWER-INLINE DESCRIPTION” on page 259.

This example adds a PD description of “Desk Phone” to port 1.0.5 and
port1.0.6:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.5,portl.0.6
awplus(config-if)# power-inline description Desk Phone

This example removes the description previously added to the port 6:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.6
awplus(config-if)# no power-inline description

Note

To add a general description to a port, use the DESCRIPTION
command. For more information, see “DESCRIPTION” on
page 198.
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When the total power requirements of the PDs exceed the total available
power of the switch, the switch denies power to one or more ports based
on port prioritization.To guarantee power to the most critical PDs before
any other PDs, the switch allows you to prioritize the ports for power

supply.

You can assign one of three priority levels to a port: Critical, High, and
Low. See “Port Prioritization” on page 245 for details. By default, all ports
are set to the Low priority level. To change the priority level, use the
POWER-INLINE PRIORITY command. Here is the format:

power-inline priority critical | high | Tow

To guarantee that the most critical PDs receive power, assign the highest
priority level to the PDs. See “POWER-INLINE PRIORITY” on page 270.

To reset the priority level to the default Low level, use the NO POWER-
INLINE PRIORITY command. See “NO POWER-INLINE PRIORITY” on
page 262.

This example assigns ports 1, 2, and 3 to the Critical priority level to
guarantee these ports receive power before any other ports with the High
or Low priority level:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.1-portl.0.3
awplus(config-if)# power-inline priority critical

This example assigns port 4 to port 10 to the High priority level so that the
ports receive power before any ports with the Low priority level:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.4-portl.0.10
awplus(config-if)# power-inline priority high

This example sets port 8 to the Low priority level:
awplus> enable
awplus# configure terminal

awplus(config)# interface portl.0.8
awplus(config-if)# no power-inline priority

249



Chapter 11: Power Over Ethernet

Managing the Maximum Power Limit on Ports

To manage the switch’s power and optimize its power distribution, the
switch allows you to adjust the power limit that the switch provides to each
port. The switch automatically sets a default power limit to the port where
a PD is connected and allows you to change the default settings.

The switch detects the power class of a PD when the PD is connected to
the port. PDs are assigned one of five classes described in “PD Classes”
on page 244. Each class has a maximum power. The switch sets this
value as a default power limit to the port where the PD is connected.

For example, you connect an IP phone to port 1 on the PoE switch. The
switch detects that the power class of the IP phone is 2. The maximum
power output from the switch for a PD of class 2 is 7.0 watts. Thus, the
switch sets 7.0 watts as the default power limit to port 1.

If a PD connected to the port does not support power classification, a
default class of 0 is assigned to the PD. The maximum power for a PD of
class 0 is 15.4 watts so that the switch sets 15.4 watts to the default power
limit to the port.

To change a default power limit to the port, use the POWER-INLINE MAX
command in the Port Interface mode. Specify the value in milliwatts (mW)
See “POWER-INLINE MAX” on page 269.

This example changes the maximum power that the switch provides port 2
to 4.0 watts (4000 milliwatts):

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.2
awplus(config-if)# power-inline max 4000
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Managing Legacy PDs

The PoE switch automatically detects whether or not a device plugged into
the PoE-enabled port is a valid PD. The switch supports PDs compliant
with the IEEE 802.3af and IEEE 802.3at PoE standards. In addition, the
switch supports legacy PDs that were designed before the IEEE standards
were finalized.

If the switch detects the connected device as an invalid PD, the port
functions as a regular Ethernet port. The PoE feature remains activated on
the port, but no power is delivered to the PD.

To enable the switch to detect legacy PDs as valid PDs, use the POWER-
INLINE ALLOW-LEGACY command to provide power to legacy PDs. See
‘POWER-INLINE ALLOW-LEGACY” on page 266. To disable the switch
to detect legacy PDs as valid PDs, use the NO POWER-INLINE ALLOW-
LEGACY command not to provide power to legacy PDs. By default, the
switch detects legacy PDs as valid PDs. See “NO POWER-INLINE
ALLOW-LEGACY” on page 258.

This example enables the switch to detect legacy PDs as valid PDs on port
1 to port 3:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.1-portl.0.3
awplus(config-if)# power-inline allow-Tegacy

This example disables the switch to detect legacy PDs as valid PDs on
ports 1:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.1
awplus(config-if)# no power-inline allow-legacy
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Monitoring Power Consumption

You can monitor the power consumption of the switch and PDs by
configuring the unit to transmit an SNMP power-inline trap if their
combined power requirements exceed a defined threshold. The threshold
is specified as a percentage of the switch’s nominal power, which is the
total available power of the switch. You can view the nominal power with
“‘SHOW POWER-INLINE” on page 274. The threshold has the range of 1
to 99%. You may specify only one threshold. The commands for setting
the threshold and activating the trap are listed in Table 20.

Table 20. Receiving Power Consumption Notification

To Do This Task Use This Command
Set the power threshold as a percentage of POWER-INLINE USAGE-
the switch’s nominal power. THRESHOLD
Activate SNMP on the switch. SNMP-SERVER
Activate the transmission of SNMP trap for SNMP-SERVER ENABLE TRAP
PoE. POWER-INLINE
Note

You have to configure SNMP to use the trap. For instructions, refer
to Chapter 64, “SNMPv1 and SNMPv2c” on page 1007 or Chapter
66, “SNMPv3 Commands” on page 1043.

This example configures the switch to send the SNMP power-inline trap if
the power requirements of the switch and PDs exceed 90% of its nominal
power:

awplus> enable

awplus# configure terminal

awplus(config)# power-inline usage-threshold 90
awplus(config)# snmp-server

awplus(config)# snmp-server enable trap power-inline
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The switch allows you to display PoE information using three commands.
Each command displays a different set of PoE information as described in

Table 21.

Table 21. PoE Show Commands

Command

Description

SHOW POWER-INLINE

Displays PoE information about the switch
and all the ports on the switch.

SHOW POWER-INLINE
COUNTERS

Displays the PoE event counters for the
ports.

SHOW POWER-INLINE
INTERFACE

Displays PoE information of specified ports.

SHOW POWER-INLINE
INTERFACE DETAIL

Displays detailed PoE information of the
specified ports.

This example displays PoE information on both the switch and all the ports

on the switch:

awplus# show power-inline

Figure 57 shows an example of the information the command displays.
The columns are described in Table 23 on page 275.

PoE Status:

Nominal Power: 490W

Power Allocated: 346.0W

Actual Power Consumption: 151.0W
Operational Status: On

Power Usage Threshold: 80% (392W)
PoE Interface:

\

~

Interface Admin Pri Oper Power (mW) Device Class Max (mW)
portl.0.1 Enabled Low Powered 3840 Phone#1 1 4000 [C]
portl.0.2 Enabled High Powered 6720 n/a 2 7000 [C]
portl.0.3 Enabled Low Powered 14784 n/a 3 15400 [C]
portl.0.4 Enabled Crit Powered 14784 n/a 3 15400 [C]
portl.0.5 Enabled Crit Powered 3840 Phone#2 1 4000 [C]
portl.0.6 Enabled High Powered 6720 n/a 2 7000 [C]
portl.0.7EnabledLowPoweredl14784n/a315400 [C] j

Figure 57. SHOW POWER-INLINE Command
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This example displays the PoE information of port 1 through port 4:

awplus# show power inline interface portl.0.1l-portl.0.4

Figure 58 shows an example of the information the command displays.
The columns are described in Table 23 on page 275.

Interface

portl.
portl.
portl.
portl.

0.

0
0
0

.2
.3
4

1

Admin Pri Oper Power Device
Disabled Low Disabled 0 n/a

Enabled High Powered 3840 Desk Phone
Enabled Crit Powered 6720 AccessPoint
Disabled Low Disabled 0 n/a

Class
0

1
2
0

15400
5000
7000
15400

Max (mW

[
[

)
[
U
C
[

C]
]
]
C]
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Figure 58. SHOW POWER-INLINE INTERFACE Command

This example displays the detailed PoE information of port 10:

awplus# show power inline interface portl.0.10 detail

Figure 59 shows an example of the information the command displays.
The columns are described in Table 25 on page 280.

/E;terface portl.0.10

Powered device type: Desk Phone #1
PoE admin enabled

Low Priority

Detection status: Powered

Current power consumption: 00 mW
Powered device class: 1

Detection of legacy device is disabled
\\‘ Powered pairs: Data

Power allocated: 5000 mW (from configuration)

\

/

Figure 59. SHOW POWER-INLINE INTERFACE DETAIL Command
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Power Over Ethernet Commands

The Power over Ethernet (PoE) commands are summarized in Table 22.
These commands are only supported on the PoE switches.

Table 22. Power over Ethernet Commands

Command

Mode

Description

“‘CLEAR POWER-INLINE
COUNTERS INTERFACE” on
page 257

Privileged Exec

Clears the PoE event counters on the
ports.

“‘NO POWER-INLINE ALLOW-
LEGACY” on page 258

Port Interface

Configures ports to deny power to
legacy powered devices (PDs).

on page 259

“‘NO POWER-INLINE DESCRIPTION”

Port Interface

Deletes the PD descriptions.

“NO POWER-INLINE ENABLE” on
page 260

Port Interface

Disables PoE on the ports.

“‘NO POWER-INLINE MAX” on
page 261

Port Interface

Restores a port’s power limit to the
default value.

“NO POWER-INLINE PRIORITY” on
page 262

Port Interface

Restores a port’s priority setting to the
default Low level.

“NO POWER-INLINE USAGE- Global Resets the power usage threshold to

THRESHOLD” on page 263 Configuration the default 80%.

“‘NO SERVICE POWER-INLINE” on Global Disables PoE on all of the ports on the
page 264 Configuration switch.

“NO SNMP-SERVER ENABLE TRAP | Global Disables the SNMP power-inline trap.
POWER-INLINE” on page 265 Configuration

“POWER-INLINE ALLOW-LEGACY”
on page 266

Port Interface

Configures a port to support legacy
PDs.

‘POWER-INLINE DESCRIPTION” on
page 267

Port Interface

Adds a PD description to a port.

“‘POWER-INLINE ENABLE” on
page 268

Port Interface

Enables PoE on a port.

‘POWER-INLINE MAX” on page 269

Port Interface

Specifies the power limit of a port.
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Table 22. Power over Ethernet Commands (Continued)

Command

Mode

Description

“‘POWER-INLINE PRIORITY” on
page 270

Port Interface

Assigns a PoE priority level to a port.

‘“POWER-INLINE USAGE- Global Sets the power threshold for the
THRESHOLD” on page 272 Configuration SNMP power-inline trap.
“SERVICE POWER-INLINE” on Global Activates PoE on all of the ports on
page 273 Configuration the switch.

“‘SHOW POWER-INLINE” on
page 274

Privileged Exec

Displays switch and port PoE
information.

“SHOW POWER-INLINE COUNTERS
INTERFACE” on page 277

Privileged Exec

Displays the port PoE event counters.

“‘SHOW POWER-INLINE
INTERFACE” on page 279

Privileged Exec

Displays port PoE information.

“‘SHOW POWER-INLINE INTERFACE
DETAIL” on page 280

Privileged Exec

Displays additional port PoE
information.

“SNMP-SERVER ENABLE TRAP
POWER-INLINE” on page 283

Global
Configuration

Activates the SNMP power-inline trap
for PoE.
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CLEAR POWER-INLINE COUNTERS INTERFACE

Syntax

clear power-inline counters interface [port]
Parameter

port

Specifies a port. You can specify more than one port and clear
event counters for multiple ports.

Mode

Privileged Exec mode

Description

Use this command to clear the PoE port event counters. To clear all of the
port counters, do not enter a port number.

Confirmation Command

“‘SHOW POWER-INLINE COUNTERS INTERFACE” on page 277

Examples

This example clears all of the PoE port event counters:
awplus# clear power-inline counters interface
This example clears the event counters on ports 4 to 6:

awplus# clear power-inline counters interface portl.0.4-
portl.0.6
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NO POWER-INLINE ALLOW-LEGACY
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Syntax
no power-inline allow-legacy
Parameters

None

Mode

Port Interface mode

Description

Use this command to configure the ports to deny power to legacy PDs.
Legacy PDs are PoE devices that were designed before the IEEE 802.3af
and IEEE 802.3at PoE standards were finalized. This is the default setting
for the ports.

Confirmation Command

“‘SHOW POWER-INLINE INTERFACE DETAIL” on page 280

Example

This example configures ports 1 to 12 to deny power to legacy PDs:

awplus> enabTe

awplus# configure terminal

awplus(config)# interface portl.0.1-portl.0.12
awplus(config-if)# no power-inline allow-legacy
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NO POWER-INLINE DESCRIPTION

Syntax
no power-inline description
Parameters

None

Mode

Port Interface mode

Description

Use this command to delete PD descriptions from the ports.

Confirmation Commands

“SHOW POWER-INLINE” on page 274
“SHOW POWER-INLINE INTERFACE” on page 279
“SHOW POWER-INLINE INTERFACE DETAIL” on page 280

Example

The following example deletes the PD description from port 5:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.5
awplus(config-if)# no power-inline description
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NO POWER-INLINE ENABLE
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Syntax
no power-inline enable
Parameters

None

Mode

Port Interface mode

Description

Use this command to disable PoE on the ports. Ports do not transmit
power when PoE is disabled, but they do forward network traffic.

Confirmation Commands

“SHOW POWER-INLINE” on page 274

“SHOW POWER-INLINE INTERFACE” on page 279
“SHOW POWER-INLINE INTERFACE DETAIL” on page 280

Example

The following example disables PoE on ports 10, 11 and 12:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.10-portl.0.12
awplus(config-if)# no power-inline enable
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NO POWER-INLINE MAX

Syntax
no power-inline max
Parameters

None

Mode

Port Interface mode

Description

Use this command to restore the default maximum power limits on the
ports. The default power limits are based on the power classes of the PDs.
See “Managing the Maximum Power Limit on Ports” on page 250 for
details.

Confirmation Commands

“SHOW POWER-INLINE” on page 274

“SHOW POWER-INLINE INTERFACE” on page 279
“SHOW POWER-INLINE INTERFACE DETAIL” on page 280

Example

This example restores the default maximum power limit on port 6:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.6
awplus(config-if)# no power-inTine max
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NO POWER-INLINE PRIORITY
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Syntax
no power-inline priority
Parameters

None

Mode

Port Interface mode

Description

Use this command to restore the default Low priority setting to the ports.

Confirmation Commands

“SHOW POWER-INLINE” on page 274
“SHOW POWER-INLINE INTERFACE” on page 279
“‘SHOW POWER-INLINE INTERFACE DETAIL” on page 280

Example

This example restores the default Low priority level to port 20:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.20
awplus(config-if)# no power-inline priority
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NO POWER-INLINE USAGE-THRESHOLD

Syntax
no power-inline usage-threshold
Parameters

None

Mode

Global Configuration mode

Description
Use this command to reset the power usage threshold to the default 80%.

The switch sends an SNMP power-inline trap if the power requirements of
the switch and PDs exceed the defined threshold.

Confirmation Command

“‘SHOW POWER-INLINE” on page 274

Example

This example restores the default power usage threshold of 80%:
awplus> enable

awplus# configure terminal
awplus(config)# no power-inline usage-threshold
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NO SERVICE POWER-INLINE
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Syntax

no service power-inline

Parameters

None

Mode

Global Configuration mode

Description

Use this command to disable PoE on the switch. The ports do not transmit
power to the PDs when PoE is disabled, but they do forward network
traffic. The default setting for PoE is enabled.

Confirmation Commands

“SHOW POWER-INLINE” on page 274

“SHOW POWER-INLINE INTERFACE” on page 279
“SHOW POWER-INLINE INTERFACE DETAIL” on page 280

Example

This example disables PoE on the switch:

awplus> enable
awplus# configure terminal
awplus(config)# no service power-inline
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NO SNMP-SERVER ENABLE TRAP POWER-INLINE

Syntax
no snmp-server enable trap power-inline
Parameters

None

Mode

Global Configuration mode

Description
Use this command to disable the transmission of SNMP power-inline
traps. The switch sends this trap if the power requirements of the switch

and PDs exceed the threshold set with “POWER-INLINE USAGE-
THRESHOLD” on page 272

Confirmation Command

“‘SHOW RUNNING-CONFIG SNMP” on page 1029

Example

The following example disables the SNMP power-inline trap:
awplus> enable

awplus# configure terminal
awplus(config)# no snmp-server enable trap power-inline
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POWER-INLINE ALLOW-LEGACY
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Syntax
power-inline allow-legacy
Parameters

None

Mode

Port Interface mode

Description

Use this command to configure the ports to support legacy PDs. Legacy
PDs are PoE devices that were designed before the IEEE 802.3af and
IEEE 802.3at PoE standards were finalized. The default setting is no
support for legacy PDs.

Confirmation Commands

“‘SHOW POWER-INLINE INTERFACE DETAIL” on page 280

Example

This example configures ports 1 to 6 to support legacy PDs:

awplus> enabTe

awplus# configure terminal

awplus(config)# interface portl.0.1-portl.0.6
awplus(config-if)# power-inline allow-Tegacy
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POWER-INLINE DESCRIPTION

Syntax

power-inline description description
Parameters

description

Specifies a PD description of up to 256 alphanumeric characters.
Spaces and special characters are allowed.

Mode
Port Interface mode

Description

Use this command to add PD descriptions to the ports to make the ports
and PDs easier to identify.

Note
To add a general description to a port, use the DESCRIPTION
command. For more information, see “DESCRIPTION” on page 198.

Confirmation Commands

“‘SHOW POWER-INLINE” on page 274
“‘SHOW POWER-INLINE INTERFACE” on page 279
“‘SHOW POWER-INLINE INTERFACE DETAIL” on page 280

Example

This example adds the PD description “Surveillance Camera5” to port 5:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.5

awplus(config-if)# power-inline description Surveillance
Camerab
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POWER-INLINE ENABLE

268

Syntax
power-inline enable
Parameters

None

Mode

Port Interface mode

Description

Use this command to enable PoE on the ports. This is the default setting.

Confirmation Commands

“SHOW POWER-INLINE” on page 274
“SHOW POWER-INLINE INTERFACE” on page 279
“‘SHOW POWER-INLINE INTERFACE DETAIL” on page 280

Example

This example enables PoE on port 12:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.12
awplus(config-if)# power-inline enable
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POWER-INLINE MAX

Syntax

power-inline max max_power

Parameters

max_power
Specifies the maximum power limit of the ports in milliwatts (mW).
The range is 4000 to 30000 mW.

Mode

Port Interface mode

Description

Use this command to set the maximum power limits on the ports. The
maximum power limit is the maximum amount of power a port may
transmit to a PD. Ports can have different limits. The default power limits
are based on the classes of the PDs. See “Managing the Maximum Power
Limit on Ports” on page 250 for details.

Confirmation Commands

“SHOW POWER-INLINE” on page 274
“SHOW POWER-INLINE INTERFACE” on page 279
“‘SHOW POWER-INLINE INTERFACE DETAIL” on page 280

Example

This example sets the maximum power limits on ports 1 to port 6 to 6.5
watts:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.1-portl.0.6
awplus(config-if)# power-inline max 6500
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POWER-INLINE PRIORITY
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Syntax
power-inline priority critical|high|low
Parameters

critical
Sets ports to the Critical priority level for PoE ports. Ports set to the
Critical level are guaranteed power before any of the ports
assigned to the other priority levels.

high
Sets ports to the High priority level. Ports set to the High level
receive power only when all of the ports assigned to the Critical
level are already receiving power.

low
Sets ports to the Low priority level. Ports set to the Low level
receive power only when all of the ports assigned to the critical and
high levels are already receiving power. This level is the default
setting.

Mode

Port Interface mode

Description

Use this command to assign PoE priority levels to the ports. The priority
levels are Low, High, and Critical. Ports connected to the most critical PDs
should be assigned the Critical level to guarantee them power before any
of the other ports in the event the switch does not have enough power for
all of the PDs.

If the switch does not have enough power to support all the ports set to the
same priority level, it allocates power based on port number, in ascending
order. For example, if all of the ports are set to the Low priority level, port 1
has the highest priority level, port 2 has the next highest priority level and
so forth.

Confirmation Commands

“SHOW POWER-INLINE” on page 274

“SHOW POWER-INLINE INTERFACE” on page 279
“SHOW POWER-INLINE INTERFACE DETAIL” on page 280
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Example

This example assigns the Critical priority level to port 5:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.5
awplus(config-if)# power-inline priority critical
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POWER-INLINE USAGE-THRESHOLD
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Syntax

power-inline usage-threshold threshold

Parameters

threshold
Specifies the power usage threshold in a percentage of the
switch’s total available system and PoE power. The range is 1 to
99%.

Mode

Global Configuration mode

Description

Use this command to set a threshold of the switch’s total available system
and PoE power. An SNMP trap is transmitted if the requirements of the
switch and the PDs exceed the threshold. To activate the trap, refer to
“‘SNMP-SERVER ENABLE TRAP POWER-INLINE” on page 283. The
default setting is 80%.

Confirmation Command

“SHOW POWER-INLINE” on page 274

Example

This example sets the threshold to 90% of the switch’s total available
power:

awplus> enable
awplus# configure terminal
awplus(config)# power-inline usage-threshold 90
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SERVICE POWER-INLINE

Syntax
service power-inline
Parameters

None

Mode

Global Configuration mode

Description

Use this command to enable PoE on the switch. This is the default setting.

Confirmation Commands

“SHOW POWER-INLINE” on page 274

“SHOW POWER-INLINE INTERFACE” on page 279
“SHOW POWER-INLINE INTERFACE DETAIL” on page 280

Example

This example enables PoE on the switch:
awplus> enable

awplus# configure terminal
awplus(config)# service power-inline
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SHOW POWER-INLINE

Syntax

show power-inline

Parameter

None

Mode

Privileged Exec mode

Description

Use this command to display operational information about PoE. An

example is shown in Figure 60. The fields are described in Table 23 on

Power (mW) DeviceClassMax (mW)

page 275.
//;oE Status:

Nominal Power: 490W
Power Allocated: 346.0W
Actual Power Consumption: 151.0W
Operational Status: On
Power Usage Threshold: 80% (392W)
PoE Interface:
Interface Admin Pri Oper
portl.0.1 Enabled Low Powered 3840
portl.0.2 Enabled High Powered 6720
portl.0.3 Enabled Low Powered 14784
portl.0.4 Enabled Crit Powered 14784
portl.0.5 Enabled Crit Powered 3840
portl.0.6 Enabled High Powered 6720
portl.0.7EnabledLowPoweredl4784n/a315400

o

[C]

n/al
n/a2
n/a3
n/a3
n/al
n/a2

4000 [C]
7000 [C]
15400 [C]
15400 [C]
4000 [C]
7000 [C]

~

Figure 60. SHOW POWER-INLINE Command
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Table 23. SHOW POWER-INLINE Command

Field

Description

Nominal Power

The switch’s total available power in watts (W).

Power Allocated

The available power in watts (W) for PDs. This
value is updated every 5 seconds.

Actual Power

The current power consumption in watts (W) of the

Consumption PDs. This value is updated every 5 seconds.
Operational The operational status of the power supply units
Status (PSU) in the switch. The status can be one of the

following:
3 On: The units are powered on.

O Fault: One of the power supplies has
encountered a problem.

Power Usage
Threshold

The SNMP power-inline trap threshold. A SNMP
trap is transmitted if the power requirements of the
switch and PDs exceed the threshold. This
parameter is set with “POWER-INLINE USAGE-
THRESHOLD” on page 272.

PoE Interface

A table of port PoE information.

Interface

The port number.

Admin

The status of PoE on the port. The status can be
one of the following:

O Enabled: PoE is enabled. The port can transmit
power to a PD. PoE is enabled with “POWER-
INLINE ENABLE” on page 268.

0 Disabled: PoE is disabled. The port does not
supply power to a PD, but it does forward
network traffic. PoE is disabled with “NO
POWER-INLINE ENABLE” on page 260.

Pri

The port’'s PoE priority level. This parameter is set
with “POWER-INLINE PRIORITY” on page 270.
The priority level can be one of the following:

O Low: The lowest priority level. Default level.
O High: The higher priority level.
a Crit: Critical, the highest priority level.

275



Chapter 12: Power Over Ethernet Commands

276

Table 23. SHOW POWER-INLINE Command (Continued)

Field

Description

Oper

The PoE operating status of the port. The possible
status are listed here:

O Powered: The port is transmitting power to the
PD.

O Denied: The port is not transmitting power to
the PD because the switch has reached its
maximum power capacity.

O Off: PoE is disabled on the port.

0 Fault: The switch is exceeding the total
available power.

O Test: The portis in a test mode.

Power

The port’s current power consumption in milliwatts
(mW).

Device

The port’s PD description. This parameter is set
with “POWER-INLINE DESCRIPTION” on
page 267.

Class

The PD’s class PD. See “PD Classes” on page 244
for details.

Max (mW)

The port’s maximum power limit in milliwatts (mW)
and how the limit was set. The methods are listed
here:

O [U]: The power limit was set with “POWER-
INLINE MAX” on page 269.

O [L]: The power limit was supplied by LLDP.

O [C]: The power limit was set according to the
PD’s class.

Example

This example displays PoE information about the switch and ports:

awplus# show power-inline
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SHOW POWER-INLINE COUNTERS INTERFACE

Syntax

show power-inline counters interface port
Parameter

port

Specifies a port. You can specify and display more than one port at
a time. Omit this parameter to display all of the ports.

Mode
Privileged Exec mode

Description

Use this command to display the PoE event counters for the ports. An
example is shown in Figure 61.

PoE Counters:
Interface MPSAbsent Overload Short Invalid Denied

portl.0.4 0 0 0 0 0
portl.0.5 0 0 0 0 0
portl.0.6 0 0 0 0 0

Figure 61. SHOW POWER-INLINE COUNTERS INTERFACE Command

The fields are described in Table 24.

Table 24. SHOW POWER-INLINE COUNTERS INTERFACE Command

Field Description
Interface The port number.
Overload The number of times the PD exceeded the power limit
set with “POWER-INLINE MAX” on page 269.
Short The number of short circuits the port has experienced.
Invalid The number of times the port detected an invalid

signature. An invalid signature indicates an open circuit,
a short circuit, or a legacy PD.
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Table 24. SHOW POWER-INLINE COUNTERS INTERFACE Command

Field Description

Denied The number of times the port had to deny power to the
PD because the switch had reached its maximum
power capacity.

Example

This command displays the PoE event counters for ports 4 to 6:

awplus# show power-inline counters interface portl.0.4-
portl.0.6
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SHOW POWER-INLINE INTERFACE

Syntax
show power-inline interface port
Parameter

port
Specifies a port. You can display more than one port at a time.

Mode
Privileged Exec mode

Description

Use this command to display the PoE information on the ports. An
example is shown in Figure 62.

Interface

portl.
portl.
portl.
portl.

0.

0.
0.
0.

1

W N

Admin Pri Oper Power Device Class Max (mW)

Disabled Low Disabled O 0 15400 [C]
Enabled High Powered 3840 Phone 1 5000 [U]
Enabled Crit Powered 6720 AccessPt 2 7000 [C]
Disabled Low Disabled 0 0 15400 [C]

Figure 62. SHOW POWER-INLINE INTERFACE Command
This command displays a subset of the information the SHOW POWER-

INLINE command displays. The fields are described in Table 23 on
page 275.

Example

This example displays PoE information for ports 1 to 4:

awplus# show power-inline interface portl.0.1l-portl.0.4
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SHOW POWER-INLINE INTERFACE DETAIL

Syntax
show power-inline interface port detail
Parameter

port
Specifies a port. You can display more than one port at a time.

Mode

Privileged Exec mode

Description

Use this command to display additional information about the ports. An
example is shown in Figure 63.

/Ehterface portl.0.1 \\

Powered device type: Desk Phone #1
PoE admin enabled

Priority Low

Detection status: Powered

Current power consumption: 00 mW

Powered device class: 1

Power allocated: 5000 mW (from configuration)

\\» Detection of legacy devices is disabled //

Figure 63. SHOW POWER-INLINE INTERFACE DETAIL Command

The fields are described in Table 25.

Table 25. SHOW POWER-INLINE INTERFACE DETAIL Command

Field Description

Interface The port number.

Powered device | The PD description. The description is set with
type ‘POWER-INLINE DESCRIPTION” on page 267.
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Table 25. SHOW POWER-INLINE INTERFACE DETAIL Command

Field Description
PoE admin The status of PoE on the port. The status can be
one of the following:

O Enabled: PoE is enabled. The port can transmit
power to a PD. PoE is enabled with “POWER-
INLINE ENABLE” on page 268.

O Disabled: PoE is disabled. The port does not
supply power to a PD, but it does forward
network traffic. PoE is disabled with “NO
POWER-INLINE ENABLE” on page 260.

Priority The port’s PoE priority level. The priority level is set

with “POWER-INLINE PRIORITY” on page 270.
The priorities are listed here:

O Low: the lowest priority level. This is default
level.

O High: the higher priority level.
O Crit: the critical, or highest priority level.

Detection status

The PoE operating status of the port. The possible
status are listed here:

0 Powered: The port is transmitting power to the
PD.

O Denied: The port is not transmitting power to
the PD because the switch has reached its
maximum power capacity.

0 Off: PoE is disabled on the port.

O Fault: The switch is exceeding the total
available power.

O Test: The port is in a test mode.

Current power
consumption

The port’s current power consumption in milliwatts
(mW).

Powered device
class

The PD’s class. See “PD Classes” on page 244 for
details.

Power allocated

The port’s power limit in milliwatts (mW).
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Table 25. SHOW POWER-INLINE INTERFACE DETAIL Command

Field

Description

Detection of
legacy devices

The status of support for a legacy PD on the port:
O Enabled: The port supports legacy devices.

0 Disabled: The port does not support legacy
devices.

Support for legacy devices is enabled with
“‘POWER-INLINE ALLOW-LEGACY” on page 266
and disabled with “NO POWER-INLINE ALLOW-
LEGACY” on page 258.

Powered pairs

The twisted pairs used to transfer power to the PD.
This parameter is not adjustable. The value is one
of the following:

0 Data
O Spare

Examples

This example displays PoE information for port 1:

awplus# show power-inline interface portl.0.1 detail

This example displays PoE information for ports 7 to 10:

awplus# show power-inline interface portl.0.7-portl.0.10

detail
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SNMP-SERVER ENABLE TRAP POWER-INLINE

Syntax
snmp-server enable trap power-inline
Parameters

None

Mode

Global Configuration mode

Description

Use this command to activate the transmission of the SNMP power-inline
trap. The trap is sent if the power requirements of the switch and PDs
exceed the power limit threshold set with “POWER-INLINE USAGE-
THRESHOLD” on page 272.

Confirmation Command

“‘SHOW RUNNING-CONFIG SNMP” on page 1029

Example

This example enables the SNMP power-inline trap:
awplus> enable

awplus# configure terminal
awplus(config)# snmp-server enable trap power-inline
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Chapter 13

IPv4 and IPv6 Management Addresses

This chapter contains the following information:

a “Overview” on page 286

O “Assigning an IPv4 Management Address and Default Gateway” on
page 289

a “Assigning an IPv6 Management Address and Default Gateway” on
page 294
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Overview
This chapter explains how to assign the switch an IP address. The switch
must have an IP address to perform the features in Table 26. It uses the
address as its source address when it communicates with other network
devices, such as TFTP servers, and Telnet management workstations.
You may assign the switch an IPv4 or IPv6 address, or both. The switch
supports only one address of each version. The switch can support all of
the features with an IPv4 address, but only a subset of the features with an
IPv6 address. To use features that are not supported by an IPv6 address,
you must assign the switch an IPv4 address instead of or along with an
IPv6 address.
Table 26. Features Requiring an IP Management Address on the Switch
Supported | Supported
Feature Description by IPv4 by IPv6
Address Address
802.1x port-based network Used with a RADIUS server for | yes no
access control port security.
Enhanced stacking Used to manage more than yes no
one switch from the same local
or remote management
session.
Ping Used to test for valid links yes yes
between the switch and other
network devices.
RADIUS client Used for remote management | yes no
authentication and for 802.1x
port-based network access
control.
RMON Used with the RMON portion yes no
of the MIB tree on an SNMP
workstation to remotely
monitor the switch.
Secure Shell server Used to remotely manage the | yes yes
switch with a Secure Shell
client.
sFlow agent Used to transmit packet yes no
statistics and port counters to
an sFlow collector on your
network.
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Table 26. Features Requiring an IP Management Address on the Switch (Continued)

Supported | Supported
Feature Description by IPv4 by IPv6
Address Address
SNMPv1, v2¢, and v3 Used to remotely manage the | yes yes
switch with SNMP.
SNTP client Used to set the date and time | yes no
on the switch from an NTP or
SNTP server on your network
or the Internet.
Static ARP entries Used to add static ARP entries | yes no
to the switch.
Syslog client Used to send the event yes no
messages from the switch to
syslog servers on your
network for storage.
TACACS+ client Used for remote management | yes no
authentication using a
TACACS+ server on your
network.
Telnet client Used to manage other network | yes yes
devices from the switch.
Telnet server Used to remotely manage the | yes yes
switch with a Telnet client.
TFTP client Used to download files to or yes yes
upload files from the switch
using a TFTP server.
Non-secure HTTP web Used to remotely manage the | yes yes
browser server switch with a web browser.
Secure HTTPS web browser Used to remotely manage the | yes yes
server switch with a web browser,
with encryption.

Here are the guidelines to assigning the switch management IPv4 and
IPv6 addresses:

O The switch supports one IPv4 address and one IPv6 address.

O A management address can be assigned to a VLAN on the switch.
It can be assigned to any VLAN, including the Default_VLAN. For
background information on VLANSs, refer to Chapter 49, “Port-
based and Tagged VLANS” on page 761.
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If you assign both IPv4 and IPv6 addresses to the switch, they
must be assigned to the same VLAN.

An IPv4 management address can be assigned manually or from a
DHCP server on your network. (To learn the switch’s MAC address
to add to a DHCP server, refer to “SHOW SWITCH” on page 159.)

An IPv6 address must be assigned manually. The switch does not
support the assignment of an IPv6 management address from a
DHCP server or by IPv6 auto assignment.

You must also assign the switch a default gateway if the
management devices (syslog servers, Telnet workstations, etc,)
are not members of the same subnet as the management address.
This IP address designates an interface on a router or other Layer
3 device that represents the first hop to the remote subnets or
networks where the network devices are located.

The default gateway address, if needed, must be a member of the
same subnet as the management address.



AT-9000 Switch Command Line User’s Guide

Assigning an IPv4 Management Address and Default Gateway

Adding an IPv4
Management
Address

This section covers the following topics:

O “Adding an IPv4 Management Address” next
0 “Adding an IPv4 Default Gateway Address” on page 291

0 “Deleting an IPv4 Management Address and Default Gateway” on
page 292

0 “Displaying an IPv4 Management Address and Default Gateway” on
page 293

The command to assign the switch an IPv4 management address is the IP
ADDRESS command. It has to be performed from the VLAN Configuration
mode of the VLAN to which the address is to be assigned. If the VLAN
does not already exist, you have to create it before you can assign the
address. For instructions, refer to Chapter 49, “Port-based and Tagged
VLANS” on page 761.

Here is the format of the command:
ip address 7paddress/mask|dhcp

The IPADDRESS parameter is the IPv4 management address to be
assigned the switch. The address is specified in this format:

nnn.nnn.nnn.nnNnN

Each NNN is a decimal number from 0 to 255. The numbers must be
separated by periods.

The MASK parameter is a decimal number that represents the number of
bits, from left to right, that constitute the network portion of the address.
Here are a couple of basic examples:

O The decimal mask 16 is equivalent to the mask 255.255.0.0.
O The decimal mask 24 is equivalent to the mask 255.255.255.0.

Note

If a management IPv4 address is already assigned to the switch,
you must delete it before entering a new address. For instructions,
refer to “Deleting an IPv4 Management Address and Default
Gateway” on page 292.
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Here are several examples of the command. The first example assigns the
switch the management IPv4 address 149.121.43.56/24 to the
Default_ VLAN, which has the VID number 1.

Note

By default, the switch is configured with the Default VLAN which
has a VID number of 1 and includes all ports on the switch. The
Default_VLAN only has default values and cannot be created,
modified or deleted.

awplus> enabTe

awplus# configure terminal

awplus(config)# interface vlanl
awplus(config-if)# ip address 149.121.43.56/24
awplus(config-if)# exit

This example assigns the IPv4 management address 143.24.55.67 and
subnet mask 255.255.255.0 to a new VLAN titled Tech_support. The
VLAN is assigned the VID 17 and consists of untagged ports 5 and 6. The
first series of commands create the new VLAN.

awplus> enable Enter the Privileged Executive
mode from the User Exec mode.

awplus# configure terminal Enter the Global Configuration
mode.

awplus(config)# vlan database Use the VLAN DATABASE

command to enter the VLAN
Configuration mode.

awplus(config-vlan)# vian 17 name Tech_support Use the VLAN command to assign
the VID 17 and the name
Tech_support to the new VLAN.

awplus(config-vlan)# exit Return to the Global Configuration
mode.

awplus(config)# interface portl.0.5,portl.0.6 Enter the Port Interface mode for
ports 5 and 6.

awplus(config-if)# switchport access vlan 17 Use the SWITCHPORT ACCESS

VLAN command to add the ports
to the new VLAN.

awplus(config-if)# end Return to the Privileged Exec
mode.

awplus# show vlan Use the SHOW VLAN command
to confirm the configuration of the
new VLAN.
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The next series of commands assigns the management address
143.24.55.67 and subnet mask 255.255.255.0 to the new VLAN.

awplus# configure terminal Enter the Global Configuration
mode.

awplus(config)# interface vlanl?7 Use the INTERFACE VLAN
command to move to the VLAN
Interface.

awplus(config-if)# ip address 143.24.55.67/24 Use the IP ADDRESS command

to assign the management
address 143.24.55.67 and subnet
mask 255.255.255.0 to the VLAN.

awplus(config-if)# end Return to the Privileged Exec
mode.
awplus# show ip interface Use the SHOW IP INTERFACE

command to display the new
management |IPv4 address.

Adding an IPv4
Default Gateway
Address

This example activates the DHCP client so that the management IPv4
address is assigned to the Default_VLAN:

awplus> enable

awplus# configure terminal
awplus(config)# interface vlanl
awplus(config-if)# ip address dhcp

The switch must be assigned a default gateway if the management
devices (for example, syslog servers, TFTP servers, and Telnet clients)
are not members of the same subnet as the management IPv4 address. A
default gateway is an IP address of an interface on a router or other Layer
3 device. It represents the first hop to the networks in which the
management devices reside. The switch can have only one IPv4 default
gateway and the address must be a member of the same subnet as the
management IPv4 address.

The command for assigning the default gateway is the IP ROUTE
command in the Global Configuration mode. Here is the format:

ip route 0.0.0.0/0 7paddress

The IPADDDRESS parameter is the default gateway to be assigned the
switch.
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Deleting an I1Pv4
Management
Address and
Default Gateway

292

Note

If an IPv4 default gateway is already assigned to the switch, you
must delete it prior to entering the new address. For instructions,
refer to “Deleting an IPv4 Management Address and Default
Gateway” on page 292.

This example assigns the switch the default gateway address
149.121.43.23:

awplus> enabTe
awplus# configure terminal
awplus(config)# ip route 0.0.0.0/0 149.121.43.23

To verify the default route, issue these commands:

awplus(config)# exit
awplus# show ip route

For information about how to add static IPv4 routes, see “Adding Static
and Default Routes” on page 1870.

The switch does not allow you to make any changes to the current
management address on the switch. If you want to change the address or
assign it to a different VLAN, you have to delete it and recreate it, with the
necessary changes.

To delete a static IPv4 management address from the switch, enter the
NO IP ADDRESS command in the VLAN Interface mode in which the
current address is assigned. This example of the command deletes the
address from a VLAN with the VID of 17:

awplus> enable

awplus# configure terminal
awplus(config)# interface vlanl7
awplus(config-if)# no ip address

To delete an IPv4 management address assigned by a DHCP server, use
the NO IP ADDRESS DHCP command. This example of the command
deletes the management address assigned by a DHCP server, from a
VLAN on the switch with the VID of 23:

awplus> enable

awplus# configure terminal
awplus(config)# interface vlan23
awplus(config-if)# no ip address dhcp

To remove the current default gateway, use the NO form of the IP ROUTE
command. The command must include the current default gateway. This
example removes the default route 149.121.43.23:
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awplus> enable
awplus# configure terminal
awplus(config)# no ip route 0.0.0.0/0 149.121.43.23

The easiest way to view the IPv4 management address and default

IPv4 Qateway address of the switch is with the SHOW IP ROUTE command. It
M ¢ displays both addresses at the same time. The command is found in the
anagemen Privileged Exec mode, as shown here:
Address and
Default Gateway awplus# show ip route
See Figure 64 for an example of the information. The management IPv4
address of the switch is displayed in the first entry in the table and the
default gateway address, if assigned to the switch, in the second entry.
Figure 64 displays an example of the information.
Destination Mask NextHop Interface Protocol
192.168.1.0 255.255.255.0 192.168.1.1 vlanl-0 INTERFACE

Figure 64. SHOW IP ROUTE Command
The columns in the display are defined in Table 28 on page 318.

To view only the management IP address, use the SHOW IP INTERFACE
command, also in the Privileged Exec mode:

awplus# show ip interface

Here is an example of the information from the command.
Interface IP Address Status Protocol
VLAN14-0 123.94.146.72 admin up down

Figure 65. SHOW IP INTERFACE Command

For definitions of the columns: See “SHOW IP INTERFACE” on page 317.
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Assigning an IPv6 Management Address and Default Gateway
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Adding an IPvé6
Management
Address

This section covers the following topics:

0 “Adding an IPv6 Management Address” next
0 “Adding an IPv6 Default Gateway Address” on page 295

0 “Deleting an IPv6 Management Address and Default Gateway” on
page 296

0 “Displaying an IPv6 Management Address and Default Gateway” on
page 297

The command to assign the switch an IPv6 management address is the
IPv6 ADDRESS command. As with the IPv4 address command, this
command has to be performed in the VLAN Configuration mode of the
VLAN to which the address is to be assigned. If the VLAN does not
already exist, you have to create it first. For instructions, refer to Chapter
49, “Port-based and Tagged VLANs” on page 761. If the switch already
has an IPv4 address, the IPv6 address must be assigned to the same
VLAN as that address.

Here is the format of the command:
ipv6 address 7paddress/mask

The IPADDRESS parameter is the management IPv6 address for the
switch, entered in this format:

nnnn:nnnn:nnNN:nNNN:NNNN.NNNN:NNNN:NNNN

Where N is a hexadecimal digit from 0 to F. The eight groups of digits are
separated by colons. Groups where all four digits are ‘0’ can be omitted.
Leading ‘O’s in groups can also be omitted. For example, the following
IPv6 addresses are equivalent:

12¢c4:421e:09a8:0000:0000:0000:00a4:1c50
12c4:421e:9a8::a4:1c50

The MASK parameter is a decimal number that represents the number of
bits, from left to right, that constitute the network portion of the address.
For example, an address whose network designator consists of the first
eight bytes would need a mask of 64 bits.
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Note

If there is a management IPv6 address already assigned to the
switch, you must delete it prior to entering the new address. For
instructions, refer to “Deleting an IPv6 Management Address and
Default Gateway” on page 296.

Here are several examples of the command. The first example assigns the
switch this static management IPv6 address to the Default_VLAN with VID
number 1.

90:0a21:091b:0000:0000:0000:09bd:c458
Here are the commands:

awplus> enable

awplus# configure terminal

awplus(config)# interface vlanl

awplus(config-if)# ipv6 address 90:a21:91b::9bd:c458/64
awplus(config-if)# exit

This example assigns a management IPv6 address to a VLAN with the
VID 8:

awplus> enable

awplus# configure terminal

awplus(config)# interface vlan8

awplus(config-if)# ipv6 address 1857:80cf:d54::1a:8f57/64
awplus(config-if)# exit

Note

You cannot use a DHCP server or SLAAC (State Address
Autoconfiguration) to assign the switch a dynamic IPv6 address. The
switch supports only a single static IPv6 address.

The switch must be assigned a default gateway if the management
devices (for example, TFTP servers, Telnet clients and SSH clients) are
not members of the same subnet as its management IPv6 address. A
default gateway is an IP address of an interface on a router or other Layer
3 device that is the first hop to the networks in which the management
devices are located. The switch can have only one IPv6 default gateway
and the address must be a member of the same subnet as the
management |IPv6 address.

The command for assigning the default gateway is the IPV6 ROUTE
command in the Global Configuration mode. Here is the format of the
command:

ipv6 route ::/0 7paddress
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The IPADDDRESS parameter is the default gateway to be assigned the
switch. The address must be an IPv6 address and it must be a member of
the same subnet as the management IPv6 address.

Note
This configuration is different in the AT-8000GS switch where the
gateway is specified as the Link Local address.

Note

If there is an IPv6 default gateway already assigned to the switch,
you must delete it prior to entering the new default gateway. For
instructions, refer to “Deleting an IPv6 Management Address and
Default Gateway” on page 296.

This example assigns the switch the default gateway address
389c:be4d5:78::c45:8156:

awplus> enable
awplus# configure terminal
awplus(config)# ipv6 route ::/0 389c:be45:78::c45:8156

To verify the default route, issue these commands:

awplus(config-if)# end
awplus# show ipv6 route

To delete a static IPv6 management address, enter the NO IPV6
ADDRESS command in the VLAN Interface mode in which the current
address is assigned. This example of the command deletes the address
from a VLAN with the VID 21:

awplus> enable

awplus# configure terminal
awplus(config)# interface vlan2l
awplus(config-if)# no ipv6 address

To remove the default gateway, use the NO form of the IPV6 ROUTE
command. The command must include the current default gateway. Here
is the format of the command:

no ipv6 route ::/0 7paddress

The IPADDRESS parameter specifies the default route to be deleted. This
example deletes the default route 389c:be45:78::¢c45:8156:

awplus> enable
awplus# configure terminal
awpTlus(config)# no ipv6 route ::/0 389c:bed5:78::c45:8156
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Displaying an  There are two commands for displaying a management IPv6 address and
IPve default gateway. If the switch has both an IPv6 address and default
gateway, you can display both of them with the SHOW IPV6 ROUTE
Management command, in the Privileged Exec mode, as shown here:
Address and

I)efault(}atevvay awplus# show ipv6 route

Here is an example of the information. The default route is displayed first,
followed by the management address.

IPv6 Routing Table
Codes: C - connected, S - static

S 0:0:0:0:0:0:0:0/0 via 832a:5821:b34a:0:0:0:187:14, vlan4-0

C 832a:5821:b34a:0:0:0:187:95a/64 via ::, vlan4-0

Figure 66. SHOW IPV6 ROUTE Command

Another way to display just the management address is with the SHOW
IPV6 INTERFACE command, shown here:

awplus# show ipv6 interface

Here is an example of the information from the command.
Interface IPv6-Address Status Protocol
VLAN3-0 832a:5821:b34a:0:0:0:187:95a/64 admin up down

Figure 67. SHOW IPV6 INTERFACE Command

The columns are defined in Table 29 on page 320.

297



Chapter 13: IPv4 and IPv6 Management Addresses

298



Chapter 14

IPv4 and IPv6 Management Address

Commands

The IPv4 and IPv6 management address commands are summarized in

Table 27.

Table 27. Management IP Address Commands

Command

Mode

Description

“CLEAR IPV6 NEIGHBORS” on
page 301

Privileged Exec

Clears all dynamic IPv6 neighbor
entries.

“IP ADDRESS” on page 302

VLAN Interface

Assigns the switch a static IPv4
management address.

“IP ADDRESS DHCP” on page 304

VLAN Interface

Assigns the switch an IPv4
management address from a DHCP
server on your network.

“IP ROUTE” on page 306

Global
Configuration

Assigns the switch an IPv4 default
gateway address.

“IPv6 ADDRESS” on page 308

VLAN Interface

Assigns the switch a static IPv6
management address.

“IPV6 ROUTE” on page 310

Global
Configuration

Assigns the switch an IPv6 default
gateway address.

“NO IP ADDRESS” on page 312

VLAN Interface

Deletes the IPv4 management
address.

“‘NO IP ADDRESS DHCP” on
page 313

VLAN Interface

Deactivates the IPv4 DHCP client on
the switch.

“‘NO IP ROUTE” on page 314

Global
Configuration

Deletes the IPv4 default gateway.

“NO IPV6 ADDRESS” on page 315

VLAN Interface

Deletes the IPv6 management
address.

“NO IPV6 ROUTE” on page 316

Global
Configuration

Deletes the IPv6 default gateway.

“SHOW IP INTERFACE” on page 317

Privileged Exec

Displays the IPv4 management
address.

“‘SHOW IP ROUTE” on page 318

Privileged Exec

Displays the IPv4 management
address and default gateway.
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Table 27. Management IP Address Commands (Continued)

Command Mode Description

“‘SHOW IPV6 INTERFACE” on Privileged Exec | Displays the IPv4 management
page 320 address.

“‘SHOW IPV6 ROUTE” on page 321 Privileged Exec | Displays the IPv6 management
address and default gateway.
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CLEAR IPV6 NEIGHBORS

Syntax

clear 1ipv6 neighbors

Parameters

None

Mode

Privileged Exec mode

Description

Use this command to clear all of the dynamic IPv6 neighbor entries.
Example

This example clears all of the dynamic IPv6 neighbor entries:

awplus> enable
awplus# clear ipv6 neighbors
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IP ADDRESS

302

Syntax

ip address ipaddress/mask

Parameters

ipaddress
Specifies a management IPv4 address for the switch. The address
is specified in the following format:

nnn.nnn.nnn.nnNn

Where each NNN is a decimal number from 0 to 255. The numbers
must be separated by periods.

mask
Specifies the subnet mask for the address. The mask is a decimal
number that represents the number of bits, from left to right, that
constitute the network portion of the address. For example, the
IPv4 decimal masks 16 and 24 are equivalent to masks
255.255.0.0 and 255.255.255.0, respectively.

Mode

VLAN Interface mode

Description

Use this command to manually assign the switch an IPv4 management
address. You must perform this command from the VLAN Interface mode
of the VLAN to which to the address is to be assigned.

To assign the switch an IPv4 address from a DHCP server, refer to “IP
ADDRESS DHCP” on page 304.

An IPv4 management address is required to support the features listed in
Table 26 on page 286. The switch can have only one IPv4 address, and it
must be assigned to the VLAN from which the switch is to communicate
with the management devices (such as Telnet workstations and syslog
servers). The VLAN must already exist on the switch before you use this
command.

Confirmation Command

“SHOW IP INTERFACE” on page 317
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Examples

This example assigns the switch the IPv4 management address
142.35.78.21 and subnet mask 255.255.255.0. The address is assigned to
the Default VLAN, which has the VID 1:

awplus> enable

awplus# configure terminal

awplus(config)# interface vlanl
awplus(config-if)# ip address 142.35.78.21/24

This example assigns the switch the IPv4 management address
116.152.173.45 and subnet mask 255.255.255.0. The VLAN assigned the
address has the VID 14:

awplus> enable

awplus# configure terminal

awplus(config)# interface vlanl4
awplus(config-if)# ip address 116.152.173.45/24
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IP ADDRESS DHCP

304

Syntax

ip address dhcp

Parameters

None

Mode

VLAN Interface mode

Description

Use this command to assign the switch an IPv4 management address
from a DHCP server. This command activates the DHCP client, which
automatically queries the network for a DHCP server. The client also
queries for a DHCP server whenever you reset or power cycle the switch.

You must perform this command from the VLAN Interface mode of the
VLAN to which you want to assign the address.

The switch must have a management IPv4 address to support the
features listed in Table 26 on page 286. The switch can have only one
IPv4 address, and it must be assigned to the VLAN from which the switch
is to communicate with the management devices (such as Telnet
workstations and syslog servers). The VLAN must already exist on the
switch.

To manually assign the switch an IPv4 address, refer to “IP ADDRESS” on
page 302.

Note

You cannot assign the switch a dynamic IPv6 address from a DHCP
server. An IPv6 management address must be assigned manually
with “IPV6 ADDRESS” on page 308.

Confirmation Commands

“‘SHOW IP INTERFACE” on page 317 and “SHOW IP ROUTE” on
page 318
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Example

This example activates the DHCP client so that the switch obtains its IPv4
management address from a DHCP server on your network. The address
is applied to a VLAN with the VID 4:

awplus> enable

awplus# configure terminal
awplus(config)# interface vlan4
awplus(config-if)# ip address dhcp
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IP ROUTE
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Syntax

ip route 0.0.0.0/0 7paddress

Parameters

ipaddress
Specifies an IPv4 default gateway address.

Mode

Global Configuration mode

Description

Use this command to assign the switch an IPv4 default gateway address.
A default gateway is an address of an interface on a router or other Layer
3 device. The switch uses the address as the first hop to reaching remote
subnets or networks when communicating with management network
devices, such as Telnet clients and syslog servers, that are not members
of the same subnet as its IPv4 address.

You must assign the switch a default gateway address if both of the
following are true:
O You assigned the switch an IPv4 management address.
O The management network devices are not members of the same
subnet as the management IP address.

Review the following guidelines before assigning a default gateway
address to the switch:

O The switch can have just one IPv4 default gateway address.
O The switch must already have an IPv4 management address.

O The management address and the default gateway address must
be members of the same subnet.

Confirmation Command

“‘SHOW IP ROUTE” on page 318
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Example

This example assigns the switch the IPv4 default gateway address
143.87.132.45:

awplus> enable

awplus# configure terminal
awplus(config)# ip route 0.0.0.0/0 143.87.132.45
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IPV6 ADDRESS
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Syntax

ipv6 address 7paddress/mask

Parameters

ipaddress
Specifies an IPv6 management address for the switch. The
address is entered in this format:

nnnn:nnnn:nnNN:nNNN:NNNN:NNNN:NNNN:NNNN

Where N is a hexadecimal digit from 0 to F. The eight groups of
digits have to be separated by colons. Groups where all four digits
are ‘0’ can be omitted. Leading ‘0’s in groups can also be omitted.
For example, the following IPv6 addresses are equivalent:

12¢c4:421e:09a8:0000:0000:0000:00a4:1c50
12c4:421e:9a8::a4:1c50

mask
Specifies the subnet mask of the address. The mask is a decimal
number that represents the number of bits, from left to right, that
constitute the network portion of the address. For example, an
address whose network designator consists of the first eight bytes
would need a mask of 64 bits.

Mode

VLAN Interface mode

Description

Use this command to manually assign the switch an IPv6 management
address. You must perform this command from the VLAN Interface mode
of the VLAN to which to the address is to be assigned.

Note
An IPv6 management address must be assigned manually. The
switch cannot obtain an IPv6 address from a DHCP server.

The switch must have a management address to support the features
listed in Table 26 on page 286. The switch can have only one IPv6
address, and it must be assigned to the VLAN from which the switch is to
communicate with the management devices (such as Telnet workstations
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and syslog servers). The VLAN must already exist on the switch before
you use this command.

Confirmation Commands

“SHOW IPV6 INTERFACE” on page 320 and “SHOW IPV6 ROUTE” on
page 321

Examples

This example assigns the IPv6 management address
4¢c57:17a9:11::190:a1d4/64 to the Default_VLAN, which has the VID 1:

awplus> enable

awplus# configure terminal

awplus(config)# interface vlanl

awplus(config-if)# ipv6 address 4c57:17a9:11::190:al1d4/64

This example assigns the switch the IPv6 management IPv4 address
7891:¢45b:78::96:24/64 to a VLAN with the VID 4:

awplus> enable

awplus# configure terminal

awplus(config)# interface vlan4

awplus(config-if)# ipv6 address 7891:c45b:78::96:24/64
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IPV6 ROUTE

310

Syntax

ipv6 route ::/0 7paddress

Parameters

ipaddress

Mode

Specifies an IPv6 address of a default gateway. The address is
entered in this format:

nnnn:nnnn:nnnN:nnNN:nNNN:NNNN:NNNN:nNNN

Where N is a hexadecimal digit from 0 to F. The eight groups of
digits have to be separated by colons. Groups where all four digits
are ‘0’ can be omitted. Leading ‘0’s in groups can also be omitted.

Global Configuration mode

Description

Use this command to assign the switch an IPv6 default gateway address.
A default gateway is an address of an interface on a router or other Layer
3 device. It defines the first hop to reaching the remote subnets or
networks where the network devices are located. You must assign the
switch a default gateway address if both of the following are true:

a
a

You assigned the switch an IPv6 management address.

The remote management devices (such as Telnet workstations
and TFTP servers) are not members of the same subnet as the
IPv6 management address.

Review the following guidelines before assigning a default gateway
address:

a
a
a

The switch can have just one IPv6 default gateway.
The switch must already have an IPv6 management address.

The IPv6 management address and the default gateway address
must be members of the same subnet.

Confirmation Command

“‘SHOW IPV6 ROUTE” on page 321
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Example

This example assigns the switch the IPv6 default gateway address
45ab:672:934c::78:17¢cb:

awplus> enable

awplus# configure terminal
awplus(config)# ipv6 route ::/0 45ab:672:934c::78:17chb
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NO IP ADDRESS
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Syntax
no ip address
Parameters

None

Mode

VLAN Interface mode

Description

Use this command to delete the current IPv4 management address from
the switch if the address was assigned manually. If a DHCP server
supplied the address, refer to “NO IP ADDRESS DHCP” on page 313.
You must perform this command from the VLAN Interface mode of the
VLAN to which the address is attached.

Note

The switch uses the IPv4 management address to perform the
features listed Table 26 on page 286. If you delete it, the switch will
not support the features unless it also has an IPv6 management
address.

Confirmation Commands

“SHOW IP INTERFACE” on page 317 and “SHOW IP ROUTE” on
page 318

Example

This example removes the static IPv4 management address from the
VLAN with the VID 15:

awplus> enable

awplus# configure terminal
awplus(config)# interface vlanl5
awplus(config-if)# no ip address
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NO IP ADDRESS DHCP

Syntax
no ip address dhcp
Parameters

None

Mode

VLAN Interface mode

Description

Use this command to delete the current IPv4 management address from
the switch if the address was assigned by a DHCP server. You must
perform this command from the VLAN Interface mode of the VLAN to
which the address is attached. This command also disables the DHCP
client.

Note

The switch uses the IPv4 management address to perform the
features listed Table 26 on page 286. If you delete it, the switch will
not support the features unless it also has an IPv6 management
address.

Confirmation Command

“SHOW IP INTERFACE” on page 317 and “SHOW IP ROUTE” on
page 318

Example

This example removes the IPv4 management address from a VLAN with
the VID 3 and disables the DHCP client:

awplus> enable

awplus# configure terminal
awplus(config)# interface vlan3
awplus(config-if)# no ip address dhcp
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NO IP ROUTE
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Syntax
no ip route 0.0.0.0/0 7paddress
Parameters

ipaddress
Specifies the current default gateway.

Mode

Global Configuration mode

Description

Use this command to delete the current IPv4 default gateway. The
command must include the current default gateway.

Confirmation Command

“‘SHOW IP ROUTE” on page 318

Example

This example deletes the default route 121.114.17.28 from the switch:

awplus> enable
awplus# configure terminal
awplus(config)# no ip route 0.0.0.0/0 121.114.17.28
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NO IPV6 ADDRESS

Syntax
no ipv6 address
Parameters

None

Mode

VLAN Interface mode

Description

Use this command to delete the current IPv6 management address from
the switch. You must perform this command from the VLAN Interface
mode of the VLAN to which the address is attached.

Note

The switch uses the IPv6 management address to perform the
features listed Table 26 on page 286. If you delete it, the switch will
not support the features unless it also has an IPv4 management
address.

Confirmation Command

“‘SHOW IPV6 INTERFACE” on page 320 and “SHOW IPV6 ROUTE” on
page 321

Example

This example removes the static IPv6 management address from the
VLAN with the VID 3:

awplus> enable

awplus# configure terminal
awplus(config)# interface vlan3
awplus(config-if)# no ipv6 address
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NO IPV6 ROUTE
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Syntax
no ipv6 route ::/0 7paddress
Parameters

ipaddress
Specifies the current IPv6 default gateway.

Mode

Global Configuration mode

Description

Use this command to delete the current IPv6 default gateway from the
switch. The command must include the current default gateway.

Confirmation Command

“SHOW IPV6 ROUTE” on page 321

Example

This example deletes the IPv6 default route 2b45:12:9ac4::5bc7:89 from
the switch:

awplus> enabTe
awplus# configure terminal
awplus(config)# no ipv6 route ::/0 2b45:12:9ac4::5bc7:89
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SHOW IP INTERFACE

Syntax

show ip interface
Parameters

None

Mode

Privileged Exec mode
Description

Use this command to display the management IP address on the switch.
Figure 68 is an example of the information.

Interface IP Address
VLAN14-0 123.94.146.72

Figure 68. SHOW IP INTERFACE Command

The Interface field is the VID of the VLAN to which the management IP
address is assigned. The IP Address field is the management IP address
of the switch.

Example

The following example displays the management IP address assigned to a
switch:

awplus# show ip interface
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SHOW IP ROUTE

Syntax

show ip route
Parameters

None

Mode

Privileged Exec mode

Description

Use this command to display the routes on the switch. Figure 69 displays
an example of the information.

Figure 69. SHOW IP ROUTE Command

The fields are described in Table 28.

Table 28. SHOW IP ROUTE Command

Parameter Description

Mask The masks of the management IP
address and the default gateway address.
The mask of the default gateway is
always 0.0.0.0.

NextHop The management IP address and the
default gateway address. The
management IP address is the first entry
in the table, and the default gateway
address is the second entry.

Interface The VID of the VLAN to which the
management IP address is assigned.
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Example

The following example displays the routes on the switch:

awplus# show ip route
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SHOW IPV6 INTERFACE

Syntax

show ipv6 interface

Parameters

None

Mode

Privileged Exec mode

Description

Use this command to display the IPv6 management address on the
switch. Figure 70 is an example of the information.

CInterface IPv6-Address

VLAN3-0 832a:5821:b34a:0:0:0:187:95a/64

Figure 70. SHOW IPV6 INTERFACE Command

The fields are described in Table 29.

Table 29. SHOW IPV6 INTERFACE Command

Parameter

Description

Interface

The VID of the VLAN to which the
management address is assigned.

IPv6 Address

The IPv6 management address of the
switch.

Example

The following example displays the IPv6 management address:

awplus# show ipv6 interface
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SHOW IPV6 ROUTE

Syntax
show ipv6 route
Parameters

None

Mode

Privileged Exec mode

Description

Use this command to display the IPv6 management address and default

gateway on the switch. Figure 71 is an example of the information. The
default route is display first, followed by the management address.

IPv6 Routing Table
Codes: C - connected, S - static

S 0:0:0:0:0:0:0:0/0 via 832a:5821:b34a:0:0:0:187:14, vlan4-0

C 832a:5821:b34a:0:0:0:187:95a/64 via ::, vlan4-0

Figure 71. SHOW IPV6 ROUTE Command

Example

The following example displays the IPv6 management address and default
gateway:

awplus# show ipv6 route
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Chapter 15

DHCP Server with Port-Based IP
Assignment

This chapter contains the following sections:

O “Overview” on page 324
O “Configuring the DHCP Server” on page 325
0 “Displaying Status of Port-Based IP Assignment” on page 333

This chapter explains how to configure the Dynamic Host Configuration
Protocol (DHCP) Server and Port-Based IP assignment.
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Overview

DHCP Server with Port-Based IP Assignment allows a network switch to
be provisioned to assign specific network parameters to connecting
devices based on their physical port location, as shown in Figure 72.

1. Client sends DHCP Discover Packet
>
< 2. Switch sends DHCP Offer to client based on port policy
3.  Client send DHCP Requests with offered IP address from switch
< 4, Switch assigns IP address configuration to client
N
N/
DHCP Client Switch configured for DHCP Server

w/ port-based parameter assignment

Figure 72. DHCP Server with Port-Based IP Assignment

This lets you configure individual, or ranges of, IP Addresses on a per-port
basis. In this way, administrators will always know which address is
assigned based on where the device is physically connected, regardless
of its MAC address. Port-based IP address assignment with port
description allows operators to easily identify the end device based on a
criteria that works best for them.

Port-Based IP Assignment works in conjunction with DHCP server. Up to
254 clients can be configured per switch.

To configure Port-Based IP Assignment, a user must first configure the
DHCP server.
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Configuring the DHCP Server

Enabling Port-
Based IP
Assignment

Creating a DHCP
Pool

To configure the DHCP server:

O Enable DHCP service on the switch as described in “Enabling Port-
Based IP Assignment”.

Create a DHCP pool as described in “Creating a DHCP Pool”.

Define a network as described in “Defining a Network” on page 326.
Define a range as described in “Defining a Range” on page 327.

Set a lease time as described in “Setting a Lease Time” on page 327.
Set the options as described in “Setting the Options” on page 328.

Qo aaaa

Define which ports’ IP addresses will be offered DHCP service as
described in “Defining Ports’ IP Addresses Offered DHCP Service” on
page 330.

For an example of configuring a DHCP server, refer to “DHCP Server
Configuration Example” on page 331.

Use the SERVICE DHCP-SERVER command in Global Configuration
mode to enable DHCP service on the switch:

awplus# configure terminal

awplus(config)# service dhcp-server

To disable DHCP service on the switch, use the NO SERVICE DHCP-
SERVER command in Global Configuration mode:

awplus# configure terminal

awplus(config)# no service dhcp-server

The command to create a DHCP address pool is the IP DHCP POOL
command.

Here is the format of the command:
ip dhcp pool <pool-name>

The POOL-NAME parameter is used to identify a DHCP pool. Valid
characters are any printable character. Spaces are not accepted.
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Defining a
Network

This command is performed from Global Configuration mode on the
switch. It will enter the configuration mode for the pool name specified. If
the name specified is not associated with an existing pool, the switch will
create a new pool with this name, then enter the configuration mode for
the new pool.

Once you have entered the DHCP Configuration mode, all commands
executed before the next exit command will apply to this pool.

The NO form of this command deletes a specific DHCP pool.

This example creates a DHCP pool named P1 and enters DHCP
Configuration mode.

awplus> enable

awplus# configure terminal
awplus(config)# ip dhcp pool Pl
awplus (dhcp-config)#

The command to configure a network to which the DHCP pool applies is
the NETWORK command.

Here is the format of the command:

network {<ip-subnet-address/prefix-length>|<ip-subnet-
address/mask>}

Note
A pool can belong to only one network.

The IP-SUBNET-ADDRESS/PREFIX-LENGTH parameter is the IPv4
subnet address in dotted decimal notation followed by the prefix length in
CIDR slash notation.

The IP-SUBNET-ADDRESS/MASK parameter is the IPv4 subnet address
in dotted decimal notation followed by the subnet mask in dotted decimal
notation.

This command is performed from DHCP Configuration mode.

The NO form of this command removes the network (subnet) from the
DHCP pool.

This command fails if it makes existing ranges invalid, for example, if they
are not within the new network you are configuring.

The NO form of this command fails if ranges still exist in the pool. You
must remove all ranges in the pool before issuing a NO NETWORK
command to remove a network from the pool.
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Setting a Lease
Time
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The command to add an address range to the DHCP pool you are
configuring is the RANGE command.

Here is the format of the command:
range <ip-address> [<ip-address>]

The IP-ADDRESS parameter is the IPv4 address range for DHCP clients,
in dotted decimal notation. The first IP address is the low end of the range;
the second IP address is the high end. Specify only one IP address to add
an individual IP address to the DHCP pool.

This command is performed from DHCP Configuration mode.

The DHCP server responds to client requests received from the pool’s
network. It assigns IP addresses within the specified range. The IP
address range must be within the network.

You can add multiple address ranges and individual IP addresses for a
DHCP pool by using this command multiple times.

The NO form of this command removes an address range from the DHCP
pool. The NO RANGE ALL command removes all address ranges from the
DHCP pool.

This example adds an address range of 192.168.100.2 to 192.168.100.20
to the pool P1.

awplus# configure terminal

awplus(config)# ip dhcp pool Pl
awplus(dhcp-config)# range 192.168.100.2 192.168.100.20

The command to set the lease expiration time for the DHCP pool you are
configuring is the LEASE command.

Here is the format of the command:

lease <days> <hours> <minutes> [<seconds>]

lease infinite

The DAYS parameter is the number of days, from 0 to 120, for the lease
expiry time. The default is 1 day.

The HOURS parameter is the number of hours, from 0 to 24, for the lease
expiry time. The default is 0 hours.

The MINUTES parameter is the number of minutes, from 0 to 60, for the
lease expiry time. The default is 0 minutes.

The SECONDS parameter is the number of seconds, from 0 to 60, for the
lease expiry time. The default is 0 seconds.
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Setting the
Options

The LEASE INFINITE command sets the lease to never expire.
This command is performed from DHCP Configuration mode.

The time set by the days, hours, minutes, and seconds is cumulative. The
minimum total lease time that can be configured is 20 seconds. The
maximum total lease time that can be configured is 120 days.

Use the LEASE INFINITE command to set the lease expiry time to infinite
(lease never expires).

Use the NO form of this command to return the lease expiration time to the
default of 1 day.

This example sets the lease expiration time for pool P1 to 35 minutes.

awplus# configure terminal
awplus(config)# ip dhcp pool Pl
awplus (dhcp-config)# lease 0 0 35

The optional commands for configuring a DHCP server are:

SUBNET-MASK - refer to “SUBNET-MASK”

DEFAULT-ROUTER - refer to “DEFAULT-ROUTER” on page 329
DNS-SERVER - refer to “DNS-SERVER” on page 329
DOMAIN-NAME - refer to “DOMAIN-NAME” on page 330
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These commands are performed from DHCP Configuration mode.

SUBNET-MASK

The command to set the subnet mask to be sent to the DHCP client is
SUBNET-MASK.

This command specifies the client’s subnet mask as defined in RFC 950.
Here is the format of the command:
subnet-mask <mask>

The MASK parameter is a valid IPv4 subnet mask, in dotted decimal
notation.

Use the NO form of this command to remove the subnet mask option from
a DHCP pool. The pool reverts to using the pool’s network mask.

This example sets the set the subnet mask option to 255.255.255.0 for
pool P1.



AT-9000 Switch Command Line User’s Guide

awplus# configure terminal
awplus(config)# ip dhcp pool Pl
awplus(dhcp-config)# subnet-mask 255.255.255.0

DEFAULT-ROUTER

The command to add a default router to the DHCP pool is DEFAULT-
ROUTER.

Here is the format of the command:
default-router <ip-address>

The IP-ADDRESS parameter is the IPv4 address of the default router, in
dotted decimal notation.

You can use this command multiple times to create a list of default routers
on the client’s subnet.

Use the NO form of this command to remove either the specified default
router, or all default routers, from the DHCP pool.

This example adds a default router with IP address 192.168.1.2 to the pool
P1.

awplus# configure terminal

awplus(config)# ip dhcp pool Pl
awplus(dhcp-config)# default-router 192.168.1.2

DNS-SERVER

The command to add a Domain Name System (DNS) server to the DHCP
pool is DNS-SERVER.

Here is the format of the command:

dns-server <ip-address>

The IP-ADDRESS parameter is the IPv4 address of the DNS server, in
dotted decimal notation.

You can use this command multiple times to create a list of DNS name
servers available to the client.

Use the NO form of this command to remove either the specified DNS
server, or all DNS servers, from the DHCP pool.

This example adds a DNS server with the assigned IP address
192.168.1.1 to the pool P1.
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awplus# configure terminal
awplus(config)# ip dhcp pool Pl
awplus(dhcp-config)# dns-server 192.168.1.1

DOMAIN-NAME

The command to add a domain name to the DHCP pool is DOMAIN-
NAME.

This command specifies the domain name a client should use when
resolving host names using the DNS.

Here is the format of the command:
domain-name <domain-name>

The domain-name parameter is the domain name you want to assign to
the DHCP pool. Valid characters are any printable character. The name
should not contain spaces.

Use the NO form of this command to remove the domain name from the
DHCP pool.

This example adds the domain name Branch-Office to pool P1.
awplus# configure terminal

awplus(config)# ip dhcp pool Pl
awplus (dhcp-config)# domain-name Branch-office

Defining Ports’ The command to enable DHCP service to assign IP address(es) on a
IP Addresses Switch portis DHCP-OFFER IP.

Offered DHCP  This command enables DHCP service on a switch po